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Introduction

Based on discussion regarding the supported security, which should be equivalent or better than the current systems, T-Mobile believe it is beneficial also to highlight the basic principles to be supported by future security mechanisms.

Proposal

It is proposed to modify as follows the list of bullet points presented in paragraph 5.4 AIPN Technical Report

NOTE: modifications have been made using revision marks.

An important process will also be to collect the high-level principles and requirements. Examples on proposed high-level requirements on AIPN are:

· Security shall be equivalent or better than with the current system i.e. 3GPP Rel-6. 
This includes support of:
-  easy portability of subscriber identities to different UEs
-  protection of unauthorized duplication
-  operator controlled update of and protected access to security algorithms
-  operator controlled distribution of security to peripheral devices
· An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
· Usability: maximum transparency to the user i.e. high levels of security should be provided with minimum user involvement.

· Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

· Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 
· Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

· Networks shall be able to authenticate each other and authorize services that need signalling between servers.

· Fast re-authentication shall be possible. 
· Hiding of internal network elements shall be provided by an AIPN.
· It should be possible for the AIPN operator to select among several levels of security (e.g. 3GPP Rel-6 equivalent security or better)

Editor’s Note:
Detailed study of security issues to be undertaken in SA3 as appropriate. This TR is to be sent to SA3 when appropriate to ensure timely consideration of security issues.
