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1. Introduction

This contribution proposes several requirements upon the evolution of the 3GPP system to an AIPN for inclusion within chapter 5.2 of TR 22.978. One modification to the security considerations within chapter 5.4.1 is also proposed.
2. Discussion

When considering the evolution of the 3GPP system to an AIPN it is important to identify the requirements upon the evolution of the existing system to an AIPN to ensure that the system design reflects the needs of the 3GPP community. A summary of the requirements proposed in this contribution is provided below.
· Leverage of the existing capabilities of the 3GPP system wherever possible. System performance shall also be maintained and improved.

· Maintenance of the core "mobile" aspects of system. The primary focus of evolution to an AIPN shall be upon realisation of scenarios for a mobile network operated by a network operator.

· Consideration of access technologies shall not be limited to only those currently defined by 3GPP.

· When accommodating existing access technologies, specifications of existing access technologies should not require modification. It shall be possible for legacy UEs to be used within AIPN.

· An AIPN shall be designed as a common IP-based network system hence evolution of the 3GPP system to an AIPN shall be realised with minimum duplication of network functionality wherever possible.

· Extensibility to enable implementation of the system step-by-step. Evolution of the 3GPP system to an AIPN shall enable modularisation and allow decomposition of common layers of functionality so enabling different elements of the network to be developed independently.

· Enable the accommodation of an increasing large number of diverse mobile terminals.
· Maintenance and improvement upon existing security and privacy features.

This contribution also proposes a modification to the ‘Network issues’ identified within chapter 5.4.1 (‘Security Considerations’) to clarify the need to protect the network against unauthorised access. 

3. Proposal

The following modifications are proposed to TR 22.978 v0.4.0.

5.2
Evolution of the 3GPP system to an AIPN


As described within preceding chapters of this Technical Report it is thought that the basis for evolution to an AIPN is already provided within previous releases of the 3GPP specifications. However, when considering the evolution of the 3GPP system to an AIPN it is important to identify the requirements upon the evolution of the existing system to an AIPN to ensure that the system design reflects the needs of the 3GPP community.
5.2.1
Requirements upon the evolution of the 3GPP system to an AIPN


The following represent requirements upon the evolution of the 3GPP system to an AIPN:

Note:
The term "3GPP system" used below refers to the 3GPP system as specified up to and including Rel-6.

· Evolution of the 3GPP system to an AIPN shall leverage and build upon the existing capabilities of the 3GPP system wherever possible. System performance shall also be maintained and improved.

· The core "mobile" aspects of system shall be maintained within the evolution of the 3GPP system to an AIPN. The primary focus of evolution to an AIPN shall be upon realisation of scenarios for a mobile network, including associated access technologies, operated by a network operator e.g. by maintaining the provision of network control under the centralised control of the network operator.
· Evolution of the 3GPP system to an AIPN shall not be limited to consideration of only those access technologies currently defined by 3GPP.

· When accommodating existing access technologies, evolution of the 3GPP system to an AIPN should be possible without modifying the specifications of existing access technologies to be accommodated. It shall be possible for legacy UEs to be used within an AIPN.

Note:
In the case a legacy UE is used within an AIPN it will not be possible for the UE to utilise functionality beyond that which is supported within the UE i.e. a legacy UE will not be able to utilise advanced AIPN functionality that is not supported within the legacy UE.

· An AIPN shall be designed as a common IP-based network system hence evolution of the 3GPP system to an AIPN shall be realised with minimum duplication of network functionality wherever possible.

· Extensibility to enable implementation of the system step-by-step without adversely effecting basic system performance shall be provided within evolution of the 3GPP system to an AIPN. Evolution of the 3GPP system to an AIPN shall enable modularisation of the mobile network system as appropriate and provide an architectural structure that allows decomposition of common layers of functionality with open interfaces provided as appropriate. Hence, it shall be possible for different elements of the network to be developed independently.

· Evolution of the 3GPP system to an AIPN shall enable the accommodation of an increasingly large number of diverse mobile terminals.
· Evolution of the 3GPP system to an AIPN shall maintain and improve upon existing security and privacy features of the 3GPP system.
…
5.4 Security and Privacy considerations

User and network security and privacy issues, despite being a key concern in today's networks, tend not to be in the top list of priorities when evolving existing systems or designing new ones. The results of this tend to be that security is added to the system instead of being native in the system, which translates into insecure systems or unnecessarily complex security solutions which are often very user unfriendly. For this reason security and privacy considerations are considered within the early stages of this Technical Report.

Note:
The feasibility of "user issues" should be considered within the regulation for lawful interception that exists in some countries i.e. it may be required that some of the features above are disabled in some networks in order to comply with local lawful interception regulations.
5.4.1 Security Considerations

· Security shall be better than with the current system i.e. 3GPP Rel-6. 

· An AIPN shall be security-conscious from its early phase, not just have security added later on.

· Usability: maximum transparency to the user (e.g. by using biometric authentication methods such as a fingerprint, etc) i.e. high levels of security should be provided with minimum user involvement.

· User issues:

· Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

· Multiple user identities. Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 
Editor’s Note:
Authentication of users by third parties such as concepts like PKI should be studied and close co-operation with Liberty Alliance should be considered.
· Network issues:

· Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

· Networks shall be able to authenticate each other and authorize services that need signalling between servers.

· Fast re-authentication shall be possible. 
· Hiding of internal network elements shall be provided by an AIPN.

Editor’s Note:
Detailed study of security issues to be undertaken in SA3 as appropriate. This TR is to be sent to SA3 when appropriate to ensure timely consideration of security issues.
5.4.2 Privacy considerations

· User issues:

· Location privacy. User location privacy should be guaranteed. 
The location of a user has to be known by some instances in the networks to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 

Editor’s Note:
Other privacy aspects to be considered as well such as data handling regulations.



































































