Page 1



TSG-SA WG1 #25
S1-040581

Montreal, Canada,  28 June - 02 July 2004
Agenda Item: 8

	CR-Form-v7

	CHANGE REQUEST

	

	(

	42.068
	CR
	CRNum
	(

rev
	-
	(

Current version:
	5.0.1
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	x
	Core Network
	x


	

	Title:
(

	VGCS support of end-to-end encryption

	
	

	Source:
(

	Siemens, T-Mobile, Vodafone

	
	

	Work item code:
(

	EGCS
	
	Date: (

	28/06/2004

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)

	
	

	Reason for change:
(

	It is envisaged, that VGCS can in future be used in public networks for communication of public authority officials (police, firebrigade ..)

For security reasons it is required to support end to end ciphering. To broadcast ciphered speech within a VGCS call it is required that the network does not perform any codec checks or add anything.

	
	

	Summary of change:
(

	The requirement  on the support of encrypted speech is added.

	
	

	Consequences if 
(

not approved:
	Requirements, mandated by public authorities to be able to use VGCS in public networks for e.g. firebrigades and police, could not be met.

	
	

	Clauses affected:
(

	2, new clause 5.3.1

	
	

	
	Y
	N
	
	

	Other specs
(

	x
	
	 Other core specifications
(

	43.068, 44.018, 48.008, 29.002, 31.102

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

***************** first modified section***************************************


References
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· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3G TR 41.004: "3rd Generation Partnership Project; Technical Specification Group GSM EDGE Radio Access Network; Abbreviations and acronyms".

[2]
3G TS 22.067: "3rd Generation Partnership Project; Technical Specification Group Services and system Aspects; enhanced Multi‑Level Precedence and Pre‑emption service (eMLPP) – Stage 1".

[3]
3G TS 32.005: "3rd Generation Partnership Project; Technical Specification Group Services and system Aspects; Telecommunications Management; Charging and billing; GSM call and event data for the Circuit Switched (CS) domain".
[4]
3G TS 43.020 "3rd Generation Partnership Project;Technical Specification Group Services and system Aspects; Security related network functions"
***************** last modified section***************************************

5.3
Network related service configuration

The network related service configuration defines the attributes of a particular voice group call which shall be pre-registered in the network by the service provider. This is not related to one specific service subscriber.

The attributes of a particular voice group call are group ID, group call area composition, a list of dispatcher identities to be connected to this area, a list of dispatchers allowed to initiate voice group calls to this area, the group call reference which shall be used in case of COLP (see subclause 7.3) and dispatcher identities to which an optional acknowledgement can be routed. Changes to the group call area composition shall be co-ordinated with the network operator.

5.3.1
Speech encryption for voice group calls
Optionally, a service provider shall be able to configure a voice group call in such a way, that the network does not perform codec checks. By this means the service provider shall be enabled to provide proprietary mechanisms to allow end-to-end encryption of speech between calling subscriber and destination subscribers.
The encryption method is out of scope of standardisation.

Note: This requirement is independent of and in addition to the requirement of VGCS to support radio ciphering (TS 43.020 [4])
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