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Introduction

Little needs to be said about the present virus threat to the IT organizations and consumers worldwide. Significant damage has been caused and particularly so with rather simple but potent methods. With increasing data usage and the drive towards increasing the ARPU per subscriber from increased data usage, the need for effective methods at dealing with the threat of a downloaded virus to a mobile telephone needs to be addressed. 

In particular the threat of a virus that repeatedly makes a connection request requiring both allocation of radio resources and network signalling processing can be substantial. The virus may be downloaded by the user unknowingly through various means: e-mail, SMS and Push services. While operators may be able to maintain some degree of control over the latter, the former pose a significant threat to the industry at large.

What is needed is therefore:

1. A means of disabling the device from registering again on the network, both in the current network and another network, i.e. effectively quarantining the device. 

2. A means of being able to remediate the device

3. A means of maintaining the quarantine status through power cycling until remedied.

This contribution addresses some means of enabling this and ensuring that the threat of viruses is minimized.

Current Tools

The mobile perform registration following network selection to be able to access services. Following successful registration, the network further requires the mobile to maintain “contact” with the network through location updates (and routing area updates). The mobile therefore performs periodic location updates informing the network of its availability to the network. In addition it performs location updates as and when it enters a new location area as determined from the broadcast information. In order to keep the amount of signalling low, the periodic timers triggering periodic location updating can be quite long. In case of GPRS the mobile may perform routing area updates in case the mobile determines that GPRS resumption is to be performed, mobile Radio Access Capability change needs to be communicated or the network needs to be informed of a new value for the DRX parameter.

The network on receiving a location update (LAU) for any reason can respond to the mobile by either accepting it, or denying it and providing a cause value for the denial. However, the network can send a response to the mobile only on receiving a LAU from the mobile. There is no provision for the network to autonomously send a message to the mobile de-registering it from the network. Since the period between LAUs can be quite long, e.g. of the order of x hours, the network is vulnerable to a virus being activated in the device, causing a request for radio resource and network resource allocation, and sending “junk” data that the user has not requested to be transferred and further the user has no knowledge of. This implies that not only has the virus caused potential havoc in the network by causing denial of service to other users, the operator is also unable to reasonably receive any revenue for this transaction as the user has not initiated it, thus presenting a double whammy to the operator.

When the network is able to respond to the device performing a LAU, it can respond with various cause values. In particular the cause values of interest for this contribution are as follows: #2, #3 and #6 in case of LAU and additionally #7, #8 and #10 in case of RAU. The mobile behavior corresponding to the various causes is described below (excerpts from TS 24.008) 

# 2 
(IMSI unknown in HLR);

# 3 
(Illegal MS); or

# 6 
(Illegal ME).


The mobile station shall set the update status to ROAMING NOT ALLOWED (and store it in the SIM according to clause 4.1.2.2), and delete any TMSI, stored LAI and ciphering key sequence number and shall consider the SIM as invalid for non-GPRS services until switch-off or the SIM is removed.

Cause #2 effectively implies that the network was unable to verify the mobile’s identity or that the enquiry timed out. In case of RAU and receipt of cause #2, the SIM is considered invalid for non-GPRS services. The latter two cause values invalidate the SIM for CS services until switch off or SIM is removed.  

In case of unsuccessful RAU, the mobile behavior with respect to cause values #3, #6, #7, #8 and #10 are as follows (excerpts from TS 24.008) :

# 3

(Illegal MS);

# 6

(Illegal ME), or

# 8

(GPRS services and non GPRS services not allowed);


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and the update status to U3 ROAMING NOT ALLOWED (and shall store it according to clause 4.1.3.2) and enter the state GMM-DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI signature, TMSI, RAI, LAI, ciphering key sequence number and GPRS ciphering key sequence number and shall consider the SIM as invalid for GPRS and non GPRS services until switching off or the SIM is removed.

# 7

(GPRS services not allowed);


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to clause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The SIM shall be considered as invalid for GPRS services until switching off or the SIM is removed. The new state is GMM-DEREGISTERED. If in the MS the timer T3212 is not already running, the timer shall be set to its initial value and restarted.


A GPRS MS operating in MS operation mode A or B in network operation mode I, is still IMSI attached for CS services in the network and shall then proceed with the appropriate MM specific procedure according to the MM service state. 

# 10
(Implicitly detached);


A GPRS MS operating in MS operation mode A or B in network operation mode I, is IMSI detached for both GPRS and CS services in the network.


The MS shall change to state GMM-DEREGISTERED.NORMAL-SERVICE. The MS shall then perform a new attach procedure. The MS should also activate PDP context(s) to replace any previously active PDP contexts.

Thus it can be seen that in all cases, the network only responds to a procedure initiated by the mobile and further the denial of service is limited to the SIM being considered invalid or the mobile being required to perform an attach again. This does not meet the requirement of being able to deactivate a terminal.

Proposal 

It is proposed that a new procedure be considered whereby the network can:

1. Autonomously de-register a device;

So far, the triggering of a virus in computers, has been a known event to the IT departments and ISPs, either prior to the actual activation or immediately soon after. Networks thus would typically have the ability to detect the activation of a virus in the mobile and de-register the mobile on detection of suspicious activity. A new cause value maybe needed. The mobile would behave similarly to the case of receiving cause #3, #6. In addition the de-registered or quarantine status shall be maintained across any SIM in the same terminal.

2. Ensure that an unsuspecting user uses a different SIM in the tainted terminal to access services;

The procedures shall ensure that the device itself be made in-operable in any network.

3. Prevent initiation of a RR and/or RRC connection request, i.e. connection request at the radio level;

The virus may actually simply be one that triggers repeated RRC connection requests. Access class barring cannot be a reasonable solution since the affliction would most likely not be based on access class. Currently in the specification, the RRC connection can be maintained independent of the signalling connection status. In addition, in the current context, the release of the user by the network on the Iu-PS (de-registration by PS network), may still result in the RRC connection being maintained if there is ongoing CS activity. Furthermore, different options exist as to whether after RRC release, any new RRC connections shall be allowed or not. If the PS network has de-registered the mobile, RRC connections for obtaining CS services or emergency calls may still be allowed. RRC Connections for PS service to a limited set of APNs may be allowed (see below, for e.g. either directly or through as a page response to permit connection to a remediation center.)

4. Have means of re-directing the device to a remediation center or use similar methods to remedy the device prior to allowing the device to connect to any network (i.e. currently registered and alternate):

It cannot be sufficient that the network simply de-registers the device without providing means for the user to remove the virus and being able to use the device again following dis-infection. Following this or as part of the de-registration procedure the network can provide means for the tainted device to be connected to a remediation center for removal of the virus or for downloading of the necessary software. Other options such as providing the necessary information to the user to remove the virus are also possible.

5. Optional means of notifying the user of the quarantine status of the device through MMI.

It is proposed that the technique of autonomous network de-registration with additional tools for resolution of the problem, proposed here in this contribution be considered for approval and the necessary steps towards creating a solution for this menace be initiated in the relevant working groups.

