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************First Modified Section ***************
3.2
Definitions

For the purposes of the present document the following definitions apply:

Accessword: authentication credentials, which is registered in the LCS server by the subscriber in advance. Before the Target UE user is granted access to perform some operations, e.g. modify the LCS subscriber information, query or cancel the ongoing activated LCS requests and so on, the LCS server will verify the validity of Target UE user with the Accessword.
Change of Area: is one event supported for deferred Location Requests. Change of Area means that  the  network is required to report the location or the occurrence of the event of the requested subscriber in triggered fashion immediately after the network (MSC/SGSN)  processes the mobility event for the the new location of the subscriber. Usually new location is noticed after the Location Update, Handover, RAU, Registration or RANAP Location Report, e.g. when the SAI changes.
Codeword: access code, which is used by a Requestor or LCS Client in order to gain acceptance of a location request for a Target UE.  The codeword is part of the privacy information that may be registered by a Target UE user.
Current Location: after a location attempt has successfully delivered a location estimate and its associated time stamp, the location estimate and time stamp are referred to as the ‘current location’ at that point in time.

Deferred location request: a location request where the location response (responses) is (are) required after specific event has occurred. Event may or may not occur immediately. In addition event may occur many times.

Immediate location request: a location request where a single location response only is required immediately.
************Second Modified Section ***************

4.7
Security

Specific local, national, and regional security regulations must be complied with.

Position information should be safeguarded against unapproved disclosure or usage.  Position information should also be provided in a secure and reliable manner that ensures the information is neither lost nor corrupted.  Audit records should be maintained of positioning requests and responses to facilitate resolution of security violations.

The LCS Client may be authorized by the LCS Server. Existing security mechanisms as well as security mechanisms of the LCS Server shall be used for authorizing the LCS Client and its request for location information.

For Value Added Services, the following is applicable:

Only authorized LCS Clients shall be able to access the LCS Server. Before providing the location of a Target UE to any authorized LCS Client, the LCS Server shall verify both the identity and authorization privileges of the LCS Client .

Once the LCS Server has verified that a particular LCS Client is authorized to locate a particular Target UE, any location estimate requested shall be provided to the LCS Client in a secure and reliable manner, such that the location information is neither lost, corrupted nor made available to any unauthorized third party.

For PLMN operator services, location information shall be provided in a secure and reliable manner. The ability to obtain location information shall depend on local regulatory laws and requirements in conjunction with requirements for UE privacy.

For Emergency Services (where required by local regulatory requirements) the following requirements shall be met:

Position information shall be provided to the Emergency Services Network as an authorized LCS client. Target UE authorization checks normally performed for value added services are not applicable (privacy is over-ridden).  The position information shall be provided to the Emergency Services Network in a secure and reliable manner, such that the location information is neither lost, corrupted, nor made available to any unauthorized third party.
Additionally, security regulations should prevent the LCS request and LCS subscriber information from malicious attack by others. When the targte UE initiate an operation to interfere the LCS request or modify the LCS subscriber information, before the operation being accepted the target UE user should be verified with the Accessword.
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