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6.7
Security services

The use of radio communications for transmission to/from subscribers in and access points to mobile networks makes them particularly sensitive to:

1)
misuse of their resources by unauthorized persons using manipulated UEs;

2)
eavesdropping on the information being exchanged on the radio path.

Therefore, to protect the system in the two cases mentioned above, the following security features are provided for GPRS:

-
UE authentication; i.e., the confirmation by the land-based part of the system that the subscriber identity, transferred by the UE within the identification procedure on the radio path, is the one claimed. The purpose of this authentication is to protect the network against unauthorized use. It also enables the protection of GPRS subscribers by denying intruders the ability to impersonate authorized users;

-
access control; i.e., the network can support restrictions on access by or to different GPRS subscribers and to access points, such as restrictions by location, screening lists, and so on. Access control also applies restrictions on access by GPRS subscribers to multiple access points, such as restrictions on the allowed combinations of access points, for example, as required by the owners of the access point;

-
user identity confidentiality; i.e., the property that the user identity on the radio link is not made available or disclosed to unauthorized individuals, entities or processes. The purpose is to provide privacy of identities of the subscribers who are using GPRS radio resources. It allows for the improvement of other security features, e.g., user information confidentiality, and also provides for the protection against tracing the location of a mobile subscriber by listening to the signalling exchanges on the radio path;

-
user information confidentiality; i.e., the property that the user information is not made available or disclosed to unauthorized individuals, entities or processes. The purpose is to provide for confidentiality of user data, i.e., protection of the message part pertaining to layers 3 and above, that passes over the radio path.

Both user identity and user data shall be protected as shown in table 6:

Table 6: Protection of user identity and user data

Service
User Identity Protection
User Data Protection

PTP
Yes
Yes

IP-M
Yes
Yes

Security mechanisms available for existing teleservices and bearer services should be used if possible.
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