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Introduction

The present contribution tries to fill a "white spot" in SA1's Privacy TR.  The current version 0.2.0 of the TR shows section 4.3 (Privacy Information) as "for further study".

The present contribution provides input to this chapter, thereby detailing the kind of information the TR is concerned with as:

· Personal Data

and

· Privacy Settings

For these two terms definitions are modified, respectively provided in section 3.1 (Definitions). 
Section 4.3 elaborates on the meaning, relevance and usage of these terms in the TR. 
Further we believe, that there is no requirement to separately define "Privacy Information", so this definition is removed.

With this clarification of terminology it we assume, that requirements in section 5 of the TR can be made more precise. In a related contribution S1-030722 these clarifications to section 5 are proposed.

Note:
The definition and usage of these terms is in line with the corresponding OMA document on Privacy requirements (current version: "OMA-REQ-2003-0416 Draft Privacy RD v1.0-20030613")

Proposal

It is proposed to include the proposed changes to sections 3.1 and 4.3  in SA1's Privacy TR.  

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [2] and the following apply.

Personal Data: Any information relating to an identified or identifiable natural person ('data subject') (an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity).  
Note: This definition is taken from Directive 95/46/EC [10]. 
Within the scope of the present document a 'data subject' is equivalent to a user. Only personal data collected and / or processed by a PLMN operator or service provider is within the scope of the present document.
Privacy: The appropriate handling of information that is deemed confidential between the user and service provider


Privacy Settings:
Information relating to Personal data of a user. Privacy Settings describe the rights and limitations of access to and processing of Personal Data.
Trust: Relationship between two entities that may be relied upon to ensure privacy
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

LCS
Location Services

OMA
Open Mobile Alliance
OSA
Open Services Access

GUP
Generic User Profile

WLAN
Wireless Local Area Network

Additional definitions and abbreviations can be found in TR 21.905 [2].

4 Privacy models

4.1 Informative models

In the present document privacy is mainly considered as privacy of user information, i.e. privacy is considered as a requirement from an individual user. It should be noted, that privacy requirements may also arise from other parties involved in telecommunication. E.g. a PLMN operator could have the privacy requirement to hide it’s network topology towards other operators, or a company (being a 3GPP subscriber for users, which are it’s employees) could have certain requirements for confidentiality of messaging among these employees, but privacy requirements from these parties are not covered the present document. 

Already in its most general form one may observe that, from a user’s perspective, there exist several flavors of privacy:

· Protection of personal data 
(I do not want my personal data being accessible to unauthorized parties)

· Non-disclosure of identity
(e.g. I do not want to reveal my phone-number to my communication partner, or I want to remain anonymous towards a service provider)

· Protection against tracking
(e.g. I do not want to be tracked - geographically or on my behavior) 

· Protection  from unsolicited communication
(e.g. I want not to be bothered by spam-mail)

· Access to undesirable information / Kids-protection
(e.g. I want to block access of my kids to adult or gambling content)
From a Generalized Privacy capability point of view only protection of personal data and non-disclosure of identity seem to be within the scope of our work.

Privacy from unsolicited communication and Access to undesirable information / Kids-protection is considered as filtering of communication (incoming and outgoing) of the information being exchanged (e.g. originator, target, service, keyword search …). Filtering should be done on service level as separate service or enhancement to other services and is - generally - considered out of scope of our work. (exception: basic Call Barrings as in GSM, see below)

Tracking of a user is considered as collecting figures about that user and deduce information about the user. This can be a feature of a service (e.g. fleetmanagement needs to track the location of a truck) or an unwanted misuse of data, for which the service provider can be made liable. In any case Protection against tracking seems to be out of scope of standardization.

4.2
Roles involved in Privacy 

In the present document the following involved parties are considered:

· The user:
In general it is assumed, that the user is provided with a 3GPP subscription. 
Note 1: For the scope of this document it is considered irrelevant, whether the user is also the subscriber or the subscriber is e.g. a company, which holds several 3GPP subscriptions for users, which are it’s employees.
Note 2: Within the context of some 3GPP services the notion of a "user" sometimes needs to be extended to service specific entities (e.g. "presentity" for the Presence Service)

· The home operator:
The PLMN operator, with whom the user has the subscription.

· A “visited” operator:
An operator of a PLMN, which is not the home operator. A visited operator may e.g. be the operator of a 3GPP network, in which the user currently is roaming.

· The service provider:
Privacy of user information may be specific to a particular service. A service is provided by a service provider which may be a 3GPP operator – home or visited – (e.g. location services) or a third party service provider.

Amongst these parties trust relationships exist:

· User – home operator
One of the most esteemed assets an operator has is the trust in protection of privacy, which is maintained by his customers. If a user communicates via the 3GPP system he considers this communication more “private” than communicating e.g. over the Internet.

· User – service provider
· Service provider is the home operator, or the home operator acts on behalf of a (third party) service provider:
If a service or access to the service is offered by the home operator, then the same trust relationship exists as in the previous case. 
It should be noted, that the term “offered by the home operator” only means, that the user has the impression, that the operator is responsible for that service. This impression could e.g. be implied by the fact, that the user needs no separate contract with the service provider or that the service is advertised by the operator. In this case usually some kind of Service level agreement exists between operator and service provider.
· Service provider is a third party:
This is the case where the service provider is a third party (e.g. the user has a separate contract with the service provider, or a service is downloaded to the terminal from a website) A Service level agreement does not exist.
While this case essentially is out of scope of 3GPP, some implications exist, if the third party service has some information exchange with the 3GPP system (e.g. the 3GPP identity of the user via CLIP/CLIR). 

· Home operator - third party service provider 
Depending on the trust relationship between the home operator and a third party service provider data about the user (e.g. location, presence, billing method, user preferences) may be exchanged between these parties.
A Service level agreement exists between operator and service provider.

· Home operator - visited operator
Essentially, this trust relationship is manifested in the existence of a roaming agreement between the two parties. However, still this could require, that enforcement of some user data privacy (e.g. for LCS in 3GPP Rel' 6) is performed in the home network and not on in the visited network.

4.3 Privacy related information


The present document is concerned with two types of privacy related information of a user:

· Personal Data

· Privacy Settings
4.3.1 Personal Data
Personal Data is any information, relating to an individual user, that is collected and / or processed by a PLMN operator or service provider. It is this information, that is the subject of privacy protection, described in the present document.

Personal data is either

· Related to a specific service or service capability - e.g. location information, presence information, accessibility to push services, service personalisation of third party provided services…
or

· Non service-specific information about the user  - e.g. personal address, language, public identities (MSISDNs, SIP URLs) …
4.3.1.1


Access to and processing of Personal data
The following kinds of access to and processing of personal data are within the scope of the present document:

· Read access to a user's personal data
· Modify a user's personal data 
Out of scope of the present document are:

· Creation of a user's personal data

· Removal of a user's personal data

These actions are considered to be specific to individual service handling  respectively are administrative tasks of the operator. 
4.3.1.2
Types and granularity of Personal Data:

Personal Data may consist of several types of information (e.g. location information, presence information) and may exist at several levels of granularity of information. E.g. a personal datum "personal address" (coarser granularity) may consist of "street", "number", "town", "zip-code", and "country" (finer granularity).

Note: The 3GPP Generic User Profile (GUP) [7] defines two levels of granularity of personal data: (a) GUP components (coarser granularity) and (b) GUP data elements (finer granularity).
4.3.2 Privacy Settings and access rules
Privacy Settings describe the rights and limitations of access to and processing of Personal Data. A user may have preferences for his privacy settings which may be taken into account by the operator / service provider.
Privacy settings may be expressed in terms of "Access Rules". Access rules can be used by any service that requires the protection of personal data or information about a user. 
Access Rules define who may access which personal data with what kind of processing rights. 
· Who (accessor to personal data)
Defines individual accessors or groups of accessors to personal data. The kind of identity used may be service specific. E.g. for the presence service these may be individual watchers or groups of watchers. For the push service this could be a list of service identities, that are allowed to push data to the user's terminal.

· Which personal data
An access rule always refers to an identifiable personal datum. Again, the kind of personal datum (type, granularity level) may or may not be service specific.
· What kind of processing rights.
An access rule may grant the right to access the personal data 
· not at all, or it may grant the
· right to read or to 
· modify the personal data.
The applicability of access rules may depend on additional parameters, e.g. time of day. 

Note: there may exist additional - service specific - access rules (the presence service may e.g. display different presence information to different watchers), however these are out of scope of the present document. 
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