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1. Overall Description:

SA1 would like to thank SA3 for their offer of assistance with the resolution of the security and privacy issues, highlighted in GSMA SerG document 101/03 (S1-030458), for the specification of a UE Privacy & Security Framework. 

In response to your request for further information and the questions raised in SA3’s LS to SA1 (S3-030273):
We would like to confirm that, as observed by SA3, the central problem is related to the more general question about which applications on a UE are to be allowed to access which API. For example, which applications are to be allowed access to the UICC and other personal or network operator data of a confidential nature in the UE. In this respect SA1 have identified the need to prevent the unauthorised disclosure of such information to a third party and, in particular, where privacy checks can potentially be bypassed, e.g. the unauthorised disclosure of location information in contravention of the users current privacy settings in the network.  It may be noted that Release 6 mandates that privacy checks for location services shall be performed in the HPLMN.  

It was also asked how the security framework under discussion at SA1 relates to the MExE security framework, and to similar work in the JCP. Our reference to the MExE security framework was simply an example of an existing specification from which possible solutions might be derived, however, we understand that the use of MExE in its entirety, to resolve these problems, may not be the best solution. In regard to JCP, whilst it is recognised that the Java community are also aware of these privacy issues, it is still possible to download a Java application to a Symbian platform that will reveal the users current location (cell ID) and communicate this confidential information to a third party.

In our previous LS we used the term ‘secure privacy domain’ and it was asked how this related to a security framework in the UE, as described in the GSMA SerG document. The LS author had in mind the concept of an ‘Authentication domain’, within the privacy and security framework, to control access to personal and confidential data. Such a domain might also be responsible for the exchange of relevant data with network based authentication and privacy elements.

Action on SA3: Please progress this work to identify practical security solutions for an effective UE privacy and security framework and kindly keep SA1 informed.
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