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The first draft of the "Study on Generalised Privacy Capability – TR 22.xyz v 0.0.0" [1] which consolidates the privacy input documents to the SA1#19 in San Francisco is available at this meeting.  This contribution builds on that and proposes additional text to support the following topics:

· Security:   Access to and use of privacy information shall be supported in a secure manner.  
· Users or applications wishing to access privacy information shall be authenticated first
· Privacy Override:  mandatory obligations, enforced by for instance national laws, for overriding privacy settings shall be complied with, e.g. lawful interception

· General Requirements:

· It shall be possible for the user to define different levels of access to her privacy information on a per-service basis

· The type of privacy information available and the need for authorisation of each type shall be configurable by the user

· The user shall be allowed reasonable access to her privacy information in order to for instance review, edit or delete information

· The user shall be able to invoke defined access rules for a service  in order to control how the user-specific/personal data is released to services

· The operator shall be able to override the privacy requirements if legal obligations require compliance

Proposal:

Propose additional text to the draft TR supporting the above statements and updates to the references clause in line with this contribution.

Ref:

[1] S1-030376 - "Baseline document for TR 22.xyz - Study on a Generalised Privacy Capability"

*************************CHANGES 1**************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21.905: "3G Vocabulary".
[3]
Open Mobile Alliance: "OMA Privacy Requirements",  
OMA-REQ-Privacy-V0.5-20030312-D
[4]
3GPP TS 22.071 "Location Services (LCS); Stage 1"
[5]
3GPP TS 22.141 "Presence Service Stage1"

[6]
3GPP TS 22.127 "Service Requirement for the Open Services Access (OSA); Stage 1"
[7]
3GPP TS 22.240 "3GPP Generic User Profile (GUP) requirements; Stage 1"
[8]
3GPP TS 22.174 "Push service; Stage 1"
[9]
3GPP TS 33.106 "3G Security; Lawful Interception Requirements"
***************END OF CHANGES 1 ***************************

*************CHANGES 2*********************

5.2 General Requirements

The following general (i.e. non-service specific) requirements exist:

· The user shall be allowed reasonable access to her privacy information in order for instance to review, edit or delete information

This requirement allows the user to monitor and control her privacy settings
· Enforcement of privacy through Home Network
This is the requirement, that the means for enforcing privacy are located in the home network.
Such a requirement exists e.g. in LCS Rel'6
· Requirement for control of access to the user's personal data by third parties or by third parties on behalf of the user
This is the requirement, that a third party (e.g. a service provider, a different subscriber) may access certain data about a user. This may be done

· Upon request of the user (e.g. a user wants to employ an - essentially untrusted - cityguide service, which needs to be authorized by the user to obtain the user's location from the network)

· Without explicit request of the user (e.g. Push services)

· Roaming support

· call/session related authorisation

· It shall be possible for the user to define different levels of access to her privacy information on a per-service basis
This is the requirement that permits the user to differentiate the levels of detail available between services.
· The type of privacy information available and the need for authorisation of each type shall be configurable by the user
· The user shall be able to invoke defined access rules for a service  in order to control how the user-specific/personal data is made available to those services
· Override (lawful intercept)

Mandatory obligations, enforced by for instance national laws, for overriding privacy settings MUST be complied with, e.g. lawful interception
 [9].
Backward compatibility with existing standardised Privacy concepts
**************END of CHANGES 2**************

*************CHANGE 3*********************

7
Security

Access to and use of privacy information shall be supported in a secure manner.  

This is the requirement for third parties wishing to access the data to be authorised to do so.
**************END of CHANGE 3**************
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