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1.
Introduction

This contribution is based on TS 22.240 v1.2.0 and reflects the discussions from last GUP SWG meeting (Busan, Korea) regarding enhancement to various formulations in TS 22.240.

2.
Discussion
The following list shows misleading formulations or inconsistencies in 22.240, for which an improvement is subsequently proposed:

1. Page 10 OAM activities.
The wording ‘and longer response time’ is should be complemented by ‘and allow longer …’. 

2. Page 11 Chapter 4.5 Sub clause 5.
We think that there can be only one owner for a data component, therefore ‘and/or’ is not appropriate here and should be replaced by ‘or’.

3. Page 13 Chapter 6.1 
privacy enforcement requirements are not limited to the subscribers needs. At least ‘user’ requirements shall be considered.

4. Page 16 Chapter 7 Security
Sub clauses 1 and 2 shall more clearly reference to ‘authentication’

5. Page 17 Chapter 9 Charging
We consider the distinction between ‘access and use’ to be not relevant.

6. Page 18 Annex A.
The preconditions of Example 1 and 2 need clarification.

7. Page 18 Annex A
In example 3 the backup/restore aspects mentioned in the heading should be reflected by the pre-conditions.

3.
Proposal

We propose the following changes in TS 22.240

Change  1   ========================================== 

4.3
GUP Data Stores and GUP data Users

This subclause describes in general terms where the generic user profile data resides and which entities use that information. A general feature of the user profile is that the different entities are data consumers for a certain subset of the generic user profile and are data suppliers for another part. The 3GPP GUP data storage has two options:

· distributed in the UE, home network and Value Added Service Provider Equipment

· storage of UE, home network and Value Added Service Provider Equipment related GUP data in the home network

The figure 2 below shows the entities involved in handling of the 3GPP Generic User Profile.
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Figure 2: Illustration of the scope of 3GPP Generic User Profile 

The Generic User Profile provides a generic mechanism to access and manipulate user related data for suppliers and consumers. Using this mechanism the data can be retrieved and managed in a uniform way. However the data contents itself are not described within the Generic User Profile, but only the data model and a schema shall be defined.

The suppliers and consumers of the data can be divided into the following groups of applications:

· Terminal applications in the UE

· Applications in the home network

· 3rd Party Applications

· OAM and subscription management applications

Terminal applications are of various nature and they can both supply Generic User Profile data to the above listed data stores and retrieve the data for use in the application. The real-time response requirements for the applications vary depending on the type of the application.

Applications in the home network may include those related to call or session handling as well as messaging or web services. Typically fairly high requirements are set on the response time.

3rd Party Applications are similar to applications in the home network but they are non-trusted which means that strict security, access and privacy procedures shall be carried out.

OAM activities related to user profile are provisioning and administration of user data by the network operator. These activities are characterised by needs for high throughput and allow longer response time. In order to allow simple and centralized administration it should be transparent to the administrator where the different parts of the user data are stored. As a result, this role needs a single system image on user profile, or, on functional terms, a common data access function. As one alternative the user self-service management may be implemented as part of this function.

Change  2   ========================================== 

4.5
Contents of GUP

The present document does not mandate any data to be part of the 3GPP Generic User Profile. However the following kind of data are considered to be useful for inclusion in GUP.

1. Authorised and subscribed services information:

These kind of data are generally owned by the home operator and allow management and interrogation of subscription information and would typically consist of:

· authorised services that the subscriber may subscribe to 

· services the subscriber actually has subscribed to

2. General user information

Data, owned by the user, which are not specific to individual services, but may be useful for any service. These would be data like 

· settings (e.g. name, postal address), preferences (e.g. language)

· phone books, buddy lists…

· Registered Service Profiles of the user, indicating the currently active Service Profile of the user.
3. PLMN specific user information

Data, owned by the home operator, which are not specific to individual services, but may be useful for any service. These typically would be data like 

· addresses (e.g. MSISDNs, URLs) of the user.

· WAP parameters (e.g. standard WAP gateway)

· GPRS parameters (in UE and HSS)
· Preferred access technologies (The preferred access technology, second preferred access technology etc. e.g. UTRAN, GERAN, WLAN etc.)
4. Privacy control data of the user

Data, owned by the user, which are specific to individual services and which control privacy settings of that service. These could e.g. be 

· Privacy settings for standardised services like the Presence service or Push service.

· Privacy settings of non-standardised services.

5. Service specific information of the user:

Data, owned by the user or value added service provider, which are specific to individual services (standardised or non-standardised). These could e.g. be

· Service customisation data of the user.

· Service authentication- and authorisation data (for “single sign on”) like keys, certificates, passwords...
6. Terminal related data

These are data, which relate in particular to the user’s terminals (ME and UICC). These could e.g. consist of 

· Terminal capabilities of the terminal currently in use (e.g. User Interface capabilities, communication capabilities, available services, service capabilities,…).

· Data for initial configuration and/or reset of the ME.

· Backup data for recovery of the ME configuration including service specific data.

7. Charging and billing related data
This data consists of information necessary for the user related charging and billing. This data could e.g. consist of:
· The billing policy

NOTE:
The following data categories are not considered to be useful for the 3GPP Generic User Profile:

· Run Time Data.
Data that are created during the initiation of the session, call or application execution and if they are only available during the lifetime of such session, call or application execution then they are considered as Run Time data.
· Historic/Statistic Data.
User/system behaviour information (e.g. statistics on the usage preferred web pages; duration, number of calls, error rate).

Change  3   ========================================== 

6.1
Network Requirements

These requirements are collected from the point of view of technical Network infrastructure and Elements:

· The GUP data shall be accessed by a standardised GUP interfaces and protocols which use the generic GUP data model to carry the user profile.

· The GUP Interface shall be independent of the structure and semantics of the data.

· The GUP access mechanism shall support accessing of the whole profile data or a selected part of it.

· The GUP access mechanism shall include read, create, modify and delete access.

· The GUP data shall be transferred in a standardised way.

· The GUP interface shall include a standardised way for access control.

· The GUP interface shall enforce the subscriber privacy.

· The GUP interface shall enforce the user privacy

· The GUP shall not cause significant additional load or delays to the network functions and elements.

Change  4   ========================================== 

7
Security

Secure mechanisms shall be available for the transfer of User Profile data to, from or between authorised entities. Access to User Profile data shall only be permitted in an authorised and secure manner. The secure mechanisms to be applied shall be appropriate to the level of confidentiality of the data, the endpoints of the transfer and the routes that are available for the transfer of the data. The owner of the data, normally the body storing the master copy of the data, shall be responsible for applying the appropriate level of security to the transfer of the data.

The secure mechanisms available shall include the following:

1.
Authentication of recipient.
Before any user data transfer takes place, it shall be possible for the sender of the data to verify the identity of the recipient.
Note: Assuming that normally the recipient is identical to the inquirer of the data, this can be part, or even more likely precondition, of access control.
2.
Authentication of sender
It shall be possible for the recipient of data to identify the sender.

3.
It is permissible for either the sender or recipient of data to employ the services of a third party, known to, and trusted by, both in order to provide authentication of identity.

4.
The validity of an authentication of identity shall, if required, be subject to a maximum time limit.

5.
It shall be possible for the sender of data to render the data to be unreadable by any party not authorised to receive it.

6.
It shall be possible for the recipient of data to detect whether the sender has made any change to the data subsequent to its transmission.

7.
The security mechanisms shall provide verification that the data has been sent by the sender and received by the recipient (non-repudiation).

8.
It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a specified type, provided that this requirement is made known before any transfer takes place

9.
User profile data in general is proprietary data owned by some companies. These data may not be exposed to everyone and not for free. Access control to the data is required. This access control must also apply to data which is located at legacy systems, currently without own access control functionality.

10.
Correct setting of data values in the user profile may be critical for the integrity of certain network services. Therefore, consistency checks are needed to minimise the risk.

11.
Transaction security for the change of data should be available in order to ensure the consistent change of data at different locations.

Change  5   ========================================== 

9
Charging

It shall be possible to support charging for the management, , synchronization and use of the 3GPP Generic User Profile. (e.g. for capability negotiation or remote diagnostic information gathering).

Editor’s Note: There might be legislative restrictions on charging. This is FFS.

Change  6 and 7   ====================================== 

Annex A (informative):
Example 3GPP Generic User Profile use cases

1. Setting up a Subscription for a new customer
· Precondition

· A person has just purchased a new device, and requires subscription to be initiated in the shop.

· Actions

· The user preferences for services are established. 

· Information about the terminal capabilities are received from the UE.

· User Profile content is created for the Subscriber, and downloaded over the air, via local link or similar

· Post-condition

· The user can leave the shop. Her phone/device is ready to use. Basic settings needed to start and run initial applications ready. 

2.
Initial Service Configuration (Bootstrap)

· Precondition

· No settings made, user with a subscription

· Actions

· Settings, partly based on user profile downloaded over the air, via local link or similar

· The download initiated by the value added service provider, network operator, 3rd party or user

· User Data

· Setting received could include basic connectivity configuration parameters and the user’s security policy

· Post-condition

· The user's phone/device ready to use. Basic settings needed to start and run initial applications ready

3.
Backup/Restore of User Profile Components stored in the UE

· Precondition

· Backup
· The phone is configured, all the user preferences are set. 

· The settings include user profile parameters such as generic parameters, service personalisation parameters, user’s security policy and other user preferences

· Restore
· The phones initial configuration enables download of configuration and user data at least via local link
· A backup of phone configuration and user preferences is available in the network
· Actions 

· The user wishes to backup or restore the current version, or parts of the current user profile to the network, or to another UE.

· The backup/restore is performed via local link or remotely towards the network

· The backup/restore can be initiated by the user, the value added service provider, 3rd parties or the network operator
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