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1. Introduction

In the present version of 22.240 there exist inconsistent requirements concerning the content of GUP (Ch. 4.5, 6.6, Annex B). This contribution proposes not to mandate any GUP content

2. Discussion

Chapter 6.6 Data Definition Requirements gives details; we think should not be given here. Further we find that the terms ‘data description’ and ‘data definition’ are used without a clear distinction. We propose to use ‘data description’ thoroughly

We propose a new wording of this chapter.


Annex B gives a detailed list of presumed GUP data. This gives an impression of reliability and completeness that neither is intended nor exists. It even may be interpreted as giving a list of data, more or less mandatory for GUP. So Annex B stands in contrast to 4.5 that explicitly states that TS 22.240 does not mandate any kind of data to be part of the Generic User Profile.

We therefore propose to remove Annex B, despite its only informative character.

Annex B may be added again at a later stage of discussion that allows it to be more complete and reliable. 

3. Proposal

We propose the following changes to TS 22-240:

· The GUP shall not cause significant additional load or delays to the network functions and elements.

6.2
UE Requirements

This subclause includes different UE specific requirements for the 3GPP GUP.

Editor's note: Requirements to be added.

6.3
General Service Requirements

This subclause includes different Service aspects and requirements for the 3GPP Generic User Profile such as requirements from the point of view of different Service Applications.

Generally user related data are stored in either one or several entities e.g. in HSS, in Application Servers (AS) or in the UE. To avoid unnecessary duplicated data storage the application shall be able to fetch selected parts of user’s GUP data.

Secondly there are universal services that are not subscribed to. Those applications may also need GUP data related either to the originating or destination party. There shall be effective means to retrieve individual GUP data elements in real-time. One typical use case is a call control application that would take advantage of subscriber’s preferences or charging related information.

Third party applications may take advantage of the features specified e.g. for Open Service Access (see 3GPP TS 22.127 [3]).

The specified GUP interface shall apply the GUP data model to carry the user profile information for different service applications. It shall be possible for service application to retrieve the whole user profile or selected parts of it in one transaction with acceptable delay for real-time services.

The GUP data descriptions shall be easily extensible for new, proprietary uses without any problems caused for the existing or standard applications. Where the full capabilities of the 3GPP Generic User Profile are not available because of failure of an entity  the application is notified about the abnormal situation.

6.4
Management Requirements

This subclause includes different technical Management aspects for the 3GPP Generic User Profile based on the needs of e.g. Self-Service Management, Subscription Management, Service Management, UE Management, Network Element Management, Network Management and Customer Relationship Management.

In 3G networks it is expected that user profile data is not only distributed over different network elements but belongs to different administrative domains. These administrative domains may be closed against external access. However, in order to enable a seamless service experience for the user a controlled transparency to exchange user profile data is needed.

There exist two main cases to be addressed:

Domain borders in the home network: 

Already in the network of the subscriber's home network operator there may exist different domains. Potential examples are application of 3rd party value added service providers which are loosely coupled with the network provider, e.g. their applications run under the brand of the network operator but their data are stored and maintained apart from the network operator's entities.

Domain borders between different network operators: 

This is the well-known roaming scenario where a user is served by another network than his home one. Roaming is already addressed by mobile networks but in the case of 3G networks there is an important additional requirement: The assumed frequent changes of applications induces a need to handle frequent changes of data sources/consumers.

The user profile data access architecture shall enable the transparent and flexible usage of the user profile data. It shall provide transparent access to distributed data fulfilling the needs of the different roles described above. Furthermore,
the architecture shall address the fact that parts of the user profile data are potentially located in different administrative domains. Possible means are negotiation capabilities and proxy functionality at the domain borders. 

6.5
Data Consistency and Synchronization Requirements

There may be a need for synchronisation of GUP components when replicas are stored in several places. However, the need depends on requirements for consistency. There are a couple of different ways to look at the synchronisation need, for example

· The data always needs synchronisation because this data is vital and when it is changed it directly needs to be updated in the other places it is stored in.

· There is no need for synchronisation of this particular data since it is only valid for certain specified applications.

When an application access the generic user profile to read GUP or GUP components, it shall be able to indicate whether the inquired GUP component needs synchronised with the GUP component master

If user-related data that is collected in the 3GPP Generic User Profile is changed, it will always be changed in the master GUP component. The master GUP component is responsible for correct content. The master GUP component is also responsible for informing the requestors about changes. However, changes to the GUP shall never violate the user/subscribers privacy and security policy.

It shall be possible for any application to ask for synchronisation of the user profile or parts of it. If the synchronisation is requested the following requirements exist:
1.
The GUP provides means to keep track of existing copies and their validity.

2.
If a master GUP component is changed, all GUP component copies to which the synchronisation is requested shall be informed about changes immediately.

2. The GUP synchronisation solution takes care of possible error situations.

3. Local changes to a copied GUP component are allowed

6.6
Data Description Requirements

The Generic User Profile is a generic, extensible profile data collection with mechanisms to create, retrieve, delete and modify the data. Only part of the data contents are standardised within 3GPP specifications. On the other hand  application specific data is outside the scope of the 3GPP standardisation.
 This specification does not mandate any data to be part of the 3GPP Generic User Profile,GUP shall define a standardised way of data definition/data description.  This allows for a standardized access and handling of these data, despite the possibility of proprietary extensions

· 
· 
· 
· 
In general services are not standardised by 3GPP, but the services can utilise the standardised GUP mechanism. 
· 
· 
· 
· 
· 
· 
· 

7
Security

Secure mechanisms shall be available for the transfer of User Profile data to, from or between authorised entities. Access to User Profile data shall only be permitted in an authorised and secure manner. The secure mechanisms to be applied shall be appropriate to the level of confidentiality of the data, the endpoints of the transfer and the routes that are available for the transfer of the data. The owner of the data, normally the body storing the master copy of the data, shall be responsible for applying the appropriate level of security to the transfer of the data.

The secure mechanisms available shall include the following:

1.
Before any user data transfer takes place, it shall be possible for the sender of the data to verify the identity of the recipient.

2.
It shall be possible for the recipient of data to identify the sender.

3.
It is permissible for either the sender or recipient of data to employ the services of a third party, known to, and trusted by, both in order to provide authentication of identity.

4.
The validity of an authentication of identity shall, if required, be subject to a maximum time limit.

5.
It shall be possible for the sender of data to render the data to be unreadable by any party not authorised to receive it.

6.
It shall be possible for the recipient of data to detect whether the sender has made any change to the data subsequent to its transmission.

7.
The security mechanisms shall provide verification that the data has been sent by the sender and received by the recipient (non-repudiation).

8.
It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a specified type, provided that this requirement is made known before any transfer takes place

9.
User profile data in general is proprietary data owned by some companies. These data may not be exposed to everyone and not for free. Access control to the data is required. This access control must also apply to data which is located at legacy systems, currently without own access control functionality.

10.
Correct setting of data values in the user profile may be critical for the integrity of certain network services. Therefore, consistency checks are needed to minimise the risk.

11.
Transaction security for the change of data should be available in order to ensure the consistent change of data at different locations.

8
Privacy and Authorisation

This clause describes the requirements for the authorisation of the user profile data. The Privacy can be provided by the means of authorisation mechanism.

8.1
General Requirements

It shall be possible for the user to define privacy requirements for components of the 3GPP Generic User Profile to determine access rights. 

