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Summary

This document contains a set of requirements collected and agreed within the GSM Associations Multi Media Messaging Group (MMSG) specifically addressing the needs of Value Added Service providers and the desire to provide enhanced facilities for the generation of revenue generating MMS traffic. The information in this document originated in the approved document 

MMS Gen 001/02 “MMS Information Paper” and is extracted to form the basis of this Liaison Statement.
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Liaison Statement

FROM:
Mobile Multimedia Messaging Service subgroup of SerG

To:

3GPP T2 SWG 3

Copy: 
3GPP SA1



OMA Requirements Group



OMA MMDC



OMA Location Working Group



3GPP SA5

Subject:  
Requests For Enhancements To The Specification Of MMS Server/ Relay To Provide Additional Functionality On The MM7 Interface Supporting Value Added Service Providers

Date:  
September 9, 2002
_________________________________________________________________

1. Background

Section 2 of this Liaison Statement outlines a number of areas that have been discussed and agreed within the MMSG subgroup as being additional requirements to improve support for Value Added Service Providers specifically through enhancements requested to the MM7 interface defined within DRAFT 3GPP TS 23.140 V5.3.0 (2002-06).

MMSG understands there are areas detailed below which are dealt with by OSA with the presence of a Parlay gateway in a mobile network. However, MMSG also understand that a number of operators are not intending to deploy an OSA/Parlay gateway and there is a consequential need to address the broader requirements of MMS Value Added Service providers within the MMS specifications and specifically the MM7 interface for those operators choosing not to use OSA/Parlay.

MMSG has detailed these requested enhancements within the recently completed MMS Information Paper (MMS Gen 001/02) which is attached for your information, this Liaison Statement has been created to highlight these to 3GPP T2 SWG 3 and OMA MMDC

2. Requirements for Value Added Service Providers, API’s and the MM7 Interface

A review of the 3GPP MMS specification 23.140 Release 5.30 (draft) has been made to assess the capabilities for value added service providers. SerG believes that the defined MM7 specification will meet most of the requirements for the support of Value Added Services.

However, the following are additional items that SerG note which should be addressed to improve the support for Value Added Service Providers (VASP) in the creation of services. 

SerG ask 3GPP T2 and OMA MMDC to address these issues within standards development work for MMS in their respective groups.

a. Network queries
It would help a VASP to be able to make certain queries on the network/ user to help in the decision making process about delivering a service (these are acknowledged as a form of presence capability)

· Is the subscriber currently reachable on their home network i.e. does the HLR/ VLR recognise the mobile as on 

· Is the subscriber reachable on a roamed network (as far as can be possibly determined)

· Is the content type to be delivered permitted by network/ user settings
Please note that any such queries would have to be in full compliance with the applicable/relevant data protection rules.
b. User location services 
MMSG  believes that there should be synergy between a VASP using the MM7 interface to a MMSC and a VASP using a GMLC application interface and asks for work within the Standards Development Organisations for MMS and Location Based Services exchanges ideas and technologies to form optimal solutions for location based MMS services. 


Please note that all interfaces to a GMLC are assumed to incorporate privacy controls as detailed in the GSMA Permanent Reference Document “SE.23 – Location Based Services”. 

It is important that the classes of MMS service, which are location based, will work efficiently:-

· Through a GMLC based location capability, gain authorisation to use user location as part of MMS delivery

· An option to impose a geographical limitation over whether a user is delivered a message

· Obtain a trigger from the GMLC when a user enters a specific zone so that MMS can be delivered - would be relevant to location based advertising MMS services. This might offer system efficiency over GMLC notifying VASP of each user entering a zone and it then dispatching an MMS e.g. consider notifying all users arriving at an airport that there is an offer available from a certain shop/ restaurant.
c. User Profile
Gain access to user profile details to simplify provisioning - ideally there is a user "passport" which can be shared to authorised applications to simplify service provisioning and billing. The user might protect their passport using a PIN code in which case the interface would need to support verification of permission. Note permission and authentication issues could be handled outside the MMSC/MM7 interface. 

d. Billing Events
VASP might want to inject billing events asynchronously from the delivery of MMS messages. For example it may be that the user subscribes to a subscription MMS service and billing is to take place on a certain day of the month/ year. Since there is no guarantee that an MMS would be transmitted/ billed on that day it must be necessary to implement charging/ billing separate from MMS delivery. Though there may be a separate interface to a billing system this is not standardised and using the MMSC as an intermediary may help in unifying billing/ charging for MSM services.

e. Device Capability Discovery
The content provider may want to obtain current information about the device in use by the subscriber either to adapt content appropriately or to decide not to deliver a message if the device is not sufficiently capable. Again note that there will be no guarantee of fully up to date information but best effort would be good.

f. Reply-to Address
The VASP may want to provide a reply to address when originating a message different from the actual originator of a message e.g. a customer service agent might originate a message but the dialogue would continue with the regular subscriber to machine interface.

g. Non Repudiation
For high priced services/ goods purchases a non repudiation mechanism may be needed to ensure the subscriber specifically authorises the application and verifies their permission e.g. through a PIN or response to a personal question.  The VASP would verify authorisation so that user cannot challenge transaction at a later date as non-authorised.

h.Customer Care Interface
A customer care interface is required where VASP can query for example relevant parts of a subscriber's bill/ charging record to allow their own customer services agents can handle customer queries/ complaints. A mechanism may also be needed to back out an errant transaction.

2.1. VASP ID

A Value Added Service Provider ID is loosely documented as a way of VASP’s indicating their identity to carriers as part of delivering value added services. 

It is requested that a tighter definition is given to VASP ID and solution proposed to simplify a number of issues

· There is no universal “naming” scheme for creating a VASP ID. Each carrier may create its own ID format for its VASP customers. 

· As each carrier may create its own ID format a VASP may have to adapt to multiple formats according to the carriers it’s end users are using. Users switching carriers and Mobile Number Portability further complicate this.

Two suggestions are offered

Firstly a VASPID could be user such as


Housebuyer@carrier1.com


Housebuyer@carrier2.com

Authentication requests can then be easily forwarded to the appropriate carrier’s authentication server (e.g. RADIUS server).

Secondly potentially basing a naming scheme on the VASP fully qualified domain name (FQDN) provides a way of ensuring global uniqueness. Additionally some way of adding a service identification would also assist e.g. in the way socket numbers added to an FQDN do for web services or the use of a URL which includes an FQDN. 

In the first example it is implicitly easy to determine the mobile network that has the gateway to the VASP. This is recommended as the initial approach. The second approach is seen as preferable in the longer term and further study is recommended over its implementation.

2.2. End User Authentication
No direct end user authentication/ authorization scheme is defined for the MMSC (implicit for mobile users is authorization via the mobile network access but what about Internet access). Each MMSC has to develop a proprietary scheme to create an interface to end-users.

This may be addressable using standard Internet authentication systems – documentation and adoption of a best practice approach is requested including use of an API.

2.3. Security of MM7 Interface

The architecture of an MMSC connecting direct to VASPs implies a need for carrier firewall to be opened up to every VASP and (non mobile) user. This is seen as a source of administrative complexity and potential security risk to a key network component.

If VPN is required for each VASP to access MSC the effort to deploy and maintain the VPN will likely become unbearable as business grows.

The request is to add a separate MMS “Access Gateway” which sits beyond the carrier’s firewall containing the MMSC. This can then be authorised for access to the MMSC and creates a containment point. Its key features would be

· Provide MM7 interface to VAS and VASP

· Provide MM7 interface to MMSC (potentially also MM4) – meaning no change to existing protocols/ system architecture

· Provide standard mechanism for authentication and authorization of VASP and end users

· Unified interface to charging/ billing systems for contract and pre-pay customers

2.4. Content Filtering
It is required that content filtering for both text and images coming from the Internet can be policed from the MM7 interface – this might be to notify or block obscene or pornographic materials originating via E-mail reaching mobile destinations. Again it is suggested this may not be best placed functionality at the MMSC (although if it was an integral function of the MMSC it would work globally for all users) – a filter before the MMSC would prevent MMSC saturation from inappropriate content.

2.5. Anti SPAM
Receiving mobile user should be able to block message origination from VASP and particularly from Internet/ e-mail origination for unsolicited bulk e-mail. Ideally for VASP when a user blocks access the MM7 interface informs the VASP the user no longer wants a service and it is terminated at point of origin. 

Blacklists are required both for system administrator controlled blacklists and personal (i.e. end user) blacklists. 

Policing blacklists in front of the MMSC again reduces the potential risk to availability/ loading of the MMSC.

3. Action
MMSG request that 3GPP T2 SWG 3 consider these additional requirements and address them in all relevant standards and specifications.

MMSG request your feedback by 20th October 2002 indicating plans with regard to this input.

4. Attachments:
MMS Gen 001/02 “MMS Information Paper” for information only.
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