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1 Introduction

This paper introduces the notion of an independent application on UICC, called WSIM, needed for interworking of WLAN with 3GPP.

2 Reusing USIM in WLAN?

For interworking purposes between 3GPP systems and WLAN networks, the use of standard USIM is often mentioned as the solution to authenticate a user for WLAN access. 

Some of the benefits of using USIM data are for example:

· The subscriber credentials used in the WLAN connection are of identical format to those used in the GSM or UMTS system. Therefore, it is easy to integrate the WLAN subscribers in the current HLR/AUC and similarly, current GSM/UMTS subscribers can easily be given access to the WLAN system.

· Service continuity can be offered when using the same identification of the subscriber and the same security level.

· When integrating WLAN subscribers into the HLR/AUC, all existing roaming capabilities are automatically inherited from the current mobile telephony system.

However, USIM data and commands are especially defined for UTRAN or GERAN access and WLAN having its own specific environment, protocols and business model, the definition of a USIM independent application in the UICC is a better approach to tackling this issue. The sections below describe the reasons for this.

2.1.1 Independency of access credentials

Access credentials can be shared with USIM, but could also be specific to WLAN. It should be a 3GPP system’s operator decision to either allow the same credentials and algorithms to grant access to the 3GSM system via RAN as via WLAN, or to differentiate the access rights. This can only be possible if an application is used on UICC, independent of USIM. 

This does not preclude that it shares data and algorithms with USIM. 

2.1.2 Specificity of WLAN authentication algorithms

It is important to build the interworking architecture upon the existing WLAN standards, while UMTS AKA shall be reused for compatibility with 3GSM. 

Authentication algorithms or procedures are WLAN specific (WLAN authentication is based on EAP and confidentiality is defined in e.g. IEEE 802.11i, based on the derivation of temporary session keys from a Master Secret obtained with the EAP process).

Should standard USIM commands be used? In this case, the supplicant software will have to process the UMTS authentication vectors to obtain WLAN specific authentication vectors. But, the environment of WLAN is doubly open. Firstly, the Internet is infected by lots of Trojan horses and other malicious programs and secondly, by suppressing the wires, there is no physical barrier anymore for a hacker to interfere with the software in a terminal. Network operators have no or little influence on the PC environment and its protection, in contrary to UICC.
Therefore, if UICC only executed UMTS AKA, leaving the rest of the authentication to the supplicant software, the security of the system could be jeopardized.

Thus a specific authentication function shall be implemented on the UICC, to execute the whole EAP based authentication and calculation of the temporary session keys in this tamper resistant device; UICC can use UMTS AKA internally, but a specific algorithm can also be used. 

2.1.3 Protection of USIM data

USIM data shall be protected if needed, against eavesdropping from malicious programs in the client.
As mentioned above, the environment of WLAN terminals is prone to introduce malicious programs, able to download to a distant server information from phonebook, network –e.g. IMSI-, or other sensible data, if USIM was to be activated in a WLAN terminal. 

When a specific WLAN application is used for interworking scenarios and not USIM, it is possible to protect USIM data from the outside world, simply, because only the data needed in the WLAN situation can be filtered through this independent application, USIM itself remaining off-line.

3 Definition of WLAN specific UICC application

A WLAN specific UICC application, called WSIM in the remainder of this document, is an application on UICC, independent of other applications residing on UICC. Therefore it can be combined with USIM and ISIM for a complete subscription to 3G services or it can be a stand-alone application, in case a WLAN subscriber is not allowed access on UTRAN.

The figures below give some possible implementations:
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Figure 1: UICC allowing access to WLAN AN, UTRAN and IMS, with access credentials that are specific to WSIM, USIM and ISIM.
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Figure 2: UICC allowing access to WLAN AN, UTRAN and IMS, with some access credentials shared between between WSIM, USIM and ISIM.
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 Figure 3: UICC allowing access to WLAN AN and IMS, with access credentials that are specific to WSIM and ISIM.

4 Commands and data of WSIM 

This section briefly identifies some data and commands needed in a WLAN specific application on the UICC:

4.1.1 Network Access Identifier

The NAI is used in WLAN AAA protocols to identify a client. The NAI can either be derived from the IMSI, in which case this data element is shared with the USIM, but it can also be defined specifically for WLAN access, in which case this data element should be stored independently in WSIM.

4.1.2 Identity protection

Unlike IMSI, which in UMTS can practically only be discovered when eavesdropping radio transmissions, the NAI of the client can be spied easily in the client connected to the Internet. Therefore a method should be defined hiding the real NAI as much as possible from the outside world, by using some sort of temporary NAI.

A special command shall be defined allowing the supplicant software to obtain this temporary NAI, under control of WSIM, denying any access to the real NAI. 

4.1.3 WLAN authentication algorithm

A WLAN specific authentication command shall be used on WSIM. This command can reuse UMTS AKA and other USIM related data elements, in order to allow the integration with the existing HLR/AUC.

4.1.4 Backward compatibility

The reality of the market being that WLAN networks are being deployed in a world that mainly still uses SIM in GSM networks, the above mentioned data elements and command interfaces should be defined in such a way that they can be implemented on legacy SIM (if though, not as an independent application). Thus, the same level of security can be obtained for WLAN interworking with GSM as well as with a 3GPP system, without modifying the role of the supplicant software, and thus restricting the related software modifications of devices in the field, if ever the network was upgraded from GSM to 3GPP. 

5 Conclusion

This paper defends the need of using an independent application on the UICC for authentication in WLAN systems that interwork with 3GPP systems. 

This application is called WSIM.

The reasons put forward are the support of legacy WLAN standards, protection of USIM data, potential independency of the WLAN system and possibility of easy backward compatibility with GSM.

Further it proposes the outline for data elements and commands needed in such an application.
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