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4.7
Security

Specific local, national, and regional security regulations must be complied with.

Position information should be safeguarded against unapproved disclosure or usage.  Position information should also be provided in a secure and reliable manner that ensures the information is neither lost nor corrupted.  Audit records should be maintained of positioning requests and responses to facilitate resolution of security violations.

The LCS Client may be authorized by the LCS Server. Existing security mechanisms as well as security mechanisms of the LCS Server shall be used for authorizing the LCS Client and its request for location information.

4.7.1 Value Added Services

Only authorized LCS Clients shall be able to access the LCS Server. Before providing the location of a Target UE to any authorized LCS Client, the LCS Server shall verify both the identity and authorization privileges of the LCS Client 

Once the LCS Server has verified that a particular LCS Client is authorized to locate a particular Target UE, any location estimate requested shall be provided to the LCS Client in a secure and reliable manner, such that the location information is neither lost, corrupted nor made available to any unauthorized third party.

For PLMN operator services, location information shall be provided in a secure and reliable manner. The ability to obtain location information shall depend on local regulatory laws and requirements in conjunction with requirements for UE privacy.

It shall be possible for the target mobile’s user to hide his/her true identity from the requestor and the LCS client and replace it with an alias. The alias shall be an unique identification that has a one-to-one relationship to the true identity of the subscriber and may be permanent or temporary. The target mobile user shall be able to know her own alias so that she can pass the alias to the LCS client, e.g. when invoking a location-based service.
It shall be possible for the requestor to use an alias, so that the true identity of the requestor is unknown to the LCS client. The LCS client shall indicate the requestor alias instead of the real requestor identity in the location request. The target mobile user in this case authorizes the requestor based on the requestor alias.
4.7.2 Emergency Services

For Emergency Services (where required by local regulatory requirements) the following requirements shall be met:

Position information shall be provided to the Emergency Services Network as an authorized LCS client. Target UE authorization checks normally performed for value added services are not applicable (privacy is over-ridden).  The position information shall be provided to the Emergency Services Network in a secure and reliable manner, such that the location information is neither lost, corrupted, nor made available to any unauthorized third party.
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