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Change in Clause 7

7
 Requirements for user data management

The User Profile logically is a set of information relevant for a given user. The set of information is provided by Service Capability Servers and – if permitted – from Value Added Services. The amount of User Profile information might be distributed over various physically separated entities. The concept of distributed information is not within the scope of this specification. The detailed content of the User Profile is not subject herein. 

However, subscribers are able to subscribe or use services provided from Value Added Service Providers. Subscriber may customise these VAS according to their needs equally as the subscriber customise her services provided by the network operator. To avoid malicious or conflicting situations it is needed to allow VAS to access the users USER Profile. The co-existence of several services and the correct inter-working between them are founded on sufficient information about other services subscribed to.

VAS shall not be allowed to access the User Profile without permission. It is important to prevent the User Profile from malicious attacks. The OSA Framework functions restrict the applications’ access to the User Profile Management (UPM) functions.

UPM functions check the application’s rights to make these actions regarding each separate part of the user profile. Depending on the authorisation, the User Profile Management functions may permit the VAS to read from and/or to add to and/or to modify the User Profile or parts of it. This decision is based on:

· Subscriber identity

· Access information in the User Profile of the subscriber

· Application identity 

· Access type (read, add or modify)

Access information shall contain the user specific access rights per application. These may be given either for individual parts of the User Profile or for a group of data or even all data in the User Profile.

The figure below gives a logical overview of the relation between VAS, User Profile Management function and the User Profile itself.
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Note: 
the dotted line refers to additional Personal Settings. The reference itself  shall unambiguously identify the location of the additional personal settings.

User specific information from the e.g. HLR and/or HSS are equally part of the User Profile as terminal settings and VAS specific preferences. The User Profile in principle is the summary and collection of information with a relevance for the services supported for a given subscriber.

The figure above shows User and Network Service and VAS specific information,  customised by the user. It is assumed that the user profile consists of several parts. The User Profile elements shall at least  be capable to store a reference to additional information stored else where. The User Profile shall act as a root towards all user specific information. 

Even when the content of the User Profile is outside this specification, the following figure shows how a content could look like.
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On the left side of the figure above, typical 3GPP system related information are listed (this is not an exhaustive list).

The right side  depict references to VAS specific information. The representation of references to VAS specific information above, is an example and does not insist to be complete.
End of Change in Clause 7

Change in Clause 10

10
Security requirements

 

10.1
Security requirements on User Profile Management

The User Profile Management functions shall be able to grant or deny access to individual parts of the subscriber’s User Profile as described in the clause 7.

The User Profile Management functions shall ensure that all operations on parts of User Profile data are authorized.

The type of access is one out of:

-
Reading user profile information; in case parts of the User profile is subject for reading it shall unambiguously be identified by the application,

-
Adding information to the user profile,

-
Modify existing information in the user profile.

The control of access rights is in principle on the user's discretion. The user shall have the possibility to allow or restrict the retrieval and presentation of her user related data. The mechanism how a user is able to maintain access rights is for further study.
End of Change in Clause 10

Change in Clause 13.3.6

13.3.6
 Functions for retrieval of Visited Network Capabilities 

OSA applications make use of network capabilities offered through the abstraction of the service capability features. As a user may be served by network capabilities in a VPLMN, applications may benefit from knowing the differences that exist between the home and visited network capabilities. Such information may provide the ability for an application to tailor its behaviour according to the capabilities of the visited network. 

The functions for retrieval of Visited Network Capabilities shall enable the application to obtain information about the network capabilities of the visited network serving a subscriber.

The information provided to the application shall contain the following, if available:

-
Available network toolkits, including level of support (e.g. CAMEL Phase X)  

 -
Supported Network access, (e.g. GPRS, CS, IMS), and in case of no support, detailed information (unknown support, roaming not allowed, …).
End of Change in Clause 13.3.6

Change in Clause 13.4

13.4
Information Services functions 

The information services functions enable applications to supply information that is available for later retrieval from applications as determined by the Home Environment.

NOTE:
The HE is not requested to broadcast service information received from OSA applications to any application or user.

The HE shall be able to restrict the maximum size of information supplied by OSA applications. The information is kept in the HE for retrieval by OSA applications. The HE provides the information on OSA application request. The main purpose is to pass textual information between OSA applications.

The information itself shall clearly allow to be classified in HE-defined categories. Examples of such categories could be traffic information, weather, headlines, local services, etc.

The following functions shall be provided:-

-
supply and update of Information:

· the application shall be able to supply and update details to the information service in order to make it available to other applications

· this action may take place by application's own initiative, or when requested by the network

-
retrieval of Information:

-
the application shall be able to retrieve details from the information service
End of Change in Clause 13.4

End of Document
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