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Introduction

This paper proposes some enhancement to the support that an OSA gateway can provide to interactions among applications, which use OSA functions, and their end-users. 

The proposal deals with:

· user-application authentication;

· privacy for users accessing applications;

Discussion

The OSA specification handles, at the moment, the Application-Network Authentication through a Framework function (see Section 13.1.1.1 in TS 22.127 v6.0.0), while the User-Application Authentication is at the moment "outside the scope of the present document".
In a network, there are network capabilities to perform end-users authentication, either in an automatic way or through the direct interrogation of the end-users. They could be exploited to introduce a new OSA network function that provides the applications with a centralized authentication function to identify their end-users. Such network function could provide a sort of Single Sign-on capability. 

The User-Application Authentication function would provide the following features, which include the support to privacy:

· authenticate an end-user upon requests of an application; the application could provide as an input either an identifier or some network address (e.g., an IP address);

· return to the application an "application-specific user identifier" (e.g., username) that identifies the authenticated end-user; it could be used by the application to recognize a user through several accesses;

· in case of absence of privacy request from the end-user, return to the application the relevant network addresses associated to the authenticated user (e.g., phone number, e-mail address), to be used  by the application, for instance, as parameters in invocation of others OSA network functions (e.g., for user location); 

· in case of privacy request from the end-user, return to the application a "temporary network identifier" (e.g., valid only for a single application session) that can be used to identify users when accessing other network functions (e.g., to perform some charging or to locate the user). These temporary identifiers should be translated in the relevant network addresses upon request of the network functions.

Proposal

The attached CR S1-021587 provides the changes to introduce these concepts in TS 22.127 for Release 6.
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13.1.1.1
Authentication 

Authentication is used to verify the identity of an entity (user, network, and application).

Three types of authentication are distinguished:

· User-Network Authentication:


Before a user can access her subscribed applications, the user has to be authenticated by the network that provides access to the application. This allows the network to check to what applications the user has subscribed to. User-network authentication is handled within the network and therefore outside the scope of the present document.

· Application-Network Authentication:


Before an application can use the capabilities from the network, a service agreement has to be established between the application and the network. Establishment of such a service agreement starts with the mutual authentication between application and network. If a service agreement already exists, modification might be needed or a new agreement might supersede the existing.

· User-Application Authentication:


Before a user can use an application or perform other activities (e.g. modifying profile data) the application must authenticate the user. When the network already authenticates the user, authentication is not needed anymore. When the network is transparent and the user accesses an application directly, authentication is needed between user and application; it shall be provided by a specific network function (e.g., the User-Application function).
Unchanged text

13.2.5
User-Application Authentication functions

The User-Application Authentication functions support:
· end-user authentication to be used by applications 

· privacy for end-users accessing applications. 

The User-Application Authentication functions shall authenticate an end-user upon requests of an application; the application could provide as an input either an identifier or some network address (e.g., an IP address). 
The User-Application Authentication functions shall return to the invoking application an "application-specific user identifier" (e.g., username) that identifies the authenticated end-user: it may be used by the application to recognize a user through several accesses to the application.
In case of absence of privacy request from the end-user, the user-application authentication functions shall return to the invoking application the relevant network addresses associated to the authenticated user (e.g., phone number, e-mail address), to be used by the application, for instance, as parameters in invocation of others OSA network functions (e.g., for User Location function).
In case of privacy request from the end-user, the user-application authentication functions shall return to the invoking application a "temporary network identifier" (e.g., valid only for a single application session) that may be used by the application to identify users when accessing other OSA network functions (e.g., to perform some charging or to locate the user). OSA Network Functions shall be able to request the user-application authentication functions to translate these temporary identifiers in the corresponding network addresses.
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