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13.1
The Framework functions

The framework provides the essential capabilities that allow OSA applications to make use of the service capabilities in the network.  There are three distinct features that comprise the framework: Trust and Security Management, Service Registration and Discovery functions and Integrity Management.

13.1.1
Trust and Security Mangement 

The trust and security management feature provides the necessary mechanisms which define the security parameters in which client applications may access the network. This includes the availability of a framework initial access point through which all client applications are authenticated and  authorised and the ability to allow the signing of  on-line service level agreements between the client applications and the framework. 

13.1.1.1
Authentication 

Authentication is used to verify the identity of an entity (user, network, and application).

Three types of authentication are distinguished:

· User-Network Authentication:


Before a user can access her subscribed applications, the user has to be authenticated by the network that provides access to the application. This allows the network to check to what applications the user has subscribed to. User-network authentication is handled within the network and therefore outside the scope of the present document.

· Application-Network Authentication:


Before an application can use the capabilities from the network, a service agreement has to be established between the application and the network. Establishment of such a service agreement starts with the mutual authentication between application and network. If a service agreement already exists, modification might be needed or a new agreement might supersede the existing.

· User-Application Authentication:


Before a user can use an application or perform other activities (e.g. modifying profile data) the application must authenticate the user. When the network already authenticates the user, authentication is not needed anymore. When the network is transparent and the user accesses an application directly, authentication is needed between user and application but this is outside the scope of the present document.

13.1.1.2
Authorisation

Authorisation is the activity of determining what an authenticated entity (user, network, and application) is allowed to do.

NOTE:
Authentication must therefore precede authorisation.

Two types of authorisation are distinguished:

· Application-Network Authorisation:


Verifies what non-framework functions the application is allowed to use. Once an application has been authorised to use one, more or all  non-framework functions no further authorisation is required as long as the "allowed" non-framework functions are used.

· User-Application Authorisation:


The application verifies what actions the user is allowed to perform (e.g. deactivation of functionality, modification of application data). This is transparent to the network and therefore outside the scope of the present document.

13.1.2
Service Registration feature

The Registration function enables the non-framework service capability features (i.e. service capability features that contain non-Framework functions)  to register with the Framework.  Registration must take place before authorised applications can find out from the Framework which non-framework service capability features are available. This means that the non-framework service capability features must be registered before they can be discovered and used by authorised applications. The service capability feature is finally registered if the registration process is successfully completed.

Note that only the non-framework service capability features have to be registered. The Framework service capability features (containing only Framework functions) are available by default since they provide basic mechanisms.

13.1.3
Service De-Registration  function

The De-Registration function enables the non-framework service capability features (i.e. service capability features that contain non-Framework functions)  to de-register with the Framework.   When a service capability feature de-registers the service capability feature shall discontinue providing service to all applications. Further, the service capability feature can no longer be discovered.
13.1.4
Notification function

The Notification function allows applications to subscribe to notifications informing them when an SCF has become available and when an SCF has become unavailable. The notification function also allows the Framework to inform the application about the level of backward compatibility between a new SCF that has become available and an SCF the application is currently using.

13.1.4
Service Discovery feature

The Discovery function enables the application to identify the total collection of service capability features that it can use. Upon request of the application, the Discovery function indicates the non-framework service capability features  that are available for use by the application. The list of available service capability features  is created through the Registration process described in subclause 12.1.2. This means that a service capability feature must be registered at the Framework before it can be discovered by the application.

13.1.5
Integrity Management function

Integrity management provides the means to allow the framework to query and report conditions that relate to the integrity of the framework, the network service capability features and the client applications. Furthermore an application may query conditions that relate to the integrity of the framework ad the network service capability features and report on it’s own conditions. As part of the integrity management functions, the framework may provide:

· supervision of the status of client applications to ensure continued operation, a process known as heartbeating.

· fault management reporting and control. Specific examples include the ability for the framework to notify applications of internal fault conditions as well as faults in the network service capability features and the ability for applications to request specific test executions in the framework.

· operations and maintenance access, more specifically, the ability for the application to synchronise with the system date and time. 
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