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1. Introduction

This contributions proposed discussions on MBMS ciphering key use.

2. Constraints for MBMS ciphering key use

The ciphering key management for MBMS faces the following constraints:

· There is a need to change the MBMS ciphering key as some UE can leave a MBMS session or  their subscription to a MBMS service can be removed in order to forbid them to listen to the MBMS data still distributed for other users.

· The new key have to be provided to the remaining users. It appears not probable that each UE in the entire MBMS distribution tree get the new key at the same instant. So that the key has to be distributed before it is used and the trigger to determine when the key will be used has to be known by the users. Until the new key can be used, the user have to use the old key with which the MBMS data are ciphered.

· To provide the key individually to each authorized user. It is seen as reasonable to avoid to provide simultaneously the key established for all the users present in a cell at the same time.

3. Proposal of a ciphering key use principle

It is proposed to use an odd & even key principle. With this principle: 

· 2 keys will be made available in each UE: the “current key” and the “next key” to be used.

· The change of key for data ciphering will occur and the trigger has to be known by each UEs that activated the service.  At each trigger, the “current key” is not more used to encrypt/decrypt the MBMS data and the “next key” becomes the “current key”.

· Definition of the trigger is FFS

· Each UE has to get the “next key” before the trigger that un-validate the “current key” occurs

· A smooth distribution of the key is provided as each UE can initiates this key request independently.

The procedure used by  the UE to get the “next key” and the entity that provide the key remain FFS.

4. Conclusion

It is proposed to discuss the above constraints and the proposal and to add the agreed statements of section 2 in the MBMS TR 23.846 under Security chapter 5.4.6 and to add the content of section 3 in a new sub-chapter 5.4.6.1 with the title “Proposal 1 for a ciphering key use principle”.
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