TSG-SA WG1 SWG GUP
S1-021278
Rome, Italy, 8-12 July 2002
Agenda Item: GUP

Title:
Privacy Requirements for 3GPP Generic User Profile (GUP)
Source:
Nokia

Document for:
Discussion and approval

1.
Introduction

This contribution discusses the privacy requirements to the clause 8. “Privacy” in the 3GPP Generic User Profile stage 1 document TS 22.240 version 0.9.1. The requirements for controlling the access to the different parts of the user profile data are specified. The requirements are not exhaustive at this stage, but we wish that this contribution can serve as the basis for this part of the specification.

2.
Discussion

In clause 6.1 “Network requirements” a standardised way for access control is required. The authorisation including two basic control functions a) which parts of the GUP data the requesting entity is able access, and b) what actions the entity is able to perform (create, read, modify or delete) is seen as a key part of the access control. The authorisation is seen further as a way to manage the privacy. It is proposed to handle both of those in the clause 8 “Privacy”. To illustrate better the new content of the clause the header is changed from “Privacy” to “Privacy and Authorisation”. Further, to clarify in more detail those areas two new subclauses 8.1 “General Requirements” and 8.2 “Authorisation rules” are proposed to be added.

The initial access rights (e.g. what rights the user has to manage the user profile data and its privacy) will be agreed by the subscription agreement between the user and the home network operator and possibly by agreement between the user and service provider in case of external service providers. However those things are up to GUP implementation and cannot be standardised. Only a general mechanism to manage the access rights and privacy can/shall be standardised. The mechanism shall support the fact that different users can have different rights. A general principle is that the user can manage the privacy settings related to his/her profile.

In subclause 8.2 “Authorisation rules” there is presented the basic information that will be used with authorisation and privacy. Further there is presented what kind of identities related to the requesting applications, requesting subcriber and targeted user will be used.

Like in LCS it is seen necessary to have the possibility to identify the application that accesses the user profile data.

Likewise the subscriber to whom the application provides the user’s profile data may be requested to be given as a prerequisite for providing the data.

To keep the GUP concept a) as simple as possible, and b) on schedule (3GPP Release 6) it is proposed to use the 3GPP Network Identities (Private and Public User Identities) both with requesting subscriber and targeted user. The Public User Identity will be the mainly used alternative and the Private User Identity only with limited cases e.g. within Home Network. Other possible identities can be specified later if needed.

Either the whole profile or selected parts of it shall be able to be requested.

It is seen that the GUP will include the primary privacy rules but in some cased e.g. with some network services it may be useful and easier (from the management point of view) that the privacy of the requested user data is delegated to the service (i.e. application) level. An example would be the Presence and Group Services. In this case the reguested data is revealed only to those specific applications that take care of the privacy control e.g. to whom other subscribers the data will be visible.

At this phase it is difficult to foresee what kind of services will be available and implemented when GUP is available so the service specific access control rules will be standardised/implemented separately with services and are outside the 3GPP GUP specification.

Further it is seen useful to have a possibility that the privacy of some parts of the user profile data is queried from some other  privacy control system. This may help to implement the GUP in future networks having possible a lot of different services and service providers. This kind of feature would be optional and used only if needed.

3.
Proposal

We kindly propose to add the following Privacy requirements to the Privacy clause of the draft specification:

8
Privacy and Authorisation

This clause describes the requirements for the authorisation of the user profile data. The Privacy can be provided by the means of authorisation mechanism.

8.1
General Requirements
It shall be possible for the user to define privacy requirements for components of the 3GPP Generic User Profile to determine access rights. 

It is agreed in the subscription agreement between the home network operator and the subscriber how the access and privacy control is carried out e.g who is able to control different parts of the user profile including the privacy settings. The GUP shall provide means to implement access and privacy control according to the different agreements.
The GUP authorisation shall be independent of who has set the privacy rules for each part of the GUP data. A generic mechanism shall be provided to ensure that only such data for which there is a valid authority can be created, read, modified or deleted.

The privacy requirements shall fulfill local privacy regulations. Lawful interception and other regulator requirements may imply that GUP data is delivered to authorities despite the privacy settings.
8.2
Authorisation Rules

Authorisation of the requested action (create, read, modify or delete) on the user profile data depends on the following information:

· identification of the requesting application

· identification of the requesting subscriber (if delivered in the request)

· identification of the targeted user

· identification of the targeted user profile data
The disclosure of the user profile data must be considered based on the identification of the application requesting access to the data. The possible identities of the applications will not be standardised but are implementation specific.

Regarding trusted applications involving other subscribers or comparable entities it shall be possible also to check the access rights of the subscriber being served by the application. This requires that the identification of the served subscriber is passed via the GUP interface in addition to the application identification. The access is first defined per applications and secondly per served subscriber. The access may be granted also to the public, some group or a list of subscribers.

The identity of targeted user will be based on the 3GPP network identities (Private and Public User Identities). Public User Identities would be normally applied, but especially within the operator domain the Private Identity could be used as well.

The targeted user profile data will be controlled as per the whole user profile and/or per different GUP components and/or per different GUP data elements.

Depending on the service the privacy of the requested GUP data can additionally be managed in the service level e.g. in Presence or Group Services. The service specific access control rules are specified in the separate service specifications and are outside the scope of 3GPP GUP.

The GUP shall also support the possibility that the privacy of specific GUP data is queried from other privacy control system. Existing privacy solutions should be considered and adopted if applicable (e.g. LCS).

Editor’s note : Further requirements are being formulated.



































































