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First Change in Clause 5.4

5.4
Management requirements

The following management requirements shall be supported for the presence service:

a) Access control to the presence information

The presentity shall be able to manage the access to its presence information in compliance with the principal’s privacy and access rules requirements detailed in 6.1 and 6.2.

The presentity shall have the ability to accept or reject a request for presence information on a per watcher basis, with the option:-

i)
once only per watcher (e.g. set up access rules for known watcher, groups of watchers, anonymous watcher-subscriptions, etc.), 

ii)
for each presence information request (e.g. for watchers that are unknown or not set up in the current access rules).

It shall be possible for the presence service to make access control decisions on behalf of the presentity (e.g. when the presentity is out of contact) subject to the principal’s privacy.

It shall be possible to inform the presentity of watcher-subscription requests
It shall be possible to report existing watcher-subscriptions to the presentity (on request or periodically).

It shall be possible for the presentity to request the watcher information.
b)





c)
Supplying data to the presence information


When supplying data it shall be possible to update only part of the presence information. 
d)  Requesting data from the presence information
It shall be possible to request the current value of presence information data on demand at any time (i.e. a fetcher) or on a periodic basis (i.e. a poller) subject to principal’s privacy, or to be notified of subsequent changes in presence information data (except when such notification is prevented by access rules)
It shall be possible for a watcher to define which parts of a presentity's presence information it receives, subject to the principal’s privacy requirements.
It shall be possible for watcher to request presence information anonymously (i.e. the watcher’s identifier will not be revealed to the presentity). This request can be accepted or rejected, depending on the principal’s privacy.

A Watcher’s interest to a presentity's presence information shall not be revealed to other watchers.

Watcher-subscription to a presentity's presence information

i) an entity shall be able to watcher-subscribe to a presentity’s presence information at any time, i.e. to request notification from the presence service of (future) changes in any of the attributes or only in the attributes specified by the watcher (subject to the principal’s privacy). Note, that by this watcher-subscription the entity becomes a subscribed-watcher.
ii) it shall be possible for the watcher to request an anonymous watcher-subscription (i.e. the watcher’s identifier will not be revealed to the presentity or to other watchers). This request can be accepted or rejected, depending on the principal’s privacy.
iii) subscriptions are soft-stated. The subscribed-watcher shall be able to refresh a watcher-subscription to the presentity’s presence information at any time.  A watcher-subscription refreshes overwrite an existing watcher-subscription for the same presentity, subject to the presentity's access rules – the duration of a watcher-subscription starts from the time it is accepted. 

iv) the subscribed-watcher shall be able to determine the status of his watcher-subscription to that presentity's presence information, at any time.
v)
the subscribed-watcher shall be able to cancel his watcher-subscription to a presentity's presence information at any time.  Whenever a subscribed-watcher withdraws its watcher-subscription from a presentity’s presence information, the subscribed-watcher shall no longer be receiving notifications regarding the presentity’s presence information.

vi)
an unauthorised third party shall not be able to cancel a subscribed-watcher's watcher-subscription to a presentity's presence information







d)
User availability and mobility


The presence service shall continue to be supported if the environment into which the user has moved supports presence service.  The presence service shall take into account changes in the availability of users (e.g. the user is out of contact or not reachable, despite having activated his presence) or his mobility (e.g. wherever he may be in his home environment or in a visited network).

e)
Not used

f)
Access to presence service

i) it shall be possible for the presence service to accept presence information from a presentity at any time

ii) it shall be possible for the presence service to accept requests from, and provide presence information to, an authorised watcher at any time

h)
Principals, which are 3GPP Subscribers


If a 3GPP subscriber is a principal to one or more Presentities and/or Watchers her preferences, settings and personalisation data (e.g. access rules) which are not part of the presence information shall be part of her VHE User Profiles [2]. 

End of First Change in Clause 5.4

Next Change in Clause 6.1

6.1
General privacy requirements


The privacy aspect of presence information and the need for authorisation before providing presence information shall be configurable by the user (i.e. presentity).



The following privacy requirements shall be supported:-

-
principal’s privacy


a principal of a presentity shall, at any time, be able to control to whom, for how long and what (all or part of) presence information of the presentity is provided, and a principal of a watcher shall, at any time, be able to control to whom, for how long and what (all or part of) watcher information of the watcher is provided

Note:
need to consider where subscriber’s privacy (as distinct from principal’s privacy) requires to be addressed.
Any services using the presence information shall ensure privacy agreement before releasing presence information. The presence service does not address deployment specific issues (e.g. where agreements are stored or how they are negotiated). It only gives requirements for privacy management.
Specific local, national, and regional privacy regulations shall be complied with. In particular, an operator shall, at any time, be able to override principal’s privacy if required to do so.

End of Change in Clause 6.1

Next Change in Clause 6.2

6.2
Access rules

The principal that controls the presentity shall be able to define access rules, in order to control how the presentity’s presence information is made available for watchers.

These access rules shall define:

-
a watcher or groups  of watchers allowed access to the presentity’s presence information. For example: watchers x and y are allowed, or only  watchers  in group z are allowed, or all watchers and groups are allowed.

-
the validity of the access authorisation granted for a given watcher or groups of watchers. The access to the presentity’s presence information can be restricted for a certain period (i.e. duration or number of requests), or during specific periods of the day.

-
the attributes of the presentity’s presence information that can be made available to a given watcher or groups of watchers.

-
the ability to provide different presence information (i.e. both number of attributes and values of attributes) based on the watcher, and principal's preferences (e.g. its availability). For example: watcher x receives 'Online/Instant Messaging/im:a@there.com', while group y receives 'Offline/Instant Messaging/im:a@there.com'.

A set of default access rules shall be defined by the principal.


End of Change in Clause 6.2

Next Change in Clause 7

7
Security

The use and access to the presence service shall be supported in a secure manner. It shall only be possible for the presence information to be supplied and/or updated by the presentity or the home environment as identified in clause 5 "High Level Requirements".


It shall be possible to authenticate a principal before allowing registration to the presence service.

It shall be possible to authenticate at any time a watcher and/or a presentity requesting access to the presence service.  Existing security mechanisms as well as mechanisms specific to presence service may be used.


It shall be possible to protect the following items from attacks (e.g., eavesdropping, tampering, and replay attacks):

-
Presence information and notifications

· Requests for presence information, e.g., requests for subscription and requests for presence information retrieval.

End of Change in Clause 7

End of document

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 7

