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Abstract

This document contains a contribution from IBM to the DRM work item. 

Comments are based on the DRM details presented in S1-020659.

We recommend comparing the stage-1 document with the MPEG-21 and ISMA DRM requirements and architecture documents and expanding the general requirements section in the stage-1 document to promote interoperability of the DRM architecture, protocols and messages across all relevant digital content, delivery context (devices), networks and usages; instead of a 3G specific solution that would require different solutions when accessing digital content via 3G versus the internet etc…

1. Introduction

We do want to amplify the need for system interoperability and a common right expression language in DRM across numerous sets of digital media, delivery contexts, networks and usages; while acknowledging the fundamental domain differences that may exists between multimedia content in general and the 3G mobile domain. 
Otherwise, interoperability mechanisms (e.g. how to deal with content from different source domain that are typically protected by DRM that rely on different RELs) should be provided.
To that extent, we believe that this is best achieved by studying if 3GPP DRM specifications can rely:

· On the core technology current specified by the OASIS Rights Language Technical Committee that targets at specifying a standard rights language that will address the need for interoperability between the components and systems that manage the creation, distribution and consumption of digital assets within and across different industries.

· On a profile of digital right architecture specified by MPEG-21 for content or service access and the ISMA DRM profile for streamed multi-media. 
· This profile should adapt the solution to the 3G mobile domain (e.g. by minimizing the network centric state management of MPEG and ISMA, category of value, other content types (e.g. applets), …).
Therefore, it is important that the DRM stage-1 document (TS 22.242) be analyzed to identify:

· Usage scenarios specific to 3G and not covered by the MPEG-21 or ISMA usage scenarios.

· Resulting requirements, identified in stage-1 document (TS 22.242) and / or specific to 3G media, usage scenarios or network that are not considered by MPEG-21 [C-1] or ISMA.

· If such requirements are identified, they should be:

· Validated against 3G considerations

· Communicated to MPEG-21 or ISMA.

· Communicate to MPEG-21, ISMA and OASIS RTC initiative on the decision criteria and selected solution / profile.
· Provide a mechanism to access content protect by other DRM systems or RELs. 
In addition, we do recommend that the MPEG-21 and ISMA requirements documents [C-1, C-2, C-3] be examined to identify requirements that may be missing in the current stage-1 document. 

We also recommend that 3GPP considers the WAP CDDC use cases and approaches as the short term solution to adopt; if staging of DRM is demanded [C-5]. Otherwise, 3GPP DRM specifications should expand on the WAP solutions and therefore address all the usage scenarios considered by WAp CDDC [C-5].
2. MPEG-21 requirement considerations

2.1 Overview

[image: image1.png]Gigta Itern

Crtainet e
ot

e

ki)
i

[
e drters
Contrt Deserytrs

Exugles
Storage Meraprt
Cortent Pesaracton)

St
i tage

TransactionUseiRelationship
Digital ftem>
(—Authonﬂtmn/l/alue Exchange>
=y
By

Profaction

Banpies:
Fesours dhstaction
Resoure g (005)

Bt
Rt nd Sytetc ReprEariiion
iy

Event Reporting

Exayies
Enengtin

Auerticaton
Watiaking





Figure 1 – The 7 layers of MPEG-21 Multimedia Framework exposed with the MPEG-21 user model.

MPEG-21 defines 7 layers in its Multimedia Framework [C-2]:
1. Digital Item Declaration: a uniform and flexible abstraction and interoperable schema for declaring Digital Items
2. Digital Item Identification: a framework for identification and description of any entity regardless of its nature, type or granularity
3. Content Handling and Usage: a specification that provides interfaces and protocols that enable creation, manipulation, search, access, storage, delivery, and (re)use of content across the content distribution and consumption value chain
4. Intellectual Property Management and Protection: the means to enable content to be persistently and reliably managed and protected across a wide range of networks and devices
5. Terminals and Networks: the ability to provide interoperable and transparent access to content across networks and terminals
6. Content Representation: how the media resources are represented
7. Event Reporting: the metrics and interfaces that enable Users to understand precisely the performance of all reportable events within the framework
They are illustrated with respect to the user model in Figure 1.
Item 1, 2  and 4 are directly relevant to the DRM framework specified by 3GPP.

MPEG-21 has started the following relevant work items:

· MPEG-21 part 4 – Intellectual Property Management and Protection (IPMP)

· It defines an interoperable framework for Intellectual Property Management and Protection (IPMP) across devices/players

· The project includes standardized ways of retrieving IPMP tools from remote locations, exchanging messages between IPMP tools and between these tools and the terminal. It also addresses authentication of IPMP tools, and has provisions for integrating Rights Expressions according to the Rights Data Dictionary and the Rights Expression Language.

· MPEG-21 part 5 – Rights Expression Language:

· A Rights Expression Language is seen as a machine-readable language that can declare rights and permissions using the terms as defined in the Rights Data Dictionary.

· A Rights Expression Language is intended to provide flexible, interoperable mechanisms to support transparent and augmented use of digital resources in any digital form, in a way that protects digital content and honours the rights, conditions, and fees specified for digital contents. It is also intended to support specification of access and use controls for digital content in cases where financial exchange is not part of the terms of use, and to support exchange of sensitive or private digital content.

· Also addresses constraints on processing, privacy on content…

· Basic requirement:

· A standard Rights Expression Language should be able to support guaranteed end-to-end interoperability, consistency and reliability between different systems and services. To do so, it must offer richness and extensibility in declaring rights, conditions and obligations, ease and persistence in identifying and associating these with digital contents, and flexibility in supporting multiple usage/business models.

· Core technology is to be standardized at OASIS RTC [C-4]; MPEG defined a MPEG-21 profile.

· MPEG-21 part 6 – Rights Data Dictionary:

· Definitions of terms for use in the MPEG-21 Rights Expression Language.

· Basic Requirement:

· RDD shall supports interoperability, so that metadata necessary for the management of rights and permissions can cross in and out of domains in an automated or partially-automated way with the minimum ambiguity or loss of semantic integrity.

3.2 Analysis

MPEG-21 develops core DRM technology for part 4 and an MPEG-21 extension to a core REL that is provided by the OASIS RTC for part 5 and its associated part 6 that is profiled for multimedia digital content that is directly relevant to 3GPP.

The 3GPP DRM should consider using this core technology / profile to guarantee interoperability with existing multimedia content and the DRM technologies that can be expected to be widely adopted for most digital content.

3. ISMA requirement considerations

3.1 Overview

The high level ISMA DRM architecture is represented in Figure 2. Details can be found in [C-3].
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Figure 2 – ISMA DRM Architecture

Details can be found in [C-3]:

· ISMA sets the receiver based on receiver specifications that define how streams and files are requested and delivered to compliant receivers over IP networks.
· “MASTERING” is where a content work is prepared for dissemination. It may be encrypted and associated with a rights specification that is formatted according to the “rights expression language”.
· Mastering is enables interoperability when cryptographic transforms are applied: 
· The standard receiver needs standard cryptographic transforms for the decryption, authentication, and integrity of content works.  
· The KEY/LICENSE MGT entity associates a rights specification with one or more keys with an ISMA content work and translates the rights specification into a license.  
· The SENDER may obtain the key using the same elements of procedure as the RECEIVER.
· ISMA Receiver can process ISMAcryp and pass MPEG IPMP streams.
· ISMAcryp is the technology that provides ISMA media and protocols with encryption, authentication, and integrity services.
· ISMAcrypt: ISMA data that have been transformed into encrypted and/or authenticated streams and files.
· IPMP streams are messages that are downloaded to IPMP receivers that have IPMP interfaces to their content-protection services.  
· The RECEIVER decrypts and authenticates content works contained in the media flow and may decrypt and authenticate the control flows.  

· Depending on the nature of the key management protocol in use, the RECEIVER may perform mutual authentication with the KEY/LICENSE MGT entity to show that the former is an authorized platform.

·  This process is controlled by the license, which specifies the terms and conditions under which a key is provided to an ISMAcryp device.  The license determines what authenticating information is exchanged, such as information about the RECEIVER’s hardware, software or human user.  Privacy aware and secure exchanges are used for this.

· The end-to-end DRM architecture supports encoding ISMAcryp and manufacturing and dissemination of the keys.
3.2 Analysis

The ISMA DRM core architecture matches the use case described in Appendix A of S1-02659 (figure 1), but focuses on streamed multimedia.

4. Recommendations for 3GPP stage-1 – TS 22.242

We are recommending adding the following requirements to the “general requirements – section 5.1 in S1-020659.

1. The 3GPP DRM specification shall be interoperable with DRM standards used for generic digital content. 
2. If this is not achievable, the 3GPP specification shall provide mechanisms to interoperate with content protected by the relevant DRM standards. 
Implications:

· The 3GPP DRM specification shall support or interoperate with content protected by DRM solutions based on:

· OASIS Core [C3] + MPEG-21 profile [C-1, C-2]
· ISMA [C-4]
· WAP Download specifications.
3. The 3GPP DRM REL shall be a profile of a standard REL that supports any REL for any digital content.

Implications:

· The 3GPP DRM specifications shall reuse a Right Expression Language and vocabularies defined for any digital content to be a machine-readable language that can declare rights and permissions interoperable to support transparent and augmented use of digital resources in any digital form, in a way that protects digital content and honours the rights, conditions, and fees specified for digital contents.

· The 3GPP DRM activity should consider:

·  a combination of a core from OASIS and a profile from MPEG-21 specifications (or even a profile of MPEG-21 REL and RDD) 

· Feedback selection criteria (requirements etc…) and target profile specificities to OASIS RTC and MPEG-21.
· The 3G DRM specifications shall adopt a profile of the MPEG-21 IPMP.
· There is to be a base level semantic interoperability that can be shared across all DRM protected digital content (3G and other). 
· Domain specific aspects of MPEG-21 / OASIS RTC specifiactsion must be addressed to provide interoperability across domain.

3. The 3GPP DRM specifications shall define a DRM architecture interoperable with other DRM architectures.

Implications:

· The 3GPP DRM work item should target a profile of the ISMA DRM architecture for streamed multimedia optimized for 3G networks (e.g. not as network centric, …).
· For non-streamed digital content, a DRM architecture shall be defined to:

· Support backward compatibility with the WAP Download specifications (if possible).

· Match the relevant features of the ISMA DRM architecture, while optimized for 3G network (e.g. not as network centric) and device constraints.

· 3G profiling will take into account:

· Terminal and network constraints and limitations

· Data fragment corruptions or losses.

· Target business models (e.g. category of content value, charging, downloaded code, ..).

· End-to-end implications.

· Network centric and efficiency issues.

· If after analysis, the above can not be appropriately achieved, the 3GPP DRM specification shall define how to interoperate with content protected via MPEG-21, ISMA or WAP architectures.
4. The generic mobile requirements identified by 3GPP to be conveyed as appropriate to OASIS RTC, MPEG-21 and ISMA shall address issues like:
· Client-centricity (instead of the current network centric aspect): server-side managed rights won’t be always viable.
· Concepts of categories of content value with lightweight DRM solutions for low value content in oreder to minimize the overhead for the DRM in terms of transactions, data volume transported, rights voucher size, processing requirements etc…
· Other content than streamed multi-media (MPEG) or streamed rich media but also include applets and other content delivered through MExE , MMS etc…
5 Additional Proposal on the DRM Requirements
1. The 3GPP DRM framework shall address how to provide content protection in the case of superdistribution, 
· Where content is forwarded, possibly with meta-information like media descriptor, but not the rights.
2. The 3GPP DRM framework shall support solution where content forward is generically forbidden.

3. The 3GPP DRM framework shall support transfer of the rights as well as copying or transferring content.
4. The 3GPP specifications shall enshrine the concept of rights to be stored safely. 
· How this is done may varies depending on the device but it may require OS level UA access permissions in the case of open OSs and much less for closed systems. 
· Regardless, the notion of content being tightly coupled or separable from the rights is important for a number of reasons:

· Containers may be content or content with separate rights voucher or the container may be content + rights. These different cases require different handling. 
2. If staging of the capabilities is important, 3GPP should consider the WAP Content Download solution (along with the WAP content download use cases) [C-5] as a viable short term solution with which full fledge solutions should interoperate when appropriate. There would need to be strong reasons for introducing another intermediate solutions besides [C-5] and the 3GPP DRM solution for the mobile space. 
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