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1 Introduction

There is requirement, that it shall be possible to access IMS by using an R'99/Rel-4 UICC. There have been some discussions on how the format of the identities would look like and also there have been some security and privacy concerns on using the IMSI to define e.g. a Public User Identity. This paper tries to clarify these issues. 

2 Discussion

2.1 Generation of IMS parameters

The following parameters are supposed to be stored on the ISIM/UICC and are needed to access IMS services:

· The IMS Public User Id (IMPU)

· The IMS Private User Id (IMPI)

· The domain name of the home network

If the UICC is an R'99 or Rel-4 UICC then it doesn't contain any ISIM, i.e. the parameters above must be generated.

When generating such identities the following should be taken into account:

· Existing data e.g. USIM or related data should be used so that the user can be uniquely identified within IMS

· "Plastic roaming" should be possible and easy

· The IMPI and IMPU should uniquely identify the user

· The existing security and privacy level should not be changed

· If possible existing procedures and parameters should be reused

There have been discussions on generating IMS parameters by different means such as using the IPv6 address, IMEI, by user input etc. Using the IPv6 address as base for IMS parameters is discouraged as the IPv6 address is likely to change when activating/deactivating PDP contexts. Also, HSS do not normally keep the IPv6 address of the user for stateless and stateful address configuration and static IP addresses are not recommended by IETF. Due to the requirement of "plastic roaming" it is not recommended to use the IMEI as it identifies the user equipment only. And if possible we must avoid the need for user configuration.  Also note that Cx/Dx queries will require support of uniquely identifying the user based on IMPU/IMPI and use of IPv6 would not be possible in such cases.

The IMSI on the USIM is the only parameter that uniquely identifies the USIM/user and is the best candidate to base the generation of IMS parameters on. However, the IMSI should not be exposed more than necessary and is currently only sent once in clear text over the air interface. After that a temporary (P-TMSI) identity is used and ciphering is also possible. The part of the IMSI that shouldn't be exposed is the user part of the IMSI, i.e. the MSIN. That is, the MCC and the MNC could be used to generate the domain name of the home network (see chapter Format of IMS parameters for more details). IMPI is also to be kept unexposed as far as possible and is only used during the registration, i.e. not sent out of the IMS domain, i.e. there should be no problem to base the generated IMPI on the IMSI.

The IMPU is to be used for routing and must be included in e.g. INVITE's. Therefore the IMPU to be used for routing cannot be based on the IMSI. 

However, CN1 has specified procedures to allow implicit registration. The same procedures are also used for network initiated re-authentication, i.e. the UE is mandated to support these procedures and they can be used to obtain some IMPU(s) that can be used for routing. Chapter 2.2 tries to clarify how the implicit registration feature is used to obtain the additional IMPU(s).

2.2 Getting IMPU for routing using implicit registration procedure

The following flow shows how a temporary IMPU (TIMPU), which is generated from an IMSI, is used during a registration to obtain the IMPU1 and IMPU2 that are to be used in sessions.  Following implications foreseen:

The temporary IMPU (TIMPU) used for registration will remain in use until SUBSCRIBE/NOTIFY mechanism is used by the UE to receive the actual IMPU(s).

2) There is a (very) short period in time - between REGISTER and NOTIFY -, where the user is registered, but cannot initiate a session .The S-CSCF can support sessions as soon as the set of implicitly registered public Ids are received in the S-CSCF.

3) Besides REGISTER, SUBSCRIBE, NOTIFY, all other methods must not use the temporary IMPU (e.g. INFO).

4) Special handling is required in the UE. E.g. it must not display the temporary IMPU to the user and must not use the temporary IMPU for session handling.

5) The temporary IMPU must not be printed on a business card.  It shall not be displayed in any way or allowed to be used for session handling.

6) Re-Registrations: Due to the fact that re-registrations require a Request-URI with a domain name, it has to be derived from the IMSI. Therefore, re-registrations use all the temporary parameters, the same as an initial registration, except for the TIMPU.
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1-2. The REGISTER contains the TIMPU that is generated based on the IMSI

3-5. The HSS uses the TIMPU as a key to the database and finds that the TIMPU is the same as the IMPI. The HSS TIMPU is already set as barred for routing.

6. The S-CSCF includes the TIMPU in the Cx query to HSS

7. Implicit registration is active for IMPU1 and IMPU2. The HSS includes the IMPU1, IMPU2 and TIMPU in the response. However, the TIMPU is set as barred for routing

8-10. S-CSCF considers the IMPU1, IMPU2 and TIMPU to be registered, but the TIMPU is set as barred for routing.  That is, S-CSCF will not allow it to be used in originating or terminating sessions.   

11-13. The UE subscribes to its own registration state using the TIMPU

14-16. The S-CSCF accepts the request even though the TIMPU is not to be considered as registered

17-19. The S-CSCF replies with the registered IMPU1 and IMPU2, i.e. the TIMPU is not included

20-22. The UE stores the registered IMPU1 and IMPU2 and accepts the notification

The UE displays the IMPU1 and IMPU2 for the user. IMPU1 and IMPU2 can now be used to initiate a session. The TIMPU shall not be displayed to the user. It is the IMPU1 and IMPU2 that are written on the business card etc.

Note that, after step 22, UE should use the IMPUs received from the network for session set up processes.

In general, barring an IMPU to have IMS access should be a function applying to all IMPUs and as such shall be included in the Cx reference point as part of service profile of an IMPU.  

This function includes that the UE shall not receive this barred IMPU back when Subscribe/Notify mechanism is used, and the IMPU shall not be sent to any AS either, then there is no need for S-CSCF to differentiate between TIMPU and IMPU. 

2.3 Format of IMS parameters

2.3.1 Domain Name

If a new Domain Name is allocated for 3GPP then it would be possible to use the first "5 or 6" digits of the IMSI for part of the domain name, i.e. the MCC (Mobile Country Code) and the MNC (Mobile Network Code). An example of such a domain name would then be e.g. 234.150.3gppnetwork.org. The new domain name appended (i.e. 3gppnetwork.org) is only an example and would have to be registered at e.g. IANA, possible through GSM Association. It is suggested that the new domain name is a Second Level Domain (SLD) sorted under a generic Top Level Domain e.g. ".org".

Note that any new domain name should not be restricted for use for sole purpose of handling ISIM-less case.  In general, operators shall be able to use the same domain name for ISIM and ISIM-less cases.

The details of how to specify the Domain Name could be discussed. A number of different possibilities exist. Two of them are described below, using the domain name 3gppnetwork.org, MCC = 234 and MNC = 150:

1. mnc.mcc.3gppnetwork.org, example: 150.234.3gppnetwork.org

2. digit6.digit6.digit4.digit3.digit2.digit1.3gppnetwork.org, example: 6.5.4.3.2.1.3gppnetwork.org

Stage 3 work should clarify if optimisations are needed e.g. to minimise number of DNS entries, but approach 1 seems to be straightforward and does satisfy our needs.

Also if the MNC is only 2 digits, e.g. 15 (and the first MSIN digit is "0"):

1. 15.234.3gppnetwork.org

2. 150.234.3gppnetwork.org

3. 0.15.234.3gppnetwork.org

Here it is seen that some optimisation and recommendation could be valuable. It is proposed that approach 1 should be used, as the UE will know from the Administrative Data (EFAD) on the USIM (which is mandatory, see TS 31.102) that the MNC will have two digits. If the UE wouldn't know how many digits the MNC is composed of then approach 3 would have been the best, as the DNS structure could then be optimised.

Also, it may be beneficial to add another level after the 3gppnetwork.org, e.g. "imsi" or something else if there is a desire not to explicitly state "imsi". This would make the use of the domain more future proof and avoid unnecessary checks, e.g. if the first entry is 3 digits etc. The Domain name would then be of the form mnc.mcc.xxxx.3gppnetwork.org, e.g. 150.234.imsi.3gppnetwork.org. The drafted text for 23.003 is currently based on the assumption that no additional level is added.

2.3.2 IMPI

The IMPI is only being sent during the registration phase, i.e. there is no privacy issue by using the whole IMSI as a base for generating the IMPI. The format shall be a NAI as specified in RFC2486 i.e. "user@domain". The "user"-part can be based on the whole IMSI and the domain part can be based on the MCC and MNC part of IMSI together with a new domain name as suggested in chapter 2.3.1 above.

Also, to make it easier to identify (e.g. in the HSS) the IMPI based on the IMSI it could be beneficial to add a string e.g. "IMSI" in front of the user part. The drafted text for 23.003 is currently based on the assumption that "IMSI" is not added in front of the user part, as other parts of this special IMPI can be used to identify it being based on an IMSI.

2.3.3 IMPU

The format of the IMPU shall be a SIP URL as specified in RFC2543 (soon RFC3261), but the IMPU is possibly sent out of the 3GPP operator’s domain. If the IMPU is derived from the IMSI this must not be allowed. As discussed in chapter 2.2 above it is possible to avoid sending from the IMSI generated TIMPU out of the 3GPP network. Also, ciphering can be active between the UE and the RNC, i.e. the IMSI will not be sent in clear text over the air interface. To avoid unnecessary conversions it would be beneficial to use the generated IMPI as a temporary IMPU, i.e. TIMPU.

3 Proposal

The following are proposed:

· It is proposed to send a liaison to GSM Association to ask them to initiate the registration of e.g. "3gppnetwork.org" in IANA or to inform 3GPP if there exists a domain name that can be reused with a next level differentiation based on a service, for example IMSI as described in this document.

· Agree on the companion CR for 23.228

· Recommend the draft text below for 23.003 and send a liaison to CN4 &CN1. The LS will ask CN WG4s to adopt the intention of the draft text for 23.003 and make necessary modification in a CR to 23.003.  CN4 shall also evaluate the impacts on the specs for Cx/Dx interfaces and ensure the changes are made in 29.228 & 29.229. .

· In addition, request CN1 to incorporate the functionality into 24.228/24.229.

Draft proposed text for 23.003 based on the discussion paper N1-020608 from Vodafone:

x.x 
Numbering, addressing and identification within the IP Multimedia core network Subsystem (IMS)

This chapter describes the format of the parameters needed to access the IM CN Subsystem. For further information on the use of the parameters see TS 23.228.

x.x.1 Home Network Domain Name

The home network domain name shall be in the form of an Internet domain name, e.g. operator.com, as specified in IETF documentation.

In case there is no ISIM application, the home network domain name shall be derived from the IMSI as described below in the following steps:

1.
Remove any non-digit characters from the IMSI, leaving a string of 15 or less digits.

2.
Take the first 5 or 6 digits and separate them into MCC and MNC with “.” 

3.
Reverse the order of the MCC and MNC5.
Append the result with “.3gppnetwork.org” 

An example of how it will look is as follows:

IMSI in use: 234150999999999
Where

MCC: 234

MNC: 150

MSIN: 999999999

Home Domain Name:150.234.3gppnetwork.org

x.x.2 Private User Identity (IMPI)

The Private User Identity shall take the form of an NAI (RFC2486) and has the form user@domain. 

In case the IMPI is not known, because of lack of ISIM application, the IMPI is derived from the IMSI.
The following steps show how to build the IMPI out of the IMSI:

1. Remove any non-digit characters from the IMSI, leaving a string of 15 or less digits.

2. Use the result from step 1, i.e. the whole string of digits, as the user part of the IMPI

3.
The first digits of the IMSI, i.e. MNC and MCC will be converted into a domain name, as described in section x.x.1.

The result will be an IMPI of the form imsi@mnc.mcc.3gppnetwork.org. For example: If the IMSI is 234150999999999 (MCC = 234, MNC = 15), the IMPI then takes the form 234150999999@15.234.3gppnetwork.org
x.x.3 Public User Identity (IMPU)

The Public User Identity shall take the form of a SIP URI, see RFC3261.  A SIP URI shall take the form “sip:user@domain”.

In case there is no ISIM application to host the IMPU, a temporary IMPU shall be derived  based on the IMSI as it per IMPI. The "user@domain" part shall then be equal to the IMPI, which is described in chapter x.x.2. That is, the IMPI will be appended to the string "sip:". 

With the same example as in chapter x.x.2 the temporary IMPU will be "sip:234150999999@15.234.3gppnetwork.org".
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