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Introduction

The public WLAN market is a complement to the 3G market, the different functionality, capacity, utilisation, services, coverage, etc. provides a complementary access for the customers depending on their needs at the moment. Different Network Operators (NOs) provide customers with access to different types of networks. For customers it is of interest that their needs can be met with a variety of user equipment and regardless of if the services are provided from different NOs or Service Providers (SPs). This implies that it is desirable for the actors on the communication market to jointly/together be able to provide comprehensive interworking and roaming solutions.  

An interworking solution where the authentication is based on an ICC (i.e. authentication where the ICC is used for protecting the authentication information) possesses a number of good qualities. The intention of this paper is not to argue against ICC based authentication. The ambition is to point out the need for an alternative, coexisting solution and to define the related requirements. 

Considering market aspects, it is extremely important for the operators not to exclude any potential customer due to that their terminal is not equipped with an ICC card reader. GSM Association are discussing related issues, please see [1].

 In S1-020757 technical alternatives to an ICC based authentication solution is presented and discussed.  

ICC considerations

In the world of data- and telecommunication there are a large number of authentication procedures. These procedures include different user equipment and puts different requirements on the infrastructure. An example is the 3GPP system that relies on ICC based solutions when granting a user access to the network. However, for an interworking scenario it is valuable for an operator to be able to offer a more flexible solution that is not dependent on terminal hardware such as an ICC card reader. 

There are estimates indicating that more than 75 millions terminals with WLAN interface will have been sold in Western Europe by 2006 [2]. A vast majority of these terminals will not be equipped with an ICC card reader. 

Reasons for offering a more flexible authentication solution when accessing a WLAN network:

· There is a big, growing market of terminals with WLAN interfaces but without ICC readers. These might all be a part of the potential market for the WLAN-3G interworking solution.

· Some customers of the 3G/WLAN operator may only want to access the WLAN network. In other words, if the operator has to provide ICC based authentication for all users, the type of terminals that the potential customers can use will be limited.

· A solution without ICC provides higher flexibility regarding the possibilities to add other terminal types to the interworking solution.

Conclusion

Considering the above reasons, we conclude that standardised interworking solutions must include a coexisting authentication to the ICC solution. To allow this to be considered by SA2 it is proposed that the marked text is inserted in TR 22.934 v1.0.0, clause 6.3.3:
6.3.3 Security

The level of security of the 3GPP system shall not be compromised by deployment of the 3G –WLAN interworking system.

Access control for users accessing WLAN shall have the same level of security as 3GPP system authentication procedure.

It shall be possible to provide a complement to the authentication solution where an ICC is used for protecting the authentication information.
Abbreviations

ICC

IC Card

NO

Network Operator

SP

Service Provider

WLAN

Wireless LAN
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