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Introduction

The liaison statement from SA-2 (S2-02 0850) requests clarification concerning the “role and trust model considered (i.e. who owns and operates the WLAN access network and what is the trust relationship between the WLAN operator and the PLMN(s) involved in providing the service).  In addition SA-2 requests clarification of “the impact of environments on the scenarios identified by SA1”.    

The draft TR22-834 “Feasibility Study on 3GPP system to Wireless Local Area Network (WLAN) Interworking” deals with some general deployment, environment and usage scenarios in section 4.  It would be advantageous if the questions raised by SA-2 were clarified in the TR and requirements given in section 6. 

Proposal

It is proposed that the following text (excluding editor’s notes), outlining answers to the questions posed by SA-2, be included in the TR in a suitable section.  This is suggested to be with the addition of a new sub-section 6.1.1.  This text may also form the basis for a reply to the SA-2 liaison query.  

6.1.1 Ownership, deployment and trust considerations

Editor’s Note – The following text relates to the SA2 question concerning the role and trust model considered (i.e. who owns and operates the WLAN access network and what is the trust relationship between the WLAN operator and the PLMN(s) involved in providing the service). 
6.1.1.1 Ownership 

Ownership of the WLAN access network to be interworked may be one or more of the following classes – 

(1) A 3GPP system operator (this operator may be either the same as the owner of the interworked 3GPP system, or a different 3GPP system operator);

(2) An entity providing WLAN access in a local area (i.e. building manager or airport authority) but who is otherwise not a public network operator.  In this class it may be considered that a primary purpose of the WLAN operations is to provide WLAN interworking; 

(3) A business entity that may be providing a WLAN for its internal use that also wishes to allow interconnection, and possibly visitor use, for some or all of their WLANs.  The entity may have more than one WLAN in operation in a location and some of these may be interworked to 3GPP systems and some are not interworked.  In this class it may be considered that the primary purpose of the WLAN operations is for its own business and WLAN interworking is a secondary consideration;

(4) An entity, most likely an individual, with an interworked WLAN access point.

This is not intended to be a restrictive list but rather illustrative of possibilities, there are many possible combinations.  

It is a prerequisite for interworking that the WLAN owning entity must enter into an interworking agreement with one or more 3GPP system operator and the WLAN must include technical capabilities to support the interworking.  

The specifications shall allow the interworking between 3GPP systems and all classes of WLAN ownership and shall not restrict the general ownership of WLAN systems or unduly constrain the interworking agreements.   

6.1.1.2 Deployment 

Some interworked WLAN may be “stand-alone” (e.g. not connected to networks other than a 3GPP system).  However, it is to be expected that, most typically, the WLAN will be connected to the general internet in addition to the 3GPP system.  This internet connection may be used, for example, to provide an internet access service to the WLAN users independently of, or in concert with, the 3GPP system interworking. 

The Interworked WLAN may be a single WLAN access point or it may include a local area network (i.e. 802.2) with a combination access points, routers, firewalls, servers and connections to other public and private networks.

There may be more than one WLAN deployed in any area.  These may have co-coverage, adjacent or non-adjacent (non-continuous) coverage.  Some or all of these may be interworked, with one or more of 3GPP systems.  Note that if the WLAN is connected to the general internet, or other communications networks, the interworking agreement need not be with a 3GPP system providing coverage in the same area. 

The specifications shall allow the interworking between 3GPP systems and many deployments of WLANs and shall not restrict the general deployment of WLAN systems.  

6.1.1.3 Trust model

The trust model between the WLAN and the 3GPP system may be considered to have three levels - 

(1) The WLAN may be completely untrusted by the UE and the 3GPP system.  That is, all measures for security and authentication interworking must be provided by each of the interworked 3GPP systems with consideration for the untrusted network between the UE and the 3GPP system.  This is likely the level for ownership class (4).  

(2) The WLAN may be partially trusted by the UE and the 3GPP system.  That is, the WLAN may include trusted server(s) that look after aspects of security and authentication interworking with the 3GPP systems (e.g. 802.1x, 802.11i).  However, the 3GPP system may still need to take protective measures (e.g.  “firewall”) to guard against threats from the WLAN.  This may be needed, for example, as a consequence of the WLAN access to the general internet.    This is likely the level for ownership classes (2) and (3).

(3) The WLAN may be fully trusted by the UE and the 3GPP system.  That is, the WLAN may either be isolated from the Internet (and other networks) or protected with internal servers and firewalls sufficient to preclude security threats to the 3GPP system.  This is likely the level for ownership class (1).

Security threats may be, for example, from rogue WLAN terminals that attempt to access 3GPP system services from WLAN radio access points, by mimicking legitimate terminals.  Other threats may occur from terminals connected to the WLAN, or subtending via the Internet, that may attempt to access 3GPP system services or the 3GPP system network.  There may also be denial of service attacks in which rogue terminals block legitimate access to the WLAN service through a multiplicity of incoming service requests.

The specifications shall allow the interworking between 3GPP systems for all levels of trust.  The interworking agreements may be used to establish the degree of trust between the WLAN and the 3GPP system operators.  There may be a different level of trust between a WLAN and each of its interworked 3GPP Systems and similarly the 3GPP system may interwork with multiple WLANs with different degrees of trust.

6.1.1.4 Scenarios 

Editor’s note - The following text relates to the SA2 question concerning what is the impact of environments on the scenarios identified by SA1?

The standards should support the various ownership, deployment and trust levels for all the scenarios for interworking (see section 5).  However, standards for all possibilities may be impractical and unnecessary.  As an example, it may be unnecessary to provide seamless services (scenario 5) for an untrusted WLAN.  

The following table summaries the practical combinations (the most likely possible interworking scenarios) that should be considered relevant for standardisation. The table entries are initial suggestions that may require further discussion or explanation.

	
	Trusted (level 3)
	Partial trust (level 2)
	Untrusted (level 1)

	Ownership Class 1  (e.g. PLMN)
	Scenarios  1 - 6
	Scenarios 1 - 6
	Not applicable

	Ownership Class 2 (e.g. local entity)
	Scenarios  1 - 6
	Scenarios 1 - 6
	Scenarios  1 - 4

	Ownership Class 3 (e.g. business entity)
	Scenarios  1 - 5
	Scenarios 1 - 5
	Scenarios  1 - 2

	Ownership Class 4

(individual)
	Scenarios  1 - 4
	Scenarios 1 - 4
	Not applicable
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