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6.4
Target UE Subscription

6.4.1
Privacy Subscription Options

It shall be possible for a Target UE Subscriber to subscribe to various types of privacy classes. The default treatment in the absence of the information to the contrary in the Target UE Subscription Profile shall be to assume that access is restricted to all LCS Clients (unless using privacy overriding, or otherwise overridden by local regulatory requirements). 

Privacy Attributes consist of:

Codeword:  an additional level of security that may be set by a Target UE user to determine which Requestors are allowed to request location information;

Privacy Exception List: determines which LCS Clients and classes of LCS Clients may position a Target UE; 

Service Type Privacy: determines whether the service type allows the LCS Clients to get the position of a Target UE;

Privacy Override Indicator: determines applicability of the Privacy Exception List.

6.4.2
Codeword
It shall be possible for a Requestor and an LCS client to request location information by indicating a Codeword associated with the Target UE user. The codeword may be either checked by the Target UE/user or by any entity in the network. In the former case, the codword supplied by the requestor and forwarded by the LCS client with the request shall be forwarded to the TargetUE/user for verification and acceptance. In the latter case, the ordinary codeword, orinformation necessary to verify the signed codeword (public key), shall be registered by the Target UE subscriber in advance. A comparision of the codeward sent by the requestor and the registered codeword shall be performed. A location request shall only be accepted if this comparision is successful. In the case where the Target UE/user does not check the codeword, the codeword need not be sent to the Target UE/user.  In the case where the codeword is checked by the Target UE/user, the Target UE subscriber need not register the codeword in advance.
The codeword can contain an authorization token (digital signature) or the codeword can be issued as a time-dependent or usage limited codeword, which is signed with the subscriber’s private key.  The digitally signed codeword (token) may include:

· the codeword number (identity of the unique codeword)

· the source of the codeword (identity or alias of target mobile subscriber or user)

· which requestor or LCS client is being authorized (identity, alias or public key)
· the validity period of the authorization
· number of allowed usage attempts
The usage limited codeword is only accepted a defined number of times (e.g. once) by the LCS server. The codeword may contain the aliases both for the requestor and for the target mobile. In case the codeword contains real identities, it shall be encrypted so that only the LCS server can decrypt it.
For example in the scenario where the mobile user wants to allow an LCS client to learn his location in order to recommend the closest e.g. restaurants:

· the target mobile user includes the LCS client’s public key in the "signed codeword" issued by UE to the LCS client
· the LCS client has to include the the "signed codeword" received from the UE  in its location request to the LCS server

The other privacy settings should also be checked even when the codeword has been checked.

The Target UE Subscriber may register multiple codewords for multiple requestors.  Once the codeword has been set and properly distributed, the Target UE user would be protected against location requests from third parties, which do not know the appropriate codeword. 

It should be possible for a Target UE subscriber to enable and disable codeword checking. 
The codeword is applicable to the value added services only.
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