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Introduction

This contribution describes a possible improvement to the Codeword functionality using authorization tokens and introduces anonymous target mobile subscribers and anonymous requestors. 

Proposal

It is proposed to improve the codeword concept in 22.071 as described in the CR in S1-020xxx and to introduce the anonymous target and requestor in TR 22.071 as shown in the CR in S1-020949.

Discussion

Authorization Tokens

When a mobile subscriber wants to use an LCS client application, the LCS client must first be added to the subscribers profile in HLR/HSS. In addition the LCS client needs to have a contract with the home PLMN operator. This is quite demanding for the subscriber and may cause much overhead for the operators involved. Sometimes the resulting benefit is quite low e.g. for roaming subscribers that use a foreign LCS application only once. Sometimes it may not even be possible to add the LCS client in HLR, especially if HLR/HSS is the only entity that keeps such information. 

As one solution the target mobile user could share the codeword with the LCS client and the LCS client could use the codeword to authorize its location request for this mobile. There are drawbacks in this solution, as it is difficult for the user to keep track of the codewords. Another drawback of using codeword is the difficulty in updating and revocating the codeword. An example would be the situation when a user already has distributed his codeword to 40+ entities and then discovers that the codeword has leaked out to unwanted persons. A more flexible method is proposed to provide an easy, one-time authorization of a specific location request, where there is no need to add the LCS client in HLR or GMLC. 

A solution for a single-session authorization can be provided with authorization tokens (digital signatures) or time-dependent or usage limited (e.g. one-time) codewords. The codeword should be signed with the subscriber’s private key.  The digitally signed codeword defines who issues the authorization, who is being authorized, the validity period of the authorization and which codeword is being used (unique codewords). The signed codeword may also contain the public key of the requestor or the LCS client.

The usage limited codeword is only accepted a defined number of times (e.g. once) by the LCS server.

The authorization token concept can be combined with the anonymous alias, which is described below. With this combination the LCS client can use an authorization token (codeword), which includes the alias information, in the location request.

For example in the scenario where the mobile user wants to allow an LCS client to learn his location in order to recommend the closest e.g. restaurants:

· the target mobile user includes the LCS client’s public key in the "signed codeword" issued by UE to the LCS client

· the LCS client has to include the the "signed codeword" received from the UE  in its location request to the LCS server


Authorization codeword is proposed to be added in 22.071, see the CR in S1-020xxx.

Anonymity
For enhanced privacy the subscriber’s true identity (e.g. MSISDN) can be hidden and replaced with an alias that is used as a permanent or temporary identity of the subscriber. The user of the terminal may provide the LCS client application with the alias when the user invokes a request for a location-based service. The LCS client will use the alias as an identifier for the target mobile instead of the true MSISDN identity. The LCS server shall use the same alias in its response to the LCS client.

It should also be possible to use an opaque identity for the requestor. In this case the LCS client would indicate the requestor alias instead of the real requestor identity in the location request. The target mobile user should be able to recognize the requestor alias in order to approve the location request.

If anonymity and digitally signed codeword is used at the same time, it should be noted that the digital signature is vulnerable to reveal the subscribers true identity in case the subscribers public key is shared with anyone else than the UE and the LCS server. If the codeword includes real identities, the signed codeword have to be encrypted, so that only the LCS server can decrypt it. 

It is noted that a permanent alias could be termed “pseudonymous” or “a pseudonym” and a temporary alias could be termed “anonymous (identity)”.

Anonymity is proposed to be added in 22.071, see the CR in S1-020949.

