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Introduction:

Further revisions to GSM Association’s WLAN Task Force Liaison Statement to the 3GPP SA1 WLAN Sub working group meeting in Saalfelden, Austria,  11-15th Feb 2002, and Sophia Antipolis France April 8th 2002 we have produced a revised contribution for the section entitled 6
Service Requirements in TR.22 and added the following to 6.3.2 Access Control and 6.3.3 Security.

· 6.3.2.1 Authentication

· 6.3.2.2 SIM-based authentication

· 6.3.3 Security

· 6.3.3.2 Maintenance of Security aspects for WLAN

· 6.3.4 Roaming aspects

· 6.3.4.1 WLAN Roaming

6.3.2 Access Control

Access control for a 3GPP system subscriber accessing the WLAN -3GPP system interworking service shall be provided by the 3GPP system.

Successfull 3GPP system based access control is a prerequisite for usage of the WLAN – 3GPP interworking service.

It shall be possible to reuse existing UICC cards, containing the SIM/USIM, for the access control.

Editor’s note: Additional methods of access control could be defined in the future.

3GPP compatible access control for users accessing WLAN may:

· reuse  existing 3GPP permanent subscriber database (e.g. HLR)

To be WLAN compatible one major characteristic is assumed:

· Reuse of the standard WLAN radio interface mechanisms for authentication interworking with 3GPP compatible access control

6.3.2.1 Authentication

Authentication procedures shall be able to prohibit user session establishment (and hence subsequent radio and network  resource allocation) prior to successful authentication, 



6.3.3 Security

The level of security of the 3GPP system shall not be compromised by deployment of the 3GPP –WLAN interworking system

Access control for users accessing WLAN shall have the same level of security as a 3GPP system authentication procedure.

The following objectives were identified in relation to user security features for 3GPP:

· User anonymity

· Authentication 
· Encryption
· Integrity

· Strong security for authentication  data

The following objectives were identified in relation to network operator security features for 3GPP systems:

Features:

· Establish basis to trust other network operators

· Maintain Roaming Agreement principle for WLAN interworking
· Allow 3GPP and WLAN Network Operators to use their own security algorithms

· Avoid transporting sensitive information related to inter-operator roaming over insecure networks. 
· Avoid (detect and/or block) fraudulent user ambiguity (use of same subscription in multiple locations and/or sessions)

Editor’s note: Contributions are welcome about user data confidentiality
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� Although it was not identified during the meeting, key exchange should also be considered
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