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Introduction

The Phoenix SWG WLAN meeting discussed the need to access 3G networks through WLANs in the interworking scenario based on UICC, as stated in doc S1-020248 from Nokia. The group decided “to mention in the text that the solution proposed by Nokia is only one of the option and that other solution should not be precluded as long as the security requirements are met”. 

From Telecom Italia’s perspective, the interconnection of WLAN to 3G networks reflects the desire to improve the capability of the 3G network operators to offer high bit rate services in some limited area, i.e. within the hot spot area, and to enrich user experience giving the UMTS subscriber the opportunity to access services also through a general IP connection.

WLAN-3G network interworking worked out by 3GPP implies that the WLAN should be considered as an extension of the mobile radio access network.


The WLAN can also be used by fixed network operators to give access to internet service without using the UICC card, but in this case the WLAN is not interconnected to the 3G network. So this is out of the scope of 3GPP.


Taking into account the above considerations, we conclude that UICC is strictly required to access 3G networks through interconnected WLANs, therefore we submit the following proposal. 

Proposal

It is proposed that the chapter 6 and 7 of the TR are updated according to the discussion above in this contribution as indicated below (Only relevant subchapters shown):

6 Service Requirements

6.2 
Interworking Scenario 2 

6.2.5 Terminal Aspects

Editor’s note :Defines high-level requirements on the types of terminals to be considered.

3GPP compatible access authentication requires existence of similar level of security for the authentication related functions within user equipment that exists also in 3GPP user equipment. 

The user authentication procedure shall be based on a UICC card containing SIM or USIM application in the UE.

6.2.6 Naming and Addressing

Editor’s note :This section provides the requirements on the identity of the users accessing the connectivity service and the addressing of the devices considered when accessing such connectivity service.

6.2.7 Charging and Billing

Editor’s note :Defines the operational requirement regarding charging and billing
6.2.7.1   Offline charging support

Offline charging shall utilise the existing 3GPP system Charging Gateway, i.e. WLAN charging shall be based on charging records delivered to 3GPP Charging Gateway.

6.2.8 Lawful Interception

Editor’s note : Defines the compliancy to national legislations with regards to Lawful Interception.

7 System Features for Interworking

Editor’s Notes : Identifies and describes the System Features (new3GPP  functionality) needed for realising the identified Interworking scenarios which requirements are set in chapter 6. Examples of features may be common access control, access to IMS from WLAN etc...

7.1 3GPP System Based Access Control

This feature provides 3GPP compatible means for authenticating  users accessing  WLAN access network. 

3GPP compatibility indicates that the following major characteristics are assumed:

· reuse of existing 3GPP permanent subscriber databases (HLR)

· reuse of existing UICC card containing SIM or USIM application in the UE

· reuse of existing inter PLMN signalling to access user databases in case of roaming

· provide similar level of security as normal 3GPP system authentication

To be WLAN compatible one major characteristic is assumed:

· reuse of the defacto WLAN radio interface mechanisms for authentication interworking with 3GPP compatible network access control.

This feature realises following functionality:

1. MT providing its identity to a logical WLAN Access Control entity called here WLAN Authentication Entity

2. Retrieval of user authentication  information from 3GPP user database (HLR) to WLAN Authentication Entity

3. Authentication signalling between a WLAN Authentication Entity and Mobile Terminal 

4. Access Authorisation / Access Denial indication from WLAN Authentication Entity to  WLAN Access network and further to Mobile Terminal 

