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Please find attached a Liaison Statement from the GSM Association to 3GPP SA1.
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Liaison Statement

FROM:
WLAN & Bluetooth Task Force

To:

3GPP SA1

Subject:  
3GPP TR.22

Date:  
Feb 5th 2002  

_________________________________________________________________

The GSM Association recently created a Task Force to study Wireless LANs, to gather the views of it’s members, with a primary focus on roaming between GSM networks (GPRS/EDGE/3GPP) and WLAN networks/access systems.

The Task Force has spent some time preparing a Draft Permanent Reference Document (PRD) titled “WLAN/GSM Roaming User Scenarios”, focussing on the User/Operator perspective.

The members of the WLAN Task Force believe that some of the material developed may be of interest to 3GPP SA1, particularly in respect of the current drafting work on 3GPP-TR.22.

Several sections from the draft PRD are attached to this Liaison Statement. The following table summarises where we believe our contributions may help:

	WLAN Draft PRD section (attached)
	Relevant 3GPP TR.22 section(s)

	5
	Network Coverage Scenarios
	Section 5? – may be useful to promote discussion on service aspects

	6
	User Scenarios
	Section 5?

	7
	General Service Aspects
	Section 6?

	8
	Security Objectives
	Section 6?

	Appendix 1
	Abbreviations & Acronyms
	May be useful for section 3?


Please note that within our document we have used the term “GSM” as a shorthand for GSM/GPRS/EDGE/3GPP unless specifically stated in the text.

We have briefly reviewed “3GPP-TR22.xxxV0.0.1_NOK.doc”, but have not had a chance to prepare a detailed line-by-line proposal for modifications to the document. 

The WLAN Task Force intends to arrange for submission of this Liaison Statement to the next 3GPP SA1 meeting in Saalfelden, Austria, from 11-15th Feb 2002.

Contact Marcus Taylor of the GSM Association (mtaylor@gsm.org) for any further information.

Network Coverage Scenarios

The figure below illustrates a range of overlapping coverage areas. Different user scenarios can be identified by different trajectories through the coverage areas. It is proposed to describe a number of user scenarios based on the above figure.


[image: image1]
Assumptions: WLAN1 operated by GSM-H(HPMN); WLAN2 operated by GSM-V(VPMN); WLAN3 independently operated

	
	Description
	WLAN Coverage
	GSM Coverage

	1
	Switch on
	No coverage
	No coverage

	2
	Single network WLAN coverage 
	Coverage only available from WLAN1
	No coverage

	3
	Overlapping GSM & WLAN coverage
	Single network coverage
	Home network coverage

	4
	Single network GSM-H coverage (HPMN)
	No coverage
	Home network coverage

	5
	Multiple networks GSM coverage
	  “          “
	Coverage from home network and one other operator

	6
	Single network GSM-V coverage (VPMN)
	“          “
	Coverage from visited network only

	7
	Overlapping GSM & WLAN coverage
	Coverage only available from WLAN2
	Coverage from visited network only

	8
	Multiple networks WLAN coverage
	Coverage available from WLAN1 & WLAN2
	No coverage

	9
	Multiple networks WLAN coverage
	Coverage available from WLAN1 & WLAN3
	No coverage

	10
	Single network WLAN coverage 
	Coverage only available from WLAN3
	No coverage


Table 1 - Description of User States

5. User Scenarios

This document focuses on Public WLAN scenarios, but many of the concepts can also be applied to the Private WLAN environment.

Four main user/network scenarios are recommended for review
 :

1) SIM-based roaming: GSM subscriber roams onto a Public WLAN operated by his GSM Operator

2) SIM-based roaming: GSM subscriber roams onto a Public WLAN operated by another Operator who has a roaming agreement with his GSM Operator

3) Username/password based roaming: GSM subscriber roams onto a Public WLAN operated by his GSM Operator

4) Username/password based roaming: GSM subscriber roams onto a Public WLAN operated by another Operator who has a roaming agreement with his GSM Operator

Although these user/network scenarios focus on roaming from the GSM Network Operator’s network(s), clearly roaming can be bi-directional, i.e. from Public WLAN Operators to GSM Networks, if roaming agreements exist.

In terms of the user service scenarios, it is envisaged that the user will have access to the same set of services, irrespective of access type. Service scenarios may include access to a range of different services, including:

· Access to corporate Intranet services;

· Access to operator walled garden services; and

· Access to the public Internet.

Session continuity  (a phase 2 work item) would then allow seamless access to these services across different access types.

5.1. Target User Experience

In each of these user/network scenarios, the target user experience is the same whether the user transitions to the new state from a previous state or whether he turns on his wireless LAN client. These user experiences are summarised in the following table and assumes the user is primarily seeking data connectivity
:

	
	Description
	User Interface
	Comments

	1
	No coverage
	Dial-up networking client (or equivalent), shows “no network connection”
	

	2
	Single network WLAN coverage 
	In automatic mode, equipment automatically attempts registration / authentication / encryption, and updates network connectivity icon appropriately. 

In manual mode, notifies the user via the icon that network connectivity may be possible
	In manual mode, icon/gui may regularly update to show whether network connectivity may be available

Security icon may be displayed - similar to “padlock” icon in MS Explorer.

	3
	Overlapping GSM & WLAN coverage
	In manual mode, user should be made aware that other radio technologies are now available. (User can then choose whether he wants to see this message again in the future?)

In automatic mode, behaviour depends on the preferred mode (set by the user, network, location or context). Options are GSM Preferred or WLAN Preferred.
	Need to consider interaction of Circuit Switched services (voice and data) with the packet side of the user equipment. For example for devices that cannot support voice at the same time as WLAN packet access, GSM Preferred automatic mode selection may be more attractive.

	4
	Single network GSM coverage (HPMN)
	In automatic mode, user equipment, changes to GSM air interface. Registration / authentication / encryption are performed as required.

Update of Security icon if security level is modified.

Update of Charging policy if modified
	Presumably change  state of “network connectivity icon” to indicate a change in data rates

Review Network Connectivity / Security / Charging policy “status” and consider means of notification, which could be via icons. Users could then specify which status indicators they are interested in, and how they would like them to be displayed

	5
	Multiple networks GSM coverage
	Network selection is covered by GSM standards
	

	6
	Single network GSM coverage (VPMN)
	Network selection is covered by GSM standards
	

	7
	Overlapping GSM & WLAN coverage
	Same as (3) with notification of WLAN roaming
	Do we need to discuss timers, at least in general terms, to discourage “flip-flop” between networks in fringe coverage areas?

	8
	Multiple networks WLAN coverage
	Not covered by standards; In automatic mode, connectivity is established via preferred network settings 

In manual mode user is notified of available networks
	Promote some of the concepts from GSM roaming – e.g. preferred networks, methods to reduce “flip-flop”….

	9
	Multiple networks WLAN coverage
	Same as (2)
	

	10
	Independent WLAN
	User is notified of available coverage; experience dependent on relationship between WLAN3 and GSM HPMN
	This is included because roaming does not depend on existing roaming agreements between GSM operators


Table 2 - Target User Experience

5.2. User Scenario 1

SIM-based roaming: GSM subscriber roams onto a Public WLAN operated by her GSM Operator.

Nicola travels internationally on work. Her laptop computer has two data cards – one supporting GPRS and the other supporting 802.11b. Both cards have a SIM card, and both are associated with the same GSM network operator.

Her laptop continues to work securely on GSM networks (2.5G and 3G) and Public WLAN networks operated by her GSM network operator in different countries without requiring any configuration.

5.3. User Scenario 2

SIM-based roaming: GSM subscriber roams onto a Public WLAN operated by another Operator who has a roaming agreement with her GSM Operator.

In this scenario, Nicola’s laptop continues to work securely on GSM networks (2.5G and 3G) and Public WLAN networks that have a roaming agreement with her GSM network operator in different countries without requiring any configuration.

5.4. User Scenario 3

Username/password based roaming: GSM subscriber roams onto a Public WLAN operated by his GSM Operator.

Nicholas travels internationally on work. His laptop computer has two data cards – one supporting GPRS and the other supporting 802.11b. Only his GPRS card has a SIM card.  His WLAN connections are authenticated using a username/password mechanism.

His laptop continues to work securely on GSM networks (2.5G and 3G) and Public WLAN networks operated by his GSM network operator in different countries without requiring any configuration.

5.5. User Scenario 4

Username/password based roaming: GSM subscriber roams onto a Public WLAN operated by another Operator who has a roaming agreement with his GSM Operator.

In this scenario, Nicholas’ laptop continues to work securely on GSM networks (2.5G and 3G) and Public WLAN networks which have roaming agreements with his GSM network operator in different countries without requiring any configuration.

General service aspects

5.6. Roaming Service 

Traditional GSM Roaming is defined as the ability for a cellular customer to automatically make & receive voice calls, send & receive data, or access other services, including home data services,  when travelling outside the geographical coverage area of the home network, by means of using a visited network.  Roaming is technically supported by mobility management, authentication and billing procedures. Establishing roaming between network operators is based on – and the commercial terms are contained in – Roaming Agreements.

GSM Roaming, which involves roaming between GSM networks, offers the convenience of a single number, a single bill and a single phone with worldwide access to over 168 countries.  The convenience of GSM Roaming has been a key driver behind the global success of the GSM Platform.

A broad aim for WLAN/GSM is to extend this same ease of use into another technology area.

5.7. Network Selection

The broad aims of GSM Network Selection
 have been to:

· Maximise availability of networks to the user

· Support both manual and automatic network selection

· In the case of automatic network selection:

· Prioritise the Home network

· Allow the operator to define a preferred list of networks (this is necessary to be leverage roaming agreements and provide the lowest cost service to the customer possible).

· Avoid unnecessary “flip-flop” between networks, through the use of suitable timers

· Provide charging notifications to the user

It is recommended that similar concepts are developed for WLAN network selection.

It is noted that through discrimination of the SSID values being transmitted by the available access points, the user can determine which of available networks is the one they wish to use.  It is also conceivable that a function similar to the preferred PMN list could be implemented into a Wireless LAN smart client.  This area is For Future Study.

5.8. Device Interoperability between GSM and WLAN

Devices capable of interoperating with both GSM and WLAN technologies may improve ease of use. Device interoperability and design will be determined by a number of requirements including the form factor, SIM card capability, antenna design and power management. These requirements are outside the scope of this document, but are included to highlight some of the issues to the reader and for consideration in future versions of this document.

5.9. System recognition

Integrated devices should be capable of recognizing the range of air interface options available, and communicating these choices to the end user. The IEEE 802.11 standard supports SSID functionality. SSID is a network identity sent in “text” over 802.11 radio interface (e.g. Sonera, or numerical representation of the E.212 mobile network code / country code). This information can be used when system recognition and network selection takes place.

5.10. Session continuity (Phase 2)

Integrated devices should be capable, with suitable network support, of maintaining a session as the communication path is transferred from one air interface technology to another. There is a need to standardize such a feature (e.g. by 3GPP). The first priority is interoperability between 802.11 and GPRS. Session continuity would require a mechanism that interoperates with the Access Point Name (APN) functionality.

Interoperability considerations also include the need to consider access from within different subnets of the same corporation.

Some implementations may be able to maintain an active connection over two radio access technologies.

5.11. Access Point Options (see Error! Reference source not found.)

Where a WLAN access provider supports a number of visitor access options (local service, tunnel service and/or session continuity), a subscriber may require the capability to request a certain option, e.g., the ability to indicate to the WLAN access network that a session continuity service is required by the user.

Where a WLAN access provider supports only a subset of the access point options, it may be required for the WLAN access provider to reject subscriber access for those options not supported, e.g., the ability to reject a user request for a tunnel service when the access provider does not support such a service back to the HPLMN.

Where a home service provider has a business relationship with a WLAN access provider that supports  a subset of the access point options, it may be required for the WLAN access provider to indicate to the HPLMN the selected option, allowing the home network to reject subscriber access for those options not supported by the home service provider or the users subscription, e.g., a HPLMN is able to reject a user request for local access when the HPLMN requires all user traffic to be tunneled back to the home network.

5.12. Maintenance of Security aspects

User security should be maintained. Any change in security policy should be notified to the user. 

Re-using SIM functionality in a standardized way for mutual authentication and key exchange is the most desired solution. This solution should be standardized e.g. by 3GPP. However, one should not restrict the use of intermediate solutions applying username/password as an access authentication, and possibly key exchange method.

5.13. Charging notification

If the charging principles change for the user, for example moving from an environment which is not charged according to the volume or duration of the call into one that is, the user should have the ability to be notified of such changes.

It is recommended that charging records exchanged between operators for roaming customers are based on the use of the Call Detail Record (CDR) currently used for GSM Roaming, with standards-based modification where required.

5.14. Authentication

Authentication procedures shall be able to prohibit user session establishment (and hence subsequent radio resource utilization) prior to successful authentication, e.g., similar to GPRS Non-Transparent PDP context whereby a user needs to be authenticated prior to an IP address being allocated.

Whilst early deployments of WLAN are not expected to include the support of session continuity (i.e., seamless handover between GPRS and WLAN), the authentication procedures should be defined so as to be transparent to such techniques.

5.14.1. SIM-based authentication

In this case, the authentication, and possibly key exchange, is/are performed automatically, based on a challenge/response mechanism similar to that used for conventional GSM mobile communications. See later section in this document for a brief review of methods to access SIM card data. Classical GSM authentication must be upgraded to achieve mutual authentication.

5.14.2. Username/Password based authentication

The following user scenario narrative assumes use of commonly deployed methods of "user" authentication.  Browser based authentication, utilizing RADIUS AAA and user credential entry is assumed.  The following description assumes that no software, other than an internet browser is required for user authentication.  Protocol signalling based methods such as 802.1x with EAP are acknowledged but not yet addressed in this section.  

User selects available WLAN network through client software.  User opens the internet browser on the device.  The browser is redirected to local service providers greeting page via HTTP hijacking.  This page prompts the user to provide user credentials to be used for authentication.  The credentials are of the form username@domain .  If user is a direct customer of the local service provider, which would be true in this scenario, then domain name may not be required as part of user credentials.  User credentials will be analysed and forwarded via a proxy relationship between the serving system AAA environment and the home system AAA environment.  For this scenario where the Wireless LAN service provider and the Home provider are the same company, the AAA environment could be shared.  Location of the home system AAA environment is resolved by translation of the username@domain information. 

Once authenticated, the user will be routed to a start page that is provided by the Home network service provider.  Specific URL information for the home start page is provided to the serving system via authentication messaging (RADIUS protocol will likely be modified/extended with vendor specific attributes VSA, to support this type of information transfer between home and serve systems).  The start page also provides the service provider with an opportunity to advise the user of charging rates that will apply during the session.  If a home system start page is not specified, then the user is routed to the URL configured as the home page in the user’s browser.  To end the session (explicitly), the user is given the option on the start page to logoff.  Once logoff is executed the user may also receive a logoff confirmation pop-up screen.  Lack of activity logoff (implicit) will be executed if system does not sense user activity within N minutes.

Without session continuity, the services may need to be re-established when moving between access techniques, which may require the user to re-enter user name and password details.  With session continuity, the user would ideally have seamless access to his/her services while moving between access techniques, though if using a browser-based solution, there may be a need for user intervention when moving from GSM to WLAN access. 

5.15. Interworking issues with GPRS Access Point Name functionality

It is expected that the first WLAN/GPRS roaming systems deployed will not offer seamless mobility between the two access schemes. Hence, for such early deployments, there are several options for assignment of IP addresses to the WLAN end device, which need to be considered.

Note, within current GPRS/3GPP definitions, the GTP protocol and GPRS procedures are used to:

· decide whether the user will be allocated an address from a subnet in the visited network or under the control of the home network, (GGSN selection, e.g., allowing local SIP services but not remote portal services)

· select on which logical interface they egress the network and hence whether the subnet can correspond to a corporate network (e.g., APN routing of traffic to/from a VLAN or PVC which connects to a corporate)

There are several issues related to providing the above functionality for WLAN access where there are no definitions for APN or PDP context. The issues include:

1. Policy control by the subscriber owner (HPLMN) over the allowed subnet (egress)

2. User selection of the subnet (egress) where the subscriber owner allows multiple egress points.

3. When the subnet belongs to the visited network, then there may be chargeable events happening in an environment outside the control of the home operator. 

4. Where the home network is able to allocate different subnets according to subscription, e.g., if a home network supports 2 APNs to two different corporates with overlapping address spaces, how is this addressing handled in the visited network.

Looking at the requirements to meet these issues then

Requirement1: there needs to be an exchange of information corresponding to whether the user is allowed to be allocated an address from a local subnet in the visited network. In this case, local portal services can then optionally include the presentation of a link to be able to access home portal services.

Requirement2: Information transferred from host to network needs to be analysed for suitability of choice criteria, e.g., realm information could be used for inferring selection @local, @home, @corporate.

Requirement3: If the subnet for addressing is associated with the visited network and egress is allowed in the visited network, there may be a requirement for subscriber control, e.g., replicating CAMEL type functionality.

5.16. Addressing 

In terms of addressing, when the access point options offer exclusive local services, the IP address allocated to the end station will correspond to a subnet from the WLAN access network.

When using the “Visitor Access, Tunnel Service” access point option the home operator can apply the same level of control to subscribers roaming onto the WLAN as when the subscriber roams onto their home network.

Hence, for the “Visitor Access, Tunnel Service”, the home operator needs to be able to allocate an IP address to the subscriber Since the visited network does not control the type of address allocated by the home network, Network Address Translation may be required.

5.17. Accessing SIM Card Data

One objective is to minimize complexity of administration for authentication and billing. One approach to this is to use the SIM card.

Several options have been identified for discussion including:

1) Dedicated SIM card reader within the WLAN card

2) USB SIM Card reader

3) By WLAN device communicating with SIM card in phone (e.g. via Bluetooth or IrDA port)

4) Storing SIM card Data securely in software on the device (implementing a “Virtual SIM”). In this case the solution would have to meet the objective “Strong security for Smart-Card data. Extra security could be provided by segmenting IMSI ranges to restrict the service such devices could access.

Each of these should be considered in conjunction with the section on Security objectives.

Security objectives

Initial analysis by the GSM Association’s Security Group has identified the following Security Objectives:

5.18. Maintain / Improve user security objectives

The following objectives were identified in relation to user security features:

· User anonymity

· Authentication (preferably mutual)

· Encryption

· Integrity

· Strong security for Smart-Card data

5.19. Maintain / Improve (GSM) network operator objectives

The following objectives were identified in relation to network operator security features:

· Avoid need to trust other network operators

· Maintain Roaming Agreement principle

· Allow GSM Network Operators to use their own security algorithms

· Avoid transporting sensitive information related to inter-operator roaming over insecure networks (e.g. public Internet)

· Avoid (detect and/or block) user ambiguity (use of same subscription in multiple locations and/or sessions)

Appendix I: Abbreviations & Acronyms

	802.11b
	802.11b is a standard developed by IEEE for Wireless Networking. It offers a range of data speeds up to 11 Mbit/s. Typical operating range is of the order of a hundred metres. The technology can be used for network access, as well as setting up adhoc peer to peer networks. 802.11b operates in the 2.4GHz unlicensed frequency bands (2400-2483.5 MHz). The air interface uses Direct Sequence Code Division Multiple Access (DS-CDMA).  Link encryption is provided by the WEP protocol (Wired Equivalent Privacy) using up to 128 bit keys, however critical data should be protected by end-to-end security. The WiFi group provides information on certification and interoperability of 802.11b products. Typical examples of products are PCMCIA cards for laptop computers, PCI cards for desktop computers and Access Points. Access Points can often support many wireless connections and provide switch/router functionality and Wide Area Network access (e.g. ISDN/ADSL/E1). 802.11b products are becoming widespread both in corporate applications as well as in SOHO use. 

	AAA
	· Authentication (determines who is allowed to access a resource and almost always comes first)

· Authorization (determines what the authenticated user may do)

· Accounting (logging the actions taken / resources used by the user)

	AP
	Access Point. WLAN Access Points act as the “Base Stations”

	Carrier
	Equivalent to Operator

	Corporation
	Business whose primary activity is not offering telecommunications services

	DHCP
	Dynamic Host Configuration Protocol

	DNS
	Domain Name Server.

	EAP
	Extensible Authentication Protocol.

	Foreign Hotspot
	A hotspot provided by another operator. (Note we need to consider whether we can use GSM terminology i.e. “Visited” rather than “Foreign”).

	GPRS
	General Packet Radio Subsystem.

	GSM
	The Global System for Mobile communications. In this document, the most relevant GSM standards are GPRS, EDGE and 3GPP FDD and TDD mode. See the Project Management pack for the WLAN & Bluetooth Task Force for further definition.

	GSM/WLAN
	Used generically to refer to roaming services between the GSM Platform and the WLAN family of standards.

	Guest Service
	Corporations may segment their WLANs in order to provide one range of services for their own employees (for example access to the corporate intranet), and a reduced set of services for visitors to the premises (for example simple access to the public internet).

	HIPERLAN/1
	HIPERLAN/1 (High Performance Radio Local Area Network / 1) was designed to provide short range wireless communications, with user date rates up to around 20 Mbit/s. It was designed to operate in the 5150-5350 MHz band in Europe. Up to 5 carriers could be accommodated in this band. HIPERLAN/1.

Was designed to provide coverage beyond the range of a single hop by using multi-hop relaying and also supported node mobility. The radio interface used FSK modulation. The standard used an advanced multiple access protocol known as “Elimination Yield Non Pre-emptive priority Multiple Access” (EY-NPMA), which was primarily designed to support multimedia applications.  HIPERLAN/1 is specified in the European Norm EN 300 652. Not widely adopted and superseded by HIPERLAN/2.

	HIPERLAN/2
	HIPERLAN/2 is designed to provide higher speed connections than HIPERLAN/1, with speeds of up to 54 Mbit/s. It is designed to operate in the 5150-5350 MHz band in Europe. Use of this band, which is shared with satellite systems, requires advanced interference mitigation techniques such as Dynamic Frequency Selection (DFS) and Transmitter Power Control (TPC). From the outset the standard has been designed to inter-work with existing networking standards & protocols such as IP, Ethernet, PPP, ATM, IEEE 1394. HIPERLAN/2 extends the concepts of mobility in the WLAN environment with cellular based networking concepts such as mobility and radio resource management.  In the US the IEEE 802.11a standard operates in the same frequency band, however in the US this band is not shared with satellite systems and as a result 802.11a does not include the same level of interference mitigation measures that are provided by HIPERLAN/2.

	Home Hotspot
	A hotspot provided by an Operator with whom the customer has a relationship (typically a subscription or other contract).

	Hotspot
	Limited WLAN coverage area comprising one or more Access Points.

	HPMN
	Home Public Mobile Network

	IPv4
	Internet Protocol version 4.

	IPv6
	Internet Protocol version 6.

	LAN
	Local Area Network. For example IEEE 802.3 Ethernet.

	NAT
	Network Address Translation.

	Operator
	Company that provides and supports telecommunications services and typically holds any licences that are required to provide service. This document focuses on GSM and WLAN Public operators.

	Public Place Provider
	(subset of Public Wireless LAN):  A hot spot provider that is a “serve-only” entity and does not own the billing relationship with users accessing the services. It provides external access only through agreements with Public Wireless LAN operators or through third party billing services.

	Private WLAN
	Privately operated WLANs reserved primarily for a closed, authenticated population. Guest (reserved) services are offered, where appropriate, to non-authenticated visitors and usually on a no-charge basis. These are typically used as an extension of wired LANs in corporate buildings.

	Public WLAN
	A subscription-based network where access is provided and Call Detail Records are generated. Public Wireless LAN can be operated by a mobile operator. Public WLAN provides a range of services that may include local services and corporate access. Internet access shall be provided in accordance with the user’s subscription through the corporate access or by the WLAN operator network.

	RADIUS
	Remote Access Dial-in User Server. Used to authenticate dial-in IP users.

	VLAN
	Virtual LAN. A method of segmenting a physical LAN in such a way that different groups of users can maintain privacy and have differentiated services.

	VPMN
	Visited Public Mobile Network

	WAN
	Wide Area Network. Networks typically used to provide interconnection between remote LANs. Often provided by Telcos (e.g. E1s, Sonet..)

	WLAN
	Wireless Local Area Network. The most relevant standards in relation to this document are IEEE 802.11b, 802.11a, the remainder of the wireless 802.11.x standards, along with ETSI Hiperlan/2.

	WWAN
	Wireless Wide Area Network. For example GPRS.
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� Note, Private WLAN scenarios and anonymous subscription options are For Future Study


� ”Automatic Mode” needs further work.


� Note, in GPRS terms, network selection does not necessarily mean service environment selection, since the APN is additionally used to define where service is executed.


� The scenario assumes manual mode operation and that the data session is initiated by the user.  The scenario can readily be extended to also apply to automatic access methods.


� Proposals relating to remote use of SIM cards / SIM card date will be subject to review by the GSM Association Security Group


� Although it was not identified during the meeting, key exchange should also be considered
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