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1 Introduction

This contribution discussed and proposes additions to the scenario 2 operational capability; 3GPP based access control.

2 3GPP Based Access Control

This contribution addresses following topics related to 3GPP based access control operational capability identified for scenario 2.

Authentication + Authorisation

To ensure compatibility with existing and emerging WLAN equipment 3GPP based authentication and authorisation solutions should reuse standard mechanisms for these functionalities within non 3GPP access networks. 

It is highly beneficial if one - WLAN technology independent - common authentication mechanism between UE and 3GPP system can be adopted. This ensures that 3GPP system does not have to provide different types of authentication interworking functions according to the WLAN technology utilised in a given WLAN access network. One possibility for access technology independent authentication protocol which supports also cellular types of authentications is Extensible Authentication Protocol (EAP) /RFC 2284/. 

Authentication over air interface is however typically a low level function of the WLAN air interface. This means that usually only after a successful authentication mobile terminal is allowed to get e.g. IP connectivity via the WLAN. The mechanisms for realising 3GPP based  authentication functionality should reuse the potentially existing standard means within WLAN access systems. These mechanims may thus be different on radio interfaces realised by different WLAN technologies. 

For the access control interface between 3GPP system and WLAN system it would be very beneficial if  the requireds functionality would be independent of the WLAN technology of the WLAN system. In IP based networks AAA protocols, such as Diameter,  are commonly used for providing this kind of functionality.

To achieve common authentication interface towards 3GPP system (both UE and Nw) while still recognising the potential need for WLAN technology specific means to carry the authentication signalling over the radio interface, authentication framework as illustrated in below picture emerges.
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Naming  and Addressing

Existing WLAN access control solutions are based on AAA type of protocols, such as Radius or Diameter. It is important that 3GPP based access control can reuse  standard mechnanims supported by the existing WLAN equipment. It is also required that 3GPP based access control mechanisms can smoothly coexist with non 3GPP based access control mechanisms deployed over the same WLAN access network.

All AAA based protocols utilise user identification which is based on IETF Network Access Identifier (NAI) /RFC 2486/ format. NAI compatible username has format “user@realm”. 

To ensure the above compatibility issues, also the 3GPP based access control should utilise a user identity complying to NAI format. 

Reuse of 3GPP System 

HLR is the 3GPP permanent subscriber database. MAP is the 3GPP protocol that is used to access HLR, mainly for retrieving information from HLR. 

For authentication purpose HLR contains the authentication triplets or quintuplets for every 3GPP subscriber. MAP service MAP_SEND_AUTHENTICATION_INFO is used to retrieve the authentication information from HLR. 

For authorisation purpose HLR contains a subscriber profile for every 3GPP subscriber. This subscriber profile indicates the subscribed or authorised services for the specific user. This subscriber profile is delivered from HLR by using MAP service MAP_INSERT_SUBSCRIBER_DATA. 

Retrieval of subscriber profile from HLR for WLAN authorisation purpose shall not however disturb the potentially existing concurrent cellular connection. This means, e.g., that the retrieval of subscriber profile for WLAN authorisation shall not affect to the subscribers location information stored in HLR. MAP protocol contains one service MAP_RESTORE_DATA that can be used to trigger the retrieval of subscriber profile without influencing to the location information.

From time to market point of view it is very important that 3GPP based access control for WLAN is as compatible with these existing 3GPP mechanisms as possible. Also interoperability with existing HLR and MAP protocol versions would be beneficial. 

3 Proposal

It is proposed that the chapter 6 and 7 of the TR are updated according to the discussion in chapter 2 of this contribution as indicated below (Only relevant subchapters shown) :

6.3 Interworking Scenario 2 

6.3.2 Access Control

Editor’s note : Defines the user and operational requirements set on how the connectivity service is controlled 

3GPP compatible access control for users accessing WLAN shall:

· reuse  existing 3GPP permanent subscriber database (HLR)

· reuse existing roaming mechanisms between PLMNs

· provide similar security as 3GPP system authentication procedure

To be WLAN compatible one major characteristic is assumed:

· reuse of the standard WLAN radio interface mechanisms for authentication interworking with 3GPP compatible access control

In the following further requirements are set to WLAN access control functionalities authentication and authorisation:

· Before subscriber is allowed to get WLAN access the subscriber shall be authenticated.

· 3GPP based authentication shall reuse the authentication triplets / quintuplets stored in the HLR as well as the existing MAP procedure for their retrieval.

· 3GPP based authentication mechanism over WLAN applied between 3GPP system and 3GPP UE should be the same independently of the utilised WLAN access technology

· Interface between WLAN access network and 3GPP network providing access control interworking should be the same independently of the utilised WLAN access technology 
· To be compatible with standard WLAN equipment, the mechanism to carry the 3GPP based authentication over the WLAN radio interface may be WLAN technology specific 
· Before authenticated subscriber is allowed to get WLAN access the authorisation to get WLAN Access service shall be verified.

· Verification should be based on information in Subscriber Information profile that can be retrieved from HLR

Authorisation is supported by HLR by storage and delivery of subscriber profile. Usually the subscriber profile is delivered from HLR together with location update procedure. Retrieval of authorisation information for enabling WLAN access shall not however affect to the subscribers location information stored in HLR.
6.3.4 Roaming aspects

Editor’s note :Defines the network access roaming requirements for the WLAN part.

Roaming solution for users accessing WLAN networks interworking with 3GPP system shall  reuse the existing 3GPP roaming solution. Thus the existing inter PLMN signalling shall be reused.
In case of inter PLMN roaming the visited network is responsible for access control, i.e. :

· Visited PLMN shall retrieve the authentication triplets/quintuplets from the HLR in the subscribers home PLMN by using MAP protocol. Visited PLMN shall then perform the authentication of the visiting subscriber being authenticated for WLAN access.


· Visited PLMN shall retrieve the authorisation information from the HLR in the subscribers home PLMN by using MAP protocol. Visited PLMN shall then authorise the usage of WLAN access according to the retrieved subscriber information
6.3.6 Naming and Addressing

Editor’s note :This section provides the requirements on the identity of the users accessing the connectivity service and the addressing of the devices considered when accessing such connectivity service.

The user identification for 3GPP based access control shall be based on Network Access Identifier (NAI) format (user@realm) /RFC 2486/.
Usage of NAI format ensures that 3GPP based access control will be compatible with standard WLAN equipment and with IETF AAA protocols such as Diameter.  This approach also enables smooth simultaneous usage of 3GPP based and non 3GPP based access control solutions over the same WLAN access network.

7
System Features for Interworking

Editor’s Notes : Identifies and describes the System Features (new3GPP  functionality) needed for realising the identified Interworking scenarios which requirements are set in chapter 6. Examples of features may be common access control, access to IMS from WLAN etc...

7.1 3GPP System Based Access Control

This feature provides 3GPP compatible means for authenticating  users accessing  WLAN access network. 


· 
· 
· 

· 
This feature realises following functionality:
1. UE providing its identity to a logical WLAN Access Control entity called here WLAN Access Control Entity 

2. Retrieval of user authentication  information from 3GPP user database (HLR) to WLAN Access Control Entity

3. Authentication signalling between a WLAN Access Control Entity and User Equipment
4. Authorisation information is retrieved  to WLAN Access Control Entity from HLR 

5. Access Authorisation / Access Denial indication from WLAN Access Control Entity to  WLAN Access network and further to User Equipment 
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