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1. Introduction

There has been considerable discussion in the context of UE Functionality Split about whether the case where the IMS Client is implemented in the TE should be considered for Release 5.

This paper presents some of the arguments as to why this case is essential for the success of the IMS, and addresses the various issues, which have caused concern regarding the support of this case.
In a UE-split scenario the components of the IMS client can reside either in the TE or the MT. There are several advantages to locating the IMS client in the TE rather than the MT:

· Service velocity: Terminating the service in the MT limits the capabilities supported to those the MT can offer. Modifying the service in any significant way implies changing the MT. GSM is a good example of this where most terminals and most networks offer the same set of services and terminal availability limits the operator’s ability to deploy new services. With software-based clients new features and services can quickly be added and new clients distributed. The developer community will also be much larger, resulting in more services and greater innovation.

· Access independence: There is a requirement for the IM Subsystem to be Access Independent (See 22.228 §5), which implies that there should not be any coupling between the IMS layer and UMTS specifics. There is increased interest in offering IMS services over access types such as wireless LAN and DSL. This can be done more simply and efficiently if the IMS client is implemented in the TE, and the TE can accept a range of different access adaptors depending on the user’s needs.

· User equipment cost: Some MTs such as UMTS PC-Cards and flash-cards are designed to always work in conjunction with a separate TE. These can be simpler and cheaper if they do not have to implement unnecessary IMS protocols. 

· Exploitation of TE resources: The system should enable the full capabilities of the TE to be exploited. This includes aspects such as display size, stereo sound, input devices and so on. These capabilities can only be exploited with certainty if the TE has the main responsibility for coding and controlling media.


IMS penetration: the number of terminals suitable to connect to the IMS is greatly widened. A high level of penetration is key for IMS success, and indeed it is likely that PC or PDA based IMS terminals will be available in advance of integrated terminals. 
It should therefore be possible to move to a situation where IMS clients are implemented in software in the TE

2.
Issues

A number of concerns have been raised about the UE-split model and these are addressed in the following sections. 

Also, it has been suggested that software clients in the TE could be supported by means of a Back-to-Back User Agent supported in the MT. This possibility is addressed in Section 4.

3.
Security and system integrity

Issue 1: A software IMS client could be subject to malicious modification. Mechanisms are required to ensure that the network is secure against attacks from such modified or faulty IMS clients.

Firstly, it should be noted that the threat posed by the ability to modify IMS Client software is not restricted to the UE split case.

If the IMS Client software is an application running within a standard Operating System (e.g. Windows CE) on an integrated UE then it is just as open to malicious modification.

Even if the IMS Client software is contained in firmware on an integrated UE or MT, then new firmware could be downloaded with a modified client. Although this is considerably more difficult than modifying a PC application, it is certain that if the incentive were there (e.g. if the network were open to theft of service in this case) then this type of attack would be attempted in the course of time.

Solution: The network must be secure against such attacks, irrespective of the location or type of the IMS Client.

As an analogy, Home Banking applications are intrinsically SW-based. If banks trust SW applications, provided adequate security and robustness is implemented in the network and in the servers, we can trust them too
This implies a requirement on the IMS network to be able to determine the true source of IMS messages, and to use this information to police the identities etc. that are included within the message. One kind of vulnerability that falls in this category is already under discussion between SA3 and SA2 (see S3-010673). We should ensure that SA3 has examined any other threats posed by ‘untrusted’ clients, independently of the UE-split decision.

Issue 2: A second source of concern regarding the case where the IMS client runs in the TE relates to the access required to the ISIM. However, the security of the private identities in the ISIM relies not on any restriction of access to the SIM API, but rather to the physical integrity of the UICC itself. It may be required that the IMS Client is not be allowed access to the USIM whilst the terminal is attached to the network, but in this case, the UICC is contained within the MT, and this restriction can easily be built in to the interface offered by the MT.

Solution: to support the UE split case with the IMS Client in the TE, it would be necessary for there to be a secure interface between TE and MT allowing TE access to the SIM reader API for the ISIM only.

4.
User experience concerns

In the GSM case, terminals are Type Approved as conformant to the relevant specifications. This does not theoretically prevent terminals being built and sold which do not conform to the standards, but in practice there is no incentive for anyone to do this.

Issue 3: In the case of a software IMS client, there is the possibility that a large number of such clients become available for users to download and install on their TE. Without some form of conformance testing or certification process, the quality of these clients will be highly variable and many may not operate correctly, leading to poor user experience, additional calls to support centers and a general undermining of the perception of the service.

Note that this problem is not specific to the UE Split case, and also exists in the case of integrated UEs with user-installable software (e.g. Windows CE based phone/PDAs).

Solution: The problem can be solved by encouraging users to use only clients which have been approved by the Network Operator and by making these clients easily available. This could be done by system extensions which allow the network to recognise ‘approved’ clients. (SIP capabilities already exist for the client to identify itself).

It is worth noting that as terminal types change and become more like personal computers and PDAs, customer expectations will also change so that they take more responsibility for the equipment as they do with similar devices today.

5.
Back to Back User Agent in the MT

It has been suggested that a Back to Back User Agent could be supported in the MT which would allow a software SIP client to operate in the TE, and would mediate between this client and the network.

However, it is hard to see what benefits this arrangement could confer, compared to the considerable additional cost and complexity on the part of the MT, which may be a PCMCIA card with limited resources.

In terms of security and network integrity, as described in Section 2, the network must be secure in any case against any attacks which a malicious or faulty SIP client could mount. Unless there are weaknesses in the network mechanisms, then there is nothing to be added by the B2BUA.

In terms of user experience, it may be argued that the B2BUA could perform verification/screening etc. of the SIP messages to make the system more robust. However, there is nothing this B2BUA could do which could not be done at the P/S-CSCF, and it is considerably easier and more flexible to provide such capabilities there anyway. The use of B2BUA would inhibit the development and deployment of new services.

Finally, it has been suggested that the B2BUA could mediate between ‘3GPP SIP’ and ‘IETF SIP’. This would only be relevant to mandatory 3GPP SIP extensions which require information from the UE because:

· If information from the UE is not required, the mediation can (and should) be carried out at the CSCFs.

· If the extension is not mandatory, then no mediation is needed anyway

If such extensions exist, then they are presumably essential to the call, and so it is hard to see how the call could proceed without these extensions on the TE/MT interface unless there is some mandatory information available to the MT which cannot be made available to the TE. However, the existence of such information would break the requirement for the IMS to be access independent.

6.
Summary and conclusion

Concerns regarding the UE split case, where the SIP client resides in the software in the TE fall into two categories:

· Security or network integrity concerns regarding maliciously modified or faulty SIP clients

· User experience concerns resulting from poor quality user-installed SIP clients

Section 3 above concluded that security and network integrity threats from such clients need to be addressed in the network in any case, irrespective of UE split discussions. Certain  ‘fraudulent UE’ cases are under discussion in SA3, and we should ensure that the general problem is also addressed independent of the UE-split decision.

Section 4 above concluded that operators would need to inform users of clients that were ‘approved’ for use on their network, and that existing mechanisms would in general allow the network to recognise the type of client being used, and potentially prohibit ‘unapproved’ clients.

Section 5 considered the possibility of including a Back to Back User Agent in the MT to mediate between the SIP client in the TE and the network, and concluded that this could only have value if the IMS requirement for access independence was abandoned.

In conclusion, it is far from clear how prohibiting the UE split case will offer any advantage, since all the problems it allegedly causes need to be addressed anyway.

In contrast the distinct advantages of this scenario are significant, and it is likely that it would be difficult to ‘retro-fit’ this option if it is not considered now.

Finally, whether or not there is time to fully define an open TE/MT interface in Release 5, the architecture and requirements for the TE/MT interface should be included in the UE-split documentation.

























