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1. General

One of the most important issues in Mobile Location Services is the subscriber’s privacy related aspects. Currently the privacy check procedure is done in the MSC and SGSN. The subscriber information is stored in the HLR and then sent to VLR and SGSN. This approach makes it very difficult to handle new enhancements for the privacy check. When the subscriber privacy information is kept in a privacy profile register and when the privacy check is done using the privacy profile register, it is easier to enhance the subscriber’s privacy settings.

In roaming situations it is important that the subscriber could easily add or modify his privacy settings, e.g. requestor or service type information by making modifications to his privacy profile. When only MO-LR is used, the privacy settings are done in the terminal and it would be possible to make the synchronisation between PPR and the terminal more easily than with the HLR. 

2. Reasons for change

The subscriber specific privacy parameter information is stored in the HLR and sent to the VLR or SGSN via MAP interfaces. However, it has been recognised that many new privacy parameters are needed for the privacy control of location services and it might not be possible to add all this new functionality and parameters to HLR. Also storing this information in the VLR and SGNS and sending it over the MAP interfaces, would require signalling capacity enhancements. 

This functionality allows Privacy profiles to be located in any server and HLR could just keep a reference address to such a server. This means that the visited network does not anymore have to support the full set of LCS privacy functionality, because the privacy information and the privacy check operation can located and performed in the home network. It also means that adding new kinds of privacy elements is much easier and can be done without standardisation. It should be noted though, that even if the privacy elements can be partly proprietary, the authentication and authorization protocol in the PPR should be standardized, e.g. using the Security Assertion Markup Language, (SAML).

3. Concerns raised in the last SA2 meeting

1. Privacy check according to Rel-4 (privacy check in MSC/SGSN) and the additional "privacy check" of GMLC/PPR (as proposed in TR)  may lead to different results, so it is for further study how  to combine the different results.

PPR is the element that contains all the subscriber’s LCS privacy information and HLR/VLR/SGSN shall contain only a subset of this information. Therefore the privacy check done in the PPR will be more precise and there is no need to be do a privacy check in the MSC/SGSN, if it receives the privacy check result from the PPR. 

2. The problem of roaming subscriber may need further discussion and may cause additional changes of the architecture proposed in this TR
The benefits of this solution is reflected also in the roaming situation. The visited network need only receive the privacy check result from the PPR and operate according to the result. If the visited network does not understand the privacy check result, it can proceed according to previous releases.

3. Is there other possible architecture models?

It could be possible to locate the PPR elsewhere, but it was found as a best possible solution to approach the PPR from the GMLC and preferably locate the PPR in the home network.

4. Is it a security risk when the GMLC sends the privacy check result to MSC/SGSN.

The situation does not change because of PPR, because already now the GMLC is treated as a trusted partner. There should be binding agreements between the visited network, home network and GMLC.

Already now the GMLC can quite easily fool the privacy check done in the MSC/SGSN by using a fake LCS client ID, e.g. by using the subscriber’s home operator LCS client ID. This kind of behaviour, however, would end up in making the GMLC totally untrusted. 

