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The following Table Summarizes Priority Services Capabilities supported by current Release 1998 GSM specifications and any associated implementation/deployment information: 

	
	Standard
	Capability
	Deployment/ Implementation Information

	1. 
	Release 1998

GSM 02.11 v7.1.0: Service Accessibility; 
Section 4 (Access Control)
	Overview: 

Provides the ability for the network operator to prevent users to make access attempts during emergencies including Registration, Call Origination and Call termination under certain situations (e.g., emergencies). Applicable for all access attempts, i.e., subscribers will be denied any access to the network including voice, data, SMS, etc.

The use of this feature allows the network operator to prevent overload of the access channel under critical conditions (which in return should prevent overload of traffic channels). It is not intended that access control be used under normal operating conditions.

Comments: This seems to be a “Load Shedding” approach vs. providing priority to users with special classes. No Uniform protocols for the priority levels within the special classes.
Access Classes:

All users are identified by the use of an access class, which is stored on the SIM. A total of 16 Access Classes are defined. 

Summary of Access Classes:

· Classes 0-9: 10 standard randomly assigned classes

· 5 special classes (11-15) as follows:

· Class 15 - PLMN Staff;

· Class 14 - Emergency Services;

· Class 13 - Public Utilities (e.g. water/gas suppliers);

· Class 12 - Security Services;

· Class 11 - For PLMN Use.

· Class 10: Special Access Class, which indicates if emergency calls (TS12) can be made on the network. This applies to all users irrespective of their class. It is not clear if implementation of emergency class is consistent in different countries. It appears that implementation could be same except for the fact that the “emergency number” could be different in different regions. 

Questions: The spec states that the “MSs” are of different classes, but it appears it is the SIMs, which are of different classes – need clarification. It appears that an MS can belong to one or more class – 

SH: Classes normally refer to power levels or capabilities supported (GSM, GPRS, GSM & GPRS one at a time, GSM & GPRS simultaneously)

how would this work? Is the handling of emergency calls consistent in all GSM networks?  SH: Yes  Or is it different depending on the country/region?  SH: It is consistent, although the triggering number may be different
FC: Should not mix Access Class and Classmark Access Class is stored on the SIM to ensure a more randomized allocation. The MS used it to determine the possibility to perform any activity towards the Core network. In addition, For Access Class 14 and 15 a second one is stored in the SIM and used by the mobile when roaming outside the HPLMN Country.
Operation: 

If the MS is a member of at least one Access Class, which corresponds to the permitted classes as broadcast from the network the user may make and receive calls. 

An operator may bar any number of these classes at any one time. It is not clear if the operator can bar “part” of the users of a class or has to bar all users belonging to a class.

The access classes 0-9 are applicable on all GSM networks of any country. Classes 11 and 15 only apply in the home network of that user, and classes 12, 13 and 14 are applicable in GSM networks within the home country.

Broadcast messages should be available on a cell by cell basis indicating the class(es) of subscribers barred from network access.

Comment: The network broadcasts a message to the MSs asking them to not access the network if their respective class is barred. The network does not prevent the MS from making the call. This is a potential problem. 

SH: I think the network will prevent access.  This is only a problem if there are a lot of “hacked” terminals around.

	

	2. 
	Release 1998

GSM 03.22 v7.4.0: Functions related to Mobile Station (MS)
in idle mode and group receive mode; 
Section 3.5 (Barred Cells and Access Control)
	Barred Cells: 

The network operator may decide to prevent MSs to camp on certain cells. (These cells may, for example, only be used for hand over traffic, i.e. calls, which need to be handed over to other cells). Barred cell information is broadcast as system information to instruct MSs not to camp on these cells. The barred cell status may in fact change dynamically; hence the MS needs to regularly check the system information for this parameter. If a cell is barred this applies both for cell selection and reselection.

FC: If you want to override the Cell barred then you need a special mobile. As far as I am aware such mobile exists because they are used to test new cells before they are incorporated in the living network.

Access Control: 

Due to problems in certain areas, Network Operators may decide to restrict access from some MSs (e.g., in case of congestion). 

At subscription one or more access control classes are allocated to the subscriber and stored in the SIM. The information providing all authorized classes is broadcast as system information (together with a bit indicating whether emergency calls may be made). This information is modified dynamically and therefore the MS has to check the system information before each attempt to access.

The MS ignores the Access Control information when selecting a cell to camp on, i.e. it shall not reject a cell for camping on because access on that cell is not allowed.


	

	3. 
	Release 1998

GSM 11.11 v7.6.1: 
Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface

Section 10.3.15 (Access Control Class)
	Access Control Class

This EF contains the assigned access control class(es). GSM 02.11 [5] refers. The access control class is a parameter to control the RACH utilization. 15 classes are split into 10 classes randomly allocated to normal subscribers and 5 classes allocated to specific high priority users. For more information see GSM 02.11 [5].

The information i.e., the access class field can be updated over the air (with caution). The updates can be done via SIM Toolkit as well.

Comment: Not clear of the authentication and security involved for such updates.


	

	4. 
	Release 1998

GSM 04.08 v7.13.0: 
Mobile Radio Interface Layer 3 Specification 

Section 3.3.1.1.1 (Permission to access the network)

and

Section 4.4.4.9 (Abnormal Cases on the mobile station side)


	Permission to access the network:

All mobile stations with an inserted SIM are members of one out of 10 access classes numbered 0 to 9. The access class number is stored in the SIM. In addition, mobile stations may be members of one or more out of 5 special access classes (access classes 11 to 15) (see GSM 02.11), this is also held on the SIM card.

The system information messages on the BCCH broadcast the list of authorized access classes and authorized special access classes in the system information messages, and whether emergency calls are allowed in the cell to all mobile stations or only to the members of authorized special access classes.

If the establishment cause for the request of the MM sub-layer is not "emergency call", access to the network is allowed if and only if the mobile station is a member of at least one authorized:

-
access class; or

-
special access class.

If the establishment cause for the request of the MM sub-layer is "emergency call", access to the network is allowed if and only if:

· emergency calls are allowed to all mobile stations in the cell; or

· the mobile station is a member of at least one authorized special access class.

Abnormal Cases on the mobile station side:

The different abnormal cases that can be identified are the following:

a)
Access barred because of access class control


The location updating procedure is not started. The mobile station stays in the current serving cell and applies normal cell reselection process. The procedure is started as soon as possible and if still necessary (when the barred state is ended or because of a cell change)

b)
The answer to random access is an IMMEDIATE ASSIGNMENT REJECT message


The location updating is not started. The mobile station stays in the chosen cell and applies normal cell selection process. The waiting timer T3122 is reset when a cell change occurs. The procedure is started as soon as possible after T3122 timeout if still necessary.

c)
Random access failure


Timer T3213 is started. When it expires the procedure is attempted again if still necessary.

NOTE:
As specified in GSM 05.08, a cell reselection then takes place, with return to the cell inhibited for 5 seconds if there is at least one other suitable cell. Typically the selection process will take the mobile station back to the cell where the random access failed after 5 seconds.


If at the expiry of timer T3213 a new cell has not been selected due to the lack of valid information (see GSM 05.08), the mobile station may as an option delay the repeated attempt for up to 8 seconds to allow cell re-selection to take place. In this case the procedure is attempted as soon as  a new  cell has been selected or the mobile station has concluded that no other cell can be selected.


If random access failure occurs for two successive random access attempts for location updating the mobile station proceeds as specified below.

d)
RR connection failure


The procedure is aborted and the mobile station proceeds as specified below.

e)
T3210 timeout


The procedure is aborted, the RR connection is aborted and the MS proceeds as specified below.

f)
RR release before the normal end of procedure


The procedure is aborted and the mobile station proceeds as specified below.

g)
Location updating reject, other causes than those treated in clause 4.4.4.7


The MS waits for release of the RR connection as specified in clause 4.4.4.8, and then proceeds as specified below.

In cases d) to g) above and for repeated failures as defined in c) above the mobile station proceeds as follows. Timer T3210 is stopped if still running. The RR Connection is aborted in case of timer T3210 timeout. The attempt counter is incremented. The next actions depend on the Location Area Identities (stored and received from the BCCH of the current serving cell) and the value of the attempt counter.

–
the update status is UPDATED, and the stored LAI is equal to the one received on the BCCH from the current serving cell and the attempt counter is smaller than 4:


The mobile station shall keep the update status to UPDATED, the MM IDLE sub-state after the RR connection release is NORMAL SERVICE. The mobile station shall memorize the location updating type used in the location updating procedure. It shall start timer T3211 when the RR connection is released. When timer T3211 expires the location updating procedure is triggered again with the memorized location updating type;

–
either the update status is different from UPDATED, or the stored LAI is different from the one received on the BCCH from the current serving cell, or the attempt counter is greater or equal to 4:


The mobile station shall delete any LAI, TMSI, ciphering key sequence number stored in the SIM, set the update status to NOT UPDATED and enter the MM IDLE sub-state ATTEMPTING TO UPDATE when the RR connection is released (See clause 4.2.2.2 for the subsequent actions). If the attempt counter is smaller than 4, the mobile station shall memorize that timer T3211 is to be started when the RR connection is released, otherwise it shall memorize that timer T3212 is to be started when the RR connection is released.


	

	5. 
	Release 1998

GSM 02.67 v7.0.1: Enhanced multi-level Precedence and Pre-emption service (eMLPP) – Stage 1;

Section 4 and

Section 5.8
	Section 4: Overall Description

a)
The enhanced Multi‑Level Precedence and Pre‑emption service (eMLPP) provides different levels of precedence for call set‑up and for call continuity in case of handover. eMLPP shall be applicable also in case of roaming if supported by the related networks.


The network operator, based on the subscriber’s need, sets the maximum precedence level of a subscriber at the subscription time. The subscriber may select a precedence level up to and including the maximum precedence level subscribed to, on a per call basis.


There are at maximum 7 priority levels. The two highest levels are reserved for network internal use, e.g. for emergency calls or the network related service configurations for specific voice broadcast or voice group call services. These two levels can only be used locally, i.e. in the domain of one MSC. The other five priority levels are offered for subscription and can be applied globally, e.g. on inter-switch trunks, if supported by all related network elements, and also for inter-working with ISDN networks providing the MLPP service.

Question: Where are the priority levels of the user stored? HLR? 
SH: Yes the HLR.  
Does it apply to voice calls only? 
SH: CS only I think  (voice or CS Data) 
How about SMS or other data services? Who owns the database? SH: The PLMN operator 
What happens when the user roams (or performs a handover) from one carrier’s network to another’s network? 

SH: EMLPP should work in a roamed-to network (if the foreign network supports it)

The seven priority levels are defined as follows:

A

(highest, for network internal use).

B

(for network internal use).

0

(for subscription).

1

(for subscription).

2

(for subscription).

3

(for subscription).

4

(lowest, for subscription).


Levels A and B shall be mapped to level 0 for priority treatment outside of the MSC area in which they are applied.

Comment: Not sure what this means.  
SH: If you are a tech roaming to another operator’s network, you won’t have the priorities intended for internal use.
b)
Priorities shall be treated in the network as defined for the following call scenarios:

‑
Mobile originated calls:

· The priority level depends on the calling subscriber.

· If the user has no eMLPP subscription, the call shall have a default priority level defined in the network.

Question: What determines the default priority? Is this at the discretion of the operator? What is it usually?

SH: Probably the operator

FC: The default priority is fixed at subscription.

 ‑
If the user has an eMLPP subscription, the call shall have the priority level selected by the user at set‑up or the priority level predefined by the subscriber as default priority level by registration.

 ‑
Mobile terminated calls:

 ‑
The priority level depends on the calling party. For this, inter-working with the ISDN MLPP (Multi‑Level Precedence and Pre‑emption) service is required.

Question: Does this mean that if a user with “normal” priority attempts to call a subscriber with higher priority, the call may not go through? (SH: No pre-emption. FC: You deliver to the user calls of equal or higher priority and then the user will choose) Also this seems that the call is coming from the PSTN. Need further information on how the inter-working with the ISDN system works.(SH: don’t know) Where is the authentication performed? SH: In the PLMN it is part of the subscriber data.  If the subscriber is authenticated, it is assumed his service is authenticated
 ‑
If the call is not an ISDN MLPP call, i.e. no priority level is defined; the call shall be treated in the mobile network with a default priority level.

 ‑
If the call is an ISDN MLPP call, the call shall be treated with the priority level provided by the interfacing network.

 ‑
Mobile‑to‑mobile calls in case of roaming:


The priority shall be treated for the calling subscriber as for mobile originated calls and for the called subscriber as for mobile terminated calls.

 ‑
Mobile‑to‑mobile calls in one network:


The priority shall be treated for the calling subscriber as for mobile originated calls and for the called subscriber as for mobile terminated calls.

Question: It seems that the operating procedure for calls from the PSTN and mobile-to-mobile calls are different. Is this correct?  
SH: Should not be different.  But high priority cannot be conveyed on incoming calls.
 ‑
Voice broadcast (VBS) and voice group calls (VGCS):


At the first instances of the voice broadcast or voice group call, when there is only a link between the calling mobile station and the network, the call shall be treated as defined for mobile originated calls. Then, for the set‑up of the voice broadcast or voice group call links in the related cells, the call shall have the priority level as defined for the related voice broadcast or voice group call in the network.

c)
There are three classes of set‑up time performance and examples of the call set‑up times are:

 ‑
class 1
fast set‑up

1‑2 s;

 ‑
class 2
normal set‑up

< 5 s;

 ‑
class 3
slow set‑up

< 10 s.


The achievement of the set‑up times depends on technical realizations and network planning. Mechanisms shall be implemented to provide the performance defined by the service provider under normal circumstances (no congestion). They do not include any allowance for user reaction times. The call set‑up time is considered to be the time from pressing the "send" button to the point at which the called party, or at least one called party in the case of a multi‑party, voice group or voice broadcast call, can receive information.


The class 1 figures depend on the required connection type and service and will have to be considered accordingly. It is assumed that for calls, which originate or terminate in external networks, 25 % of the set‑up time is spent in these external networks. The procedures assume normal operating conditions apply, e.g. GSM reference loads as defined in GSM 03.05, the mobile station is in an area of sufficient coverage, the mobile station is not busy, no call redirection is in place, etc.

d)
Calls with a high priority requiring a class 1 set‑up may not require authentication at call set‑up nor confidentiality on the radio link.

e)
For precedence calls, the network shall have the possibility to pre‑empt on‑going calls with lower priority, in ascending order of priority, in case of congestion at set‑up on the radio interface or the GSM network side, respectively, or at handover of the precedence call to a congested cell. In case of necessary pre‑emption of another on‑going call at set‑up, the successful call set‑up may exceed the set‑up time performance defined under c) but shall be completed as soon as possible.


A call can be pre‑empted any time after the precedence level of the call has been established and before call clearing has begun.


Pre‑emption shall only be performed to provide precedence for those priority levels, which have a pre‑emption capability allocated by the network operator. Priority levels with no pre‑emption capability allocated shall only have queuing priority.

Question: The US government does not want to “pre-empt”, they would rather like their call to be queued for the next available channel (according to the priority). Also, where does the logic reside? At the MSC? BSC?  SH: All logic is in MSC.  Special phones are required for pre-emption (I think) 
FC: In GSM GERAN specification allows queuing at call establishment
How does the network decide which call to pre-empt?  SH: Would have to check
FC: on A interface a mechanism was specified but never used to cover this.
f)
A subscriber shall be able to set her mobile station to automatic answer a call if the incoming call is of or exceeds a defined priority level, respectively.


In case of called mobile subscriber busy, the on‑going call shall be pre‑empted (or set automatically on call hold by the mobile station in case of telephony and if the subscriber is entitled to call hold services) to accept the incoming call with the priority defined for automatic answering. If the on‑going call is a point‑to‑point call, this function is only possible if the subscriber has a subscription for Call Waiting (CW).

NOTE:
A pre‑emption of an on‑going call is not possible if the on‑going call is a TS12 call (emergency call).


The definition of the priority level which shall cause automatic answering of an incoming call or pre‑emption of another on‑going call shall be stored in the mobile station and can be changed by the subscriber.


If a mobile station does not automatically accept an incoming call while being idle and the user does not accept the call, the call may be forwarded to another party if Call Forwarding on No Reply (CFNRy) applies.


If a mobile station does not pre‑empt an on‑going point‑to‑point call to accept an incoming call of higher priority, the call is indicated by CW and the user may still accept the incoming call. It the user rejects CW, the call may be forwarded to another party if Call Forwarding on mobile station Busy (CFB) applies.


If the mobile station does not pre‑empt an on‑going voice broadcast or voice group call to accept an incoming call of higher priority, the call may be forwarded to another party if CFNRy applies.

g)
The network operator can allocate set‑up classes and resource pre‑emption capabilities to each priority level. Table 1 presents an example for the assignment of priority levels and the corresponding parameters.

Table 1: Example on eMLPP service composition

Priority Level

Set‑up time

Pre‑
emption

Examples

A

Class 1

Yes

VBS/VGCS 
emergency 
applications

B

Class 2

Yes

Operators calls

0

Class 2

Yes

TS12 Emergency 
calls 

1

Class 3

Yes

Premium rate calls

2

Class 3

No

Standard rate calls

3

Class 3

No

Default for no 
eMLPP 
subscription

4

Class 3

No

Low tariff calls


Network operators, which provide the eMLPP service for subscription need to consider the interrelation of the number of subscriptions offered (possibly restricted for particular users), the technical performance and the network planning issues in order to guarantee the service performance for the subscriber.

Comment: I am little confused of the usage of terms “Priority Level” and “Class” here.  
SH: Classes refers to the type of call set-up requested by the terminal.  Different signalling.  Some methods faster than others.
h) In case of pre‑emption the pre‑empted subscriber shall be provided with a suitable indication.

Question: What is considered a “suitable” indication?  
SH: A beep for example

Comment: It seems that the suitable indication is not standardized. Need to confirm.
Section 5.8:Invocation

The network at call set‑up shall invoke the eMLPP automatically.

The user on a per call basis may select the precedence level. The user may select any precedence level up to and including her maximum authorized precedence level. The maximum authorized precedence level shall be stored on the SIM and the mobile station shall check that only an authorized level is used for set‑up. In addition, it shall be possible to verify in the network the level used at set‑up against the maximum authorized level.

If the user has not selected a precedence level at set‑up, the network shall apply the subscriber specific default precedence level.

If the user has selected a precedence level higher than the maximum authorized level, the maximum authorized precedence level shall be applied for the call.

Comment: I am not sure how the user would select the precedence level? SH: Manufacturer specific user interface on the terminal.  
Is this a normal functionality implemented in GSM terminals?  SH: No  
How does a user select the precedence level for an incoming call?  

FC: Don’t know. I agree with Stephen. This was foreseen to be used as part of PMR Type application providing this kind of information as part of a request for Voice Group Call or Broadcast call setup. This may be missing.
	

	6. 
	Release 1998

GSM 03.67 v7.2.0: Enhanced multi-level Precedence and Pre-emption service (eMLPP) – Stage 2;

Section 
	Section 8 :Information storage

It appears that the user information is stored in HLRs. Network specific service configuration is stored in MSCs.

Question: Is this better than having a central database? Also, I am not clear if the priority levels can be changed via “over the air” functionality.  
SH: It would be hard to have a central (national?) database.  The HLR is where all subscriber info is stored.
Section 11.3.1.5: Choice of radio channel

If an appropriate radio channel is available the BSC shall assign it as normal. If no channels are available then the BSC shall perform queuing according to the priority levels. If the assignment request has a pre-emption capability indicator, pre-emption shall be performed.

Question: If the call were queued, how would the user know that the call is queued? Also, if for some reason, the user gets dropped from the queue, would the user be notified about it? If yes, what kind of notification? What would happen if the user roams while the call is queued?  SH: Have to check. 

FC: If the queue is in the BSC the mobile is informed of the Release of the radio resources and hence can inform the user.
	

	7. 
	Release 1998

GSM 04.67 v7.0.1: Enhanced multi-level Precedence and Pre-emption service (eMLPP) – Stage 3;
	Section 4.1.1: Mobile Originated Calls

The mobile station can indicate the priority of each call initiated. If no priority is indicated by the user or a non-compatible mobile station is used then the default priority level shall be applied which is stored in the VLR. The selection of priority shall be an MMI function.

Section 4.1.2: Mobile Terminated Calls 

For a mobile terminated call the priority level is indicated by the calling subscriber if MLPP is used. The mobile station shall be paged in the normal manner, but with the paging messages also containing the priority level of the call. In addition, the priority level shall be included in the set-up message.
	

	8. 
	Release 1999

3GPP TS 08.08 V8.8.0 (2001-01);

Mobile-services Switching Centre - Base Station System

(MSC - BSS) interface; Layer 3 specification;
Section 3.1.5.1.1;

Section 3.1.5.1.2;

Section 3.1.17; 

 
	Section 3.1.5.1.1: Generation of the HANDOVER REQUIRED message
During the communication between the BSS and the MSC, the BSS may recommend to the MSC to allow queuing or not in the handover resource allocation procedure by indication in the "Queuing indicator" information element within the HANDOVER REQUIRED message.

Section 3.1.5.1.2: Operation of the Procedure

The management of priority levels - relating to the Information Element "Priority" within the HANDOVER REQUEST message - is implementation dependent, under operator control.

If queuing is managed, new requests, which cannot be served immediately, are put in the queuing file according to the indicated priority levels. Please the section for more details on the operating procedures of “pre-emption”.

Section 3.1.17: Queuing Indication

The purpose of the QUEUING INDICATION message is to inform the MSC about a delay in the allocation of the necessary dedicated radio resources. The procedure is only relevant if the system is using a queuing procedure for traffic channels in the BSS, and/or for handover of traffic channels.
	

	9. 
	Release 1999

3G TS 22.004 V3.2.1 (2000-03);

General on supplementary services
	
	

	10. 
	Release 1999

3GPP TS 22.030 V3.4.0 (2000-10);

Man-Machine Interface (MMI) of the User Equipment (UE)
	Annex B (normative):

Codes for defined Supplementary Services

Service code for eMLPP is 75 and 75n, where n=0-4.
	


Overall Questions: 

· Are there mechanisms built in for the operators to charge for these services? 
· Not sure about encryption/security of the channels
· Not sure for the administration of the systems –Klaus Vedder of GD to get back on this.
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