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Introduction

This document describes two architectures for interworking between UMTS and WLAN systems, and shall be seen as a contribution to the 3GPP technical report “Feasibility Study on UMTS-WLAN Interworking”[1].  The two architecture proposals, loose interworking and tight interworking, have been presented in [2]. Here, the different solutions are described and discussed, with [2] as a basis. 
Architecture alternatives

Tight interworking means that the WLAN network is used as a radio interface to UMTS, i.e. in this interworking solution the WLAN network constitutes, like UTRAN, an access network in UMTS.  One example of how this could be implemented is shown in Figure 1. The division of the access point (AP) in access point transceiver (APT) and access point controller (APC) is only relevant for HiperLAN2, not IEEE 802.11.


In the loose interworking proposal the networks are totally separated and the interworking is on an IP level. The main idea is to utilize the WLAN network as a packet based access network complementary to the current UMTS access network. This solution does not include any user plane Iu type interface, but it uses the UMTS subscriber databases. Figure 2 is an example of interoperability at IP level for the packet switched domain. 
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Loose Interworking - The preferred solution

The tight interworking scenario where the WLAN is attached to the UMTS core network via the Iu interface is not seen as a viable solution. Listed below are reasons for choosing the loose coupling approach instead [3]:

· The loose interworking avoids impact on SGSN and GGSN.

· Connecting a WLAN network to the Iu interface would mean that the WLAN becomes an integrated part of the UMTS network, and full UMTS signaling would have to be mapped on the WLAN radio interface. This would lead to a complex interworking function. 

· It exists a number of WLAN solutions and it is desirable to have an interworking solution suitable for all possible IP access types.

· Today there are many public WLAN hot spot networks running. It should be possible to integrate these into the UMTS sphere with only minor changes in their infrastructure.

· The UMTS core network will probably not initially be implemented for radio interface rates of tens of Mbps. Hence, scalability problems may occur if all traffic (user as well as control) using WLAN access must use the UMTS core network. 
· The UMTS core network nodes (SGSN and GGSN) will, compared to routers, be rather complex pieces of telecom equipment, which means that with the tight interworking solution it would be expensive to build WLAN coverage at hot spots.

· With the tight coupling, interworking with 2nd generation cellular networks is not possible since the Iu interworking is specific to UMTS.

· Loose interworking is the preferred solution of Telia and is established in the architecture of ETSI BRAN, where the WLAN standard HiperLAN2 is specified. 

Within the loose interworking solution several issues have to be carefully studied. These issues include e.g. security, roaming, session continuity, QoS and charging. Here, security, mobility and handover, and QoS are further discussed. In [4], which is the other Telia input to this meeting, requirements appropriate to put on the loose interworking are listed. 

ETSI BRAN has decided to release two stages, termed R1 and R2, of the interworking solution. R1 shall contain the limited functionalities of authentication with its associated security mechanisms providing integrity and confidentiality. Additional functionality identified as mobility support and service integration will be features of the second release [7]. 

Security

Regarding security, it is interesting to discuss the interface between the databases of the different networks. The AAA-server of the WLAN network can be either integrated with or separated from the HSS/HLR. These two approaches affect other parts, such as user equipment and subscriber identity. As for the subscriber management, there are three basic ways to coordinate the user information [2]:

· Have the interworking between the WLAN subscriber database and HLR/HSS. This is for the case where the interworking is managed through a partnership or roaming agreement. The administrative domains’ AAA servers share security association or use an AAA broker.

· The WLAN authentication could be done on the basis of a (U)SIM token. 

· The UMTS authentication and accounting capabilities could be extended to support access authentication based on IETF protocols. This means either integrating HLR and AAA functions within one unit (e.g. a HSS unit), or by merging native HLR functions of the UMTS network with AAA functions required to support IP access.

Based on these different ways for subscriber management, the user authentication identifier can be on three different formats: 

· NAI [8]

· International Mobile Subscriber Identity (IMSI), requires a (U)SIM card.

· IMSI in NAI, requires a (U)SIM card.

The need for common security functionalities in WLAN and UMTS must also be investigated. 

Mobility and handover 
Mobility and handover between HiperLAN2 access networks and UMTS access networks have been carefully discussed within ETSI-BRAN, see [2]. This discussion can be applied to other types of WLANs as well, and this section therefore to a great extent agrees with the corresponding chapter in [2].

The basic case is referred to as AAA roaming:

A Mobile Terminal (MT) attaches to a WLAN network, authenticates and acquires an IP address. At that stage, it can access IP services using that address while it remains within that WLAN network. If the MT moves to a network of a different technology (i.e. UMTS), it can re-authenticate and acquire an IP address in the packet domain of that network, and continue to use IP services there.

Note that while this case provides mobility for the user between networks, any active sessions (e.g. multimedia calls or TCP connections) will be dropped on the handover between the networks because of the IP address change (e.g. use DHCP). It is possible to provide enhanced mobility support, including handover between WLAN access networks and UMTS access networks in this scenario by using servers located outside the access network. Two such examples are:

· The MT can register the locally acquired IP address with a Mobile IP home agent (HA) as a co-located care-of address, in which case handover between networks is handled by Mobile IP. This applies to MIPv4 and MIPv6 (and is the only mode of operation allowed for MIPv6).

· The MT can register the locally acquired IP address with an application layer server such as a SIP proxy. Handover between two networks can then be handled using SIP (re-invite message).

Note that in both these cases, the fact that upper layer mobility is in use is visible only to the terminal and core network server, and in particular is invisible to the access network. Therefore, it can be implemented according to existing standards.

Three options for further study are:

· The use of a Foreign Agent care-of address (MIPv4 only). This requires the integration of Foreign Agent functionality with the network, but has the advantage of decreasing the number of IPv4 addresses that have to be allocated. On the other hand, for MTs that do not wish to invoke global mobility support in this case, a locally assigned IP address is still required, and the access network therefore has to be able to operate in two modes. .

· The option to integrate access authentication (the purpose of the loose coupling standard) with Mobile IP Home Agent registration (If Diameter is used, it is already present). This would allow faster attach to the network in the case of a MT using MIP, since it only requires one set of authentication exchanges; however, it also requires integration on the control plane between the home AAA server and the Mobile IP Home Agent itself. It is our current assumption that this integration should be carried out in a way that is independent of the particular access network being used, and is therefore out of scope of this activity. 

· The implications of using services (e.g. SIP call control) from the UMTS IMS (Internet Multimedia Subsystem), which would provide some global mobility capability. This requires analysis of how the IMS would interface to the WLAN access network (if at all).

According to [5] the UMTS system (Release 99) optionally supports Mobile IP for access independent roaming at IP level. Integration of MIP with UMTS has been described in [6]. 

Quality of Service

As for the QoS support, the intention is that it will be mandatory in UMTS to support DiffServ and IntServ. In HiperLAN2 systems, DiffServ will probably be supported via IEEE  802.1p on the Ethernet level, and via the built-in support for QoS in HiperLAN2 between the access point and the terminal. 

Currently the 802.11 specifications only support best effort traffic. However, the 802.11 task group E (TGe) is working on enhancements for QoS support. Currently TGe has two draft mechanisms for supporting QoS, EDCF (Enhanced Distributed Coordination Function) and HCF (Hybrid Coordination Function). EDCF will support up to eight different priority levels, same as 802.1p, which makes it possible to support DiffServ. HCF will support parameterised QoS, which will make it possible to support IntServ.

Proposal

The text in this document is supposed to be a contribution to the chapter ”Architecture alternatives” in [1]. We propose that the loose interworking solution is prioritised in the chapter in question. However, it is not necessary to completely exclude a description of the tight interworking architecture. 

Furthermore, it is important to state that this document is far from complete. The intention was partly to inform 3GPP about the work that has been done in this area, and the topics brought up and discussed here must be further investigated.
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Figure 1: Tight interworking





Figure 2: Loose Interworking
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