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Introduction

This document lists requirements for the preferred loose interworking alternative, one of the two alternative interworking architectures, which is described in another Telia input to this meeting [3]. Most of the requirements are derived from the technical report from ETSI BRAN [1] and they are presented according to the structure in the skeleton document of the feasibility study [2].

However, it should be noted that the finalised feasibility study might consider several architecture alternatives. Then the requirements should reflect these alternatives.

High-Level Requirements

General

WLAN network are used in different network environments like:

· Corporate, where the user obtains a wireless connection to the office legacy LAN;

· Public, which are heterogeneous WLAN island networks in public places like airports, hotels, etc;

· Home, where the WLAN terminals will be used within the domestic environment.

These different network environments may belong to different administrative domains. Furthermore there could be an interworking between these network environments/administrative domains and UMTS.

From these assumptions the following requirements are derived:

· the users' WLAN terminal shall be able to move between different administrative domains and network environments with as little intervention from the user as possible;

· users that have a subscription with a UMTS mobile operator, who also provides WLAN network access, shall be able to use both access networks with as little intervention from the user as possible;

· partnership or roaming agreements between a UMTS operator and a WLAN network operator shall give the user the same benefits as if the interworking was handled within one network operator.

Subscriber Data

The user can have a subscription for WLAN networks solely or for the combination WLAN and UMTS networks. For the interworking of WLAN networks with UMTS, the networks could be owned by one single operator. Depending of the level of interworking, one scenario could also be that two different network operators could own the networks and consequently the subscriber's database. The interworking between the WLAN network and the UMTS network will in this case take place through a partnership or a roaming agreement.

From this background the requirement on the subscriber data is given:

· the subscriber identification shall be in such a format that it can be used in just a WLAN environment or in WLAN network that is interworking with the UMTS cellular system;

· the subscriber database for interworking between the WLAN network and UMTS network, could be just one that is shared or there could be one for each network that share the subscribers' security association. The subscriber database could be a HLR/HSS (3GPP terminology) or an AAA server (IETF terminology).

Service Requirements

Security

The requirements below have been derived from [4].

The WLAN Network

· A valid WLAN subscription shall be required to use the network.

· It shall be possible to prevent intruders from obtaining unauthorized access to the network by masquerading as authorized users.

· It shall be possible for network providers to authenticate users at any time, such as when the user first enters the network and while the user is using the network.

· It shall be possible to detect and prevent the fraudulent use of the network. Audit logs of security related events will need to be produced.

· It shall be possible to blacklist users.

· It shall be possible for an access point (AP) to cause an immediate termination of the access provided to a user.

· It shall be possible for the network to authenticate the origin of user traffic, signalling data and control data.

· It shall be possible to prevent intruders from restricting the availability of services by logical means.

· It shall be possible to protect against unauthorized modification of user traffic.

· It shall be possible to protect against unauthorized modification of certain signalling data and control data.

· It shall be possible to protect against unauthorized modification of user-related data that is stored or processed by a provider.

· It shall be possible to ensure the origin, integrity and freshness of authentication data, particularly of the cipher key.

· It shall be possible to protect the confidentiality of certain signalling data and control data.

· It shall be possible to protect the confidentiality of user traffic.

· It shall be possible to protect the confidentiality of user-related data that is stored or processed by a provider.

· It shall be possible to protect the confidentiality of user-related data stored by the user in the WLAN specific user equipment.

WLAN User Equipment (MT)

The following requirements are for the WLAN specific user equipment, i.e. the mobile terminal (MT). 

· It shall be possible to control access to WLAN specific data (protocol intervention).

· It shall not be possible to access WLAN specific data that is only intended to be used for security purposes, e.g. authentication keys and algorithms.

· It shall be difficult to change the identifier.

Roaming

Loose Interworking

· Full association and authentication will be needed within the respective network when roaming from WLAN to UMTS and vice versa.

· Mobility between administrative domains shall be supported.
Session Continuity

General

Handover from WLAN to UMTS and vice versa shall be supported. A handover from WLAN to UMTS will need to be service/application specific. WLAN supported user services may not be supportable in UMTS networks and/or may not be robust enough for the supported handover requirements. Services that will suffer from the latter are typically time stringent, as for the former these may be services/applications that require an amount of capacity that is not supported. In cases where the service/application cannot be supported, due to a change of access network, the user should be notified of the forthcoming termination. 

In cases where the service/application may be supported, but with a degradation of the provided quality, the user may be in control through subscription. The subscription may define the level of mobility between WLAN and UMTS that the user requests on certain services/applications with an agreed quality that is applicable to provide in the serving access network. In any circumstances the user should be notified of any possible degradation of the provided quality of service due to change of access network.

Loose Interworking

· Mobility shall be supported between WLAN networks belonging to different administrative domains.

· Handover shall be provided within a WLAN network belonging to an administrative domain. Handover might be performed with the possible addition of higher layer mobility protocols, e.g. Mobile IP when necessary.

· Terminals shall support mobility between different WLAN and UMTS networks.

· The specific requirements for loose coupling would be achieved by IETF inter-domain mobility mechanisms external to the WLAN and UMTS networks such as SIP or Mobile IP, and therefore the requirement is that any loose coupling solution should not prevent the operation of such mechanisms.
Quality of Service

Overall Requirements

· QoS provisioning in WLAN networks should be subject to user's subscription.

· It should be possible for a WLAN network operator to monitor the QoS provided to the users.

· It should be possible to charge a user based on the level of QoS provided and on the QoS subscribed.

· The provisioning of QoS in WLAN networks should have a minimum impact on the provisioning of QoS in UMTS networks.

· It should be possible for applications to request QoS treatment for their communications through one mechanism independently of the access network used (i.e. UTRAN or WLAN).

· It shall be possible to prevent unauthorized users to send (upstream) inadmissible data through the network.

· It should be possible to include WLAN related service/QoS subscription of a WLAN-UMTS user in the HLR/HSS or an authentication and authorization entity such as an AAAH. This possibility requires further standardization.

· Within WLAN networks, QoS mechanisms towards external networks should be aligned with the IP mechanisms used on the UMTS Gi interface (in order to simplify interworking with the operator's ISP platform). Additionally it should be possible to easily integrate, in the future, the IP Multimedia Subsystem QoS requirements.

· QoS authorization should be performed locally. Once the service/QoS profile is downloaded to the local domain, the authorization is accomplished in the local domain to minimize signalling.

IP QoS Requirements

By using existing or emerging IETF protocols (e.g. RSVP [5], COPS [6]), the WLAN and UMTS domains can interwork without extensive additional work. From the QoS perspective, the focus in this clause will be from the end-user part through the WLAN network connected to an IP network.

It is a requirement to be able to differentiate between MTs connected to one and different APs, to fulfil this requirement "policy-based" server can be used. It is recommended that functionalities like user profile, IP policy handling and traffic conditioning are also included in this node and could thereby act as a DiffServ boundary node. This differentiation is needed to ensure that resource (e.g. bandwidth) allocation and (re)-negotiation is properly performed. For example, when a user with higher priority entering the network using a real time application will not result in that another user with lower priority will be out of resources or logged out.

The provisioning of IP QoS should fulfil the following requirements partly taken from [7] [8] [9]:

· The implementation of DiffServ classes EF (Expedited Forwarding) and AF (Assured Forwarding) shall be compliant to references [8] and [9].

· The mapping between IEEE 802.1p priority levels (0-7 bits) and IP DiffServ (DSCP in the TOS byte should be supported.

· It should be possible for the operator to control/configure the mapping between IEEE 802.1p (priority bits) and DiffServ classes.

· QoS parameter mapping from the IP-application parameters to IEEE 802.1p priority levels (0-7 bits) in MT shall be supported.

· The policy-based server must be able to perform the traffic classification, shaping (re)-marking, QoS differentiation based on profile, SLA etc for both incoming and outgoing traffic.

· Support of IETF based protocol COPS (Common Open Policy Service) [6] intended for communication of policy request, decisions and policy provisioning.

Terminal (UE/MT) Aspects

General

The following points should be considered: 

1)
Usage and handling of the (U)SIM if applicable.

2)
Communication of two mechanically different parts, UMTS UE and WLAN MT, within a single terminal.

3) The placement of common functions, like handover.
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