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1. Introduction

In this document, we make some clarifications on access rules proposed as the mechanism by which presentities control that has access to their presence information, what part of that information they may access and when they may access such information. We show how this mechanism fits into a more general framework of privacy and security. We introduce the notion of watcher information to extend the access rules mechanism in order to control access to watcher information. Finally, we propose to update TS 22.141 v1.2.0 to take into account the requirements to provide watchers the means to control access to their watcher information. 

2. Security issues related to presence

Presence security encompasses at least the following aspects:

· Protection of the presence service

· Protection of presentities and their presence information

· Protection of watchers and their watcher information

1. Protection of the presence service

The protection of the presence service must allow access to the service to authorized parties only (presentities and watchers) and to ensure that they do not abuse or misuse the service and that their usage of the service may be retraced with certainty for various purposes such as charging and billing. We therefore believe that both registration to use the presence service and requests to send and receive presence information should be protected. 

This protection may be achieved through a combination of authentication and non-repudiation mechanisms. Together these mechanisms ensure that the recipient of a request (in this case the presence service) can determine with certainty whether the stated origin of the request (presentity or watcher) is its real origin or just some other entity trying to fake its identity.

2. Protection of presentities and their presence information

Protection of presentities and their presence information encompasses various aspects:

First, presentities may not want to reveal the fact that they have accepted watcher-subscriptions or have allowed presence information fetching from certain watchers. Second, presentities may want to ensure that presence information they send to the presence service is not seen by third parties and is received unaltered; i.e., no third party can tamper with their requests. Finally, notifications of presence information (and fetch results) may contain sensitive data that the presentity may not want to reveal to other parties except the involved watcher. 

The control of presence information involves ensuring that only authorized watchers have access to presence information as specified by the presentity’s principal through his access rules but also preventing unauthorized parties from access. This actually requires not only control of access by the presence service as requested by presentities on behalf of their principal but also protection of presence information as it circulates between presenties and the presence service on one hand and between watchers and the presence service on the other hand. 

An effective protection of presentities and their presence information therefore requires a combination of various mechanisms. We foresee the need for authentication, authorization or access control (achieved through access rules), encryption to protect the exchange of presence information from eavesdropping and mechanisms to ensure message integrity. 

Additionally, we may want to have applications where presentities may charge watchers for the access to their presence information. This may require additional mechanisms to ensure non-repudiation of access to presence information.

3. Protection of watchers and their watcher information

The protection of watchers and their watcher information encompasses the following aspects:

First, a watcher may not want to reveal that she has watcher-subscribed to or requested presence information from certain presentities. Second, watchers may not want to reveal that they have received certain presence information from a given presentity. Third, a watcher may need to ensure that presence information it has received has not been tampered with and that it has actually originated from the right presentity. 

As is the case for presentities, protection of watchers and their watcher information involves providing access to watcher information on one hand and protection of requests and receptions of presence information on the other hand. And as is the case for presentities, we believe that watchers should control who can access their information and in which circumstances. Because of this similarity, we believe that for uniformity, the same mechanism should be used to provide access control to both presence and watcher information; i.e., to extend the access rules so that they become applicable to watchers and their watcher information.

3. Access rules and watcher rules

Access rules are the mechanism provided to presentities to control access (i.e., to authorize access) to their presence information. As explained above, control to access presence information is just one aspect of the protection required by presentities. We extend this mechanism to watcher information so that watchers may control access to their watcher information through what we call watcher rules. Although the definition of access rules would have been extended to encompass watcher information, we propose a new definition to deal with watcher information as proposed at the Dallas presence ad-hoc.

4. Proposal

We propose to add a definition of watcher rules and to update TS 22.141 v1.2.0 to take into account the fact that access to watcher information should be controlled a by watcher’s principal through watcher rules in the similar way that access to presence information is controlled by a presentity’s principal through access rules.

The proposed modifications to TS 22.141 v1.2.0 are attached in theform of changes to the relevant parts of that document.
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3
Definitions, symbols and abbreviations

3.1
Definitions

Access rules: constraints on how the presence service makes presence information available to watchers.  For each presentity’s presence information, the applicable access rules are managed by the principal that controls the presentity.
watcher rules: constraints on how the presence service makes watcher information available to watchers.  For each watcher’s watcher information, the applicable watcher rules are managed by the principal that controls the watcher.
availability: ffs
fetcher: a form of watcher that has asked the presence service for the presence information of one or more presentities, but is not requesting a notification from the presence service of (future) changes in a presentity's presence information.
identifier: a means of indicating a point of contact, intended for public use such as on a business card. Telephone numbers, email addresses, and typical home page URLs are all examples of identifier in other systems.

poller: a fetcher that requests presence information on a regular basis.
presence information: is a set of attributes characterising current properties of presentities such as status, an optional communication address and other optional attributes etc

presence service: the capability to support management of presence information between watchers and presentities, in order to enable applications and services to make use of presence information
presentity (presence entity): any uniquely identifiable entity that is capable of providing presence information to presence service.  Examples of presentities are devices, services etc.  Any presentity shall have one, and only one, principal associated with it.
principal: human, organisation, program, or collection of humans, organisations and/or programs that chooses to appear to the presence services as a single actor, distinct from all other principals.  A principal is associated with one or more presentities and/or watchers. A principal is said to "own" a certain presentity or watcher if such an association exists. Within the context of this specification a subscriber may be a principal to one or more presentities and/or watchers.  Examples: A subscriber may be a principal to the terminals (the presentities) he owns. A program, providing a stock exchange information service to customers, may be the principal to the market quotations (the presentities) it monitors.

Note:
The case where a presentity is not a subscriber requires to be further considered

Note:
FFS: definition of principal to be made consistent with the usage of the term principal in the remainder of the document

status: ffs
subscribed-watcher: a subscribed-watcher is a type of watcher, which requests notification from the presence service of changes in a presentity's presence information, resulting in a watcher-subscription, as they occur in the future.  
watcher-subscription: the information kept by the presence service about a  subscribed-watcher's request to be notified of changes in the presence information of one or more presentities

Note: 
This definition represents an entity's request to obtain presence service information, and is not related to the term "subscription" in [1].  Within this specification the term watcher-subscription (and its derivatives) purely refers to this relationship. 
watcher: any uniquely identifiable entity that requests presence information about a presentity, or watcher information about a watcher, from the presence service. Special types of watcher are fetcher, poller, and subscribed-watcher.  Any watcher shall have one, and only one, principal associated with it.
watcher information: information about watchers that have received or may receive presence information about a particular presentity within a particular recent span of time.

Editor's note: the watcher information definition is to be further refined…
5
High level requirements

5.4
Management requirements

The following management requirements shall be supported for the presence service:-

a)
Access to presence information
The presentity shall have the ability to accept or reject a request for presence information on a per watcher basis, with the option:-

i)
once only per watcher (e.g. set up access rules for known watcher, groups of watchers, anonymous watcher-subscriptions, etc.), 

ii)
for each presence information request (e.g. for watchers that are unknown or not set up in the current access rules).

iii)
it shall be possible for the presence service to make access control decisions on behalf of the presentity (e.g. when the presentity is out of contact) subject to the presentity's privacy

b) Access to watcher information

The watcher shall have the ability to accept or reject a request for watcher information on a per watcher basis, with the option:-

i)
once only per watcher (e.g. set up watcher rules for known watcher, groups of watchers, anonymous watcher-subscriptions, etc.), 

ii)
for each watcher information request (e.g. for watchers that are unknown or not set up in the current watcher rules).

iii)
it shall be possible for the presence service to make access control decisions on behalf of the watcher (e.g. when the watcher is out of contact) subject to the watcher's privacy

c) Watcher-subscription to a presentity's presence information
i)
an entity shall be able to watcher-subscribe to the presence service at any time, i.e. to request notification from the presence service of (future) changes in a presentity's presence information, subject to the presentity's privacy. Note, that by this watcher-subscription the entity becomes a subscribed-watcher.

ii) subscriptions are soft-stated. The subscribed-watcher shall be able to refresh a watcher-subscription to the presentity’s presence information at any time.  A watcher-subscription refreshes overwrite an existing watcher-subscription for the same presentity, subject to the presentity's access rules – the duration of a watcher-subscription starts from the time it is accepted.

ii)
the subscribed-watcher shall be able to cancel his watcher-subscription to a presentity's presence information at any time.  Whenever a subscribed-watcher withdraws its watcher-subscription from a presentity’s presence information, the subscribed-watcher shall no longer be receiving notifications regarding the presentity’s presence information.

c)
Supplying data to, and requesting data from, the presence service
It shall be possible to request the current value of presence information data on demand at any time (i.e. a fetcher) or on a periodic basis (i.e. a poller) subject to presentity privacy, or to be notified of subsequent changes in presence information data (except when such notification is prevented by access rules), and:-

i)
it shall be possible to inform the presentity of watcher-subscription requests

ii)
it shall be possible to report existing watcher-subscriptions to the presentity (on request or periodically)

iii)
the subscribed-watcher shall be able to determine the status of his watcher-subscription to that presentity's presence information, at any time.  

iv)
it shall be possible for the presentity to request the watcher information

v) 
it shall be possible for the watcher and/or presentity to withhold their identifier

vi) if the subscribed-watcher so chooses, the subscribed-watcher's watcher-subscription to a presentity's presence information shall not be revealed to other watchers.

vii) if the presentity so chooses, watcher-subscriptions it has authorized shall not be revealed to unauthorized parties.
viii) It shall be possible for a watcher to define which parts of a presentity's presence information it receives, subject to the presentity's privacy requirements.

Note: this may be a new requirement which should perhaps be added to the CPIM recommendation

d)
User availability and mobility

The presence service shall continue to be supported if the environment into which the user has moved supports presence service.  The presence service shall take into account changes in the availability of users (e.g. the user is out of contact or not reachable, despite having activated his presence) or his mobility (e.g. wherever he may be in his home environment or in a visited network).

Editor's note: the above requirement requires clarification

e)
Registration to the presence service

i) It shall be possible for a presentity to establish a registration to the presence service
ii) It shall be possible for a watcher to establish a registration to the presence service
iii) It shall be possible for a presentity to cancel its registration to the presence service
iv) It shall be possible for a watcher to cancel its registration to the presence service
f) Access to presence service

i) it shall be possible for the presence service to accept presence information from a presentity at any time

ii) it shall be possible for the presence service to accept requests from, and provide presence information and/or watcher information to, an authorised watcher at any time

The following high level presence service requirements may be supported:-

a)
Location information

Integration of location information, and provide notifications based on changes in location as requested by a watcher.

5.5
Notification and acknowledgement requirements

The following notification and acknowledgement presence service requirements shall be supported:-

a)
Presence data modification and monitoring requests

The presence service shall be able to support the acknowledgement of any requests to monitor a presentity's presence information (i.e. from watchers)

If a subscribed-watcher establishes a watcher-subscription to a presentity's presence information:-

i)
the presentity shall inform the subscribed-watcher if the presentity refuses the subscribed-watcher's watcher-subscription. 

ii)
an unauthorized third party shall not be able to cancel a subscribed-watcher's watcher-subscription to a presentity's presence information

iii)
if the subscribed-watcher's watcher-subscription to presentity's presence information is cancelled, the presence service shall inform the subscribed-watcher of the cancellation

6
Privacy

6.1
General privacy requirements

Specific local, national, and regional privacy regulations shall be complied with.

The privacy aspect of presence information and the need for authorisation before providing presence information shall be configurable by the user (i.e. presentity).
The privacy aspect of watcher information and the need for authorisation before providing watcher information shall be configurable by the watcher’s principal.
It shall be possible for the user (i.e. presentity) to define different user groups with different levels of authorisation, e.g. the details of presence information may depend on target user groups (e.g. family, friends, colleagues etc.).

Any services using the presence information shall ensure privacy agreement before releasing presence information. The presence service does not address deployment specific issues (e.g. where agreements are stored or how they are negotiated). It only gives requirements for privacy management. 

The following privacy requirements shall be supported:-

· principal privacy

a principal of a presentity shall, at any time, be able to control to whom, for how long and what (all or part of) presence information of the presentity is provided, and a principal of a watcher shall, at any time, be able to control to whom, for how long and what (all or part of) watcher information of the watcher is provided

Note:
need to consider where subscriber privacy (as distinct from principal privacy) requires to be addressed

An operator shall, at any time, be able to override subscriber, possessor and principal privacy preferences if required to do so by local authorities.
6.2
Access rules

The principal that controls the presentity shall be able to define access rules, in order to control how the presentity’s presence information is made available for watchers.

These access rules shall define:

· a list of watchers allowed access to the presentity’s presence information. This list can be defined in several ways. For example: watchers x and y are allowed, or every watcher is allowed except watcher z…

· the validity of the access authorisation granted for a given watcher. The access to the presentity’s presence information can be restricted for a certain period, or during specific periods of the day.

· the attributes of the presentity’s presence information that can be made available to a given watcher.

A set of default access rules shall be defined by the principal.

The Home Environment shall be able to override the privacy requirements if needed. (c.f. legal interception requirement in clause 5.3) 
6.3
Watcher rules

The principal that controls the watcher shall be able to define watcher rules, in order to control how the watcher’s watcher information is made available for watchers.

These access rules shall define:

· a list of watchers allowed access to the watcher’s watcher information. This list can be defined in several ways. For example: watchers x and y are allowed, or every watcher is allowed except watcher z…

· the validity of the access authorisation granted for a given watcher.

A set of default watcher rules shall be defined by the principal.

9
Administration

9.5
Presentity privacy

The presentity shall be able to grant permission to access its presence information.  The presentity shall be able to authorise the presentity's presence information access, per watcher or per group of watchers, with different levels of authorisation for a definitive period of time or on demand.
9.6
Watcher privacy

The watcher shall be able to grant permission to access its watcher information.  The watcher shall be able to authorise the watcher's watcher information access, per watcher or per group of watchers, with different levels of authorisation for a definitive period of time or on demand.

