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Scope

This document resumes the view and requirements on the User Profile as defined in 22.121. In general this documents describes the application of the User Profile to encapsulate user specific data (e.g. user preferences) and service specific data to enable the user to align service behaviour to his/her personal preferences.

1. User Profile

The User Profile is the collection of all subscriber data, including both Personalised data (e.g UE interface preferences set within the capabilities of the UE and serving network) and User Services Profile (preferences associated with subscribed services).

The User Profile data may be either by indirect reference and/or direct inclusion in the User Profile, namely: 

· a set of one or more references (e.g. URLs) in the User Profile where the User Profile data may be found; this method represents the indirect referencing model

· directly contained in the User Profile identifying services data; this method represents the direct referencing model

The User Profile may consist of both static and dynamic data, including status information.  

Standardised User Profile data may be located in one or more entities, e.g.

· in the Network Entities (like Home Subscriber Services (HSS))

· in the user's (U)SIM application on the UICC

· on the mobile equipment (ME)

· in application-specific databases in HE and HE-VASP

Access to the User Profile shall be supported in a secure standardised way.

User information located in application-specific databases in VASPs is outside the scope of standardisation. Standardised Pointers to such information may be located in the User Profile. 

The following aspects of the User Profile, subsequently defined, shall be supported:

· Classification

· Location and distribution

· Management, provisioning and access

· Default policies

· Synchronisation

· Security and privacy

· Format

It is the support of the services and personalisation information in the User Profile, which enables the concept for the user.

1.1. Classification of User Profile data

The User Profile shall support the following types of data:

· Personalised data, are data of the User Profile which are independent of services (e.g UE interface preferences set within the capabilities of the UE and serving network)

· User Service Profile are specific to services of the HE or HE-VASPs (e.g preferences associated with subscribed services)

1.2. Selection and activation of User Profiles

It shall be possible, per user, to activate a specific User profile. When a User Profile is activated the previously active User Profile is deactivated.

Where the user has more than one User Profile the selection/activation of a particular User profile shall be supported in the following ways:

· Statically: the user explicitly selects one of the User Profiles as the active one;

· Dynamically: the appropriate User Profile is selected automatically (e.g. selection is based upon some criteria such as time of day, location, terminal used etc.).

Each User Profile shall have a uniquely addressable identity.

At any time there is one and only one User Profile active for any User.


1.3. Location,  distribution and recovery of User Profiles

Location and distribution of the User Profile shall be supported between the following entities:

· (U)SIM

· Mobile Equipment (ME)

· Entities of the Home Environment (e.g. network databases (like HSS), location servers etc.).

· Entities of HE-VASPs (e.g. WAP-gateways, MExE servers)

NOTE:
To ensure that User Profiles are applicable to as wide a community of terminal and network types as possible, existing work on this topic in other standards fora should be considered. One possibility is the work of the World Wide Web Consortium on the Composite Capability/Preference Profile [12].



 

1.4. Management, provisioning and access to User Profiles

It shall be possible, per user, to permit secure authorised access by the network operator, HE-VASP and user to 

· create one or more User Profiles

· request information contained in a User Profile

· delete a User Profile

· modify a User Profile

· define the default User Profile 

· define the criteria for automatically selecting User Profiles

1.5. Default policies for User Profiles

It shall be possible, per user, to permit secure authorised access by the network operator, HE-VASP and user to support policy management for User Profiles, enabling definition of the following for User Profiles feature interaction policy:

· QoS policy

· Rating plan policy

· Content filter policy

Policy management enable the HE to set rules for modifying the content of the user profile. Within the context of such HE-policy, the HE-VASP can modify the user profile content.

1.6. Synchronisation of the User profile

The primary goal is to ensure that a single consistent user profile is used. For recovery purposes those parts of the User Profile, that are stored in the UE (ME and (U)SIM), shall  have a backup copy in the Home Environment. 

Mechanism(s) shall be standardised to support the mutual synchronisation of the User Profile information stored in the ME, ((U)SIM), with  information in  the Home Environment. The HE shall be able to perform a synchronisation of the user profile whenever it is deemed to be appropriate. The user shall be able to defer a user profile synchronisation if he so wishes and schedule it for a later time. It shall be possible for the user to pre-define when synchronisation of the User Profile should take place (e.g. when services data is modified).  

1.7. Format of the User profile


The semantics and syntax of User Profiles shall be standardised to support access, interoperability and synchronisation, and to ensure access to User Profile data independently of which toolkit was used to create the service.  The User Profile shall identify individual personalised data and individual user services (see cl 7.2). Management

1.8. Security of the User profile

 Secure mechanisms shall be available for the transfer of User Profile data to, from or between authorised entities.  Access to User Profile data shall only be permitted in an authorised and secure manner.  The secure mechanisms to be applied shall be appropriate to the level of confidentiality of the data, the endpoints of the transfer and the routes that are available for the transfer of the data.  The owner of the data, normally the body storing the master copy of the data, shall be responsible for applying the appropriate level of security to the transfer of the data.

The secure mechanisms available shall include the following:

· Before any user data transfer takes place, it shall be possible for the sender of the data to verify the identity of the recipient.

· It shall be possible for the recipient of data to identify the sender.

· It is permissible for either the sender or recipient of data to employ the services of a third party, known to, and trusted by, both in order to provide authentication of identity.

· The validity of an authentication of identity shall, if required, be subject to a maximum time limit.

· It shall be possible for the sender of data to render the data to be unreadable by any party not authorised to receive it.

· It shall be possible for the recipient of data to detect whether the sender has made any change to the data subsequent to its transmission.

· The security mechanisms shall provide verification that the data has been sent by the sender and received by the recipient (non-repudiation).

· It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a specified type, provided that this requirement is made known before any transfer takes place.

