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Privacy and Security additions to stage 1 

The following new definitions are proposed to be included fin the definition chapter of the current stage 1.

3
Definitions and abbreviations

3.1
Definitions
possessor: The possessor of a particular piece of presence information is the person/entity/organisation that generated the information. Examples are:
If the device itself can provide presence information, then the device or the owner of the device is the possessor of the presence information.
If presence information is determined using network resources, e.g. an MSC/VLR , then the carrier is the possessor of the presence information.


principal:  principals are the people, groups,  and/or software in the "real world" outside the system that use the system as a means of coordination and communication. It is entirely outside the model how the real world maps onto principals

subscriber: the entity or customer that pays the subscription for the client (presentity). The client and the subscriber need not be the same person – e.g. a company (the subscriber) may supply terminals to its employees (the  presentities)

When talking about user privacy we should also keep in mind the following:

By introducing service network capabilities such as location and presence and with the introduction of multimedia, new services will pop-up for the User. From a User perspective, it is important that user privacy has the same ‘look and feel’. Also from an operator perspective, it makes sense to have a generic way to handle user privacy, as user privacy may span across many services.
In addition to the above, user privacy will also be subject to various public and national policies.


Hence, rather than having to solve user privacy solely for each newly defined service and also taking into consideration all public and national policies, SA1 should concentrate in defining  just  the necessary privacy capabilities that need to be in place on a per service, should the user decide to apply his/her right for privacy.

As such we propose the following requirements in a new privacy chapter in the current stage 1.
 

5.4 Privacy
Specific local, national, and regional privacy regulations must be complied with, and multiple layers of permissions may be required. 

Any entity implementing any presence services MUST ensure privacy agreement before releasing privacy information. The presence feature framework does not address deployment specific issues (e.g. where agreements are stored or how they are negotiated). It only gives requirements for privacy management. 

The privacy requirements are:

Principal privacy : a principal MUST be able to control to whom, when and what (all or part of) presence information is provided.
Subscriber privacy: a subscriber MUST be able to control to whom, when and to what (all or part of)  presence information is provided.
Network Operator privacy: an operator MUST be able to override subscriber and principal privacy preferences if required to do so by law.
Possessor privacy: The possessor of the presence information SHOULD be able to control to whom, when and  what (all or part of)  presence information is provided, depending on applicable law.

11
Security

Specific local, national, and regional security regulations must be complied with.

Only authenticated  watchers shall be able to access the presence server. Existing security mechanisms as well as security mechanisms of the presence server shall be used for authorizing the watcher ‘s  identity and its request for presence information. 

Only authenticated and authorized to presence feature presentities shall be allowed to register with the presence server.
The use and access to the presence feature shall be supported in a secure manner.  TH: This is a policy issue, not a security issue. The privacy of the presence information shall be ensured.

The integrity of the  presence feature and presence information shall be ensured  The presence capability shall support measures to detect and prevent attempts to maliciously use or abuse the services.  

Audit records should be maintained of presence requests and responses to facilitate resolution of security violations.

presene
The security requirements for the  presence feature shall be elaborated by TSG-SA







































































































































































































































































































