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1 Introduction 

The intention of this contribution is to discuss the idiosyncrasies of ‘privacy’ and  ‘availability’ as it applies to 3GPP and to reach a level of agreement about privacy and availability.


2 Privacy and trust

Contribution S1-010321 is raising some serious matters of concern regarding end user’s privacy of personal information.


Quoting from S1-010321
A fundamental difference that seems to me to be inherent in all presence related services is that end-users have very serious concerns about who or what is requesting their presence information and what they intend to do with that information

…To make such judgments users will need to clearly understand who is making the request for presence information and they will need to understand how that information will be used.


… Presenting Presence Identifiers to users is also be unlikely to satisfy them unless they can be assured of the true identity of the person or organisation behind that identifier

Privacy is a combination of on the one hand protocols that allow a consumer to have a say and make informed choices, and on the other hand consumer trust that protocols and published policies are actually adhered to. 

The philosophy is based on the idea that a user consents to the collection of his personal data by another human/site (both the PLMN and the Open Profiling Standard are both intended to provide for secure communication of the personal data) provided that the person’s/sites declared privacy practices, such as the purposes for which the personal data are collected and whether or not data are used for secondary purposes or passed to third parties, satisfy the user’s requirements.


3 Trust and Privacy of entities outside the PLMN

Human trust, human authentication, dissemination of user information by third parties/applications and other related issues are out of the scope of the 3GPP. 

Issues of trust and privacy of entities outside the PLMN (e.g. humans, billing agreements, clearing houses, etc.) is obviously outside the scope of 3GPP.

The above mentioned issues are usually handled by bilateral agreements between the Service Provider the subscriber, 3rd party application providers and are subject to various Public and National policies. 

The 3GPP is a specification setting organization; it does not have the ability to create public policy nor can it demand that its specifications be followed in the marketplace. If a company says that they are going to do one thing and does something else, no technological process can stop them. 
Deception must be stopped through public policy processes, legislation and the courts.


Public and National policies are out of the scope of 3GPP Technical Specification Group (TSG) 
.

4 User Privacy Preferences

3GPP should provide the capabilities for user to express his/her ‘say’ with regards to his/her privacy preferences not just per service, but in a generic way, for all services. 3GPP does not  and cannot ensure that the policies are followed. No technological process can ensure that companies comply with law or statements they choose to make. 

There are other bodies, such as P3P that are heavily engaged to define the rules for achieving greater accountability. 

5 Technology neutrality

Technology neutrality is crucial for any rules concerning the privacy of presence information. Widespread convergence of devices and communications platforms is, if anything, more accelerated in the wireless field. As 
We believe that these technologies promise great benefits to consumers, provided the privacy and safety risks are addressed through regulations and in a transparent manner towards all services.  


Consumers cannot be expected to distinguish between devices and services that are subject to varying privacy protections based on arbitrary regulatory classifications. Rather, consumers should be confident that, whenever they are using a device that supplies presence information, its use, disclosure and access will be governed by predictable, easily understandable privacy rules. Privacy technology neutrality is essential given the wide range of devices, networks, services and means of transmitting user privacy information. 

Privacy should be solved in a common and transparent manner for all 3GPP services and devices in order  for the user to experience a common privacy “look and feel” among different 3GPP Services.

As such, we recommend that the Presence working group delegates this important task to SA WG3 since this working group (SA WG3) is the chartered 3GPP working group to deal with security issues for all 3GPP.

6 Availability

Quoting from S1-010321 chapter2, c), 3rd paragraph:

“Availability, in the context of people declaring themselves available or unavailable to communicate with certain people using certain services, needs to be defined and included as a requirement in the main document”

This statement brings in mind Instant Messaging which is a standalone service, which uses presence capability, i.e. a user logs into Yahoo’s Instant Messaging service and then in addition, he/she makes himself ‘available’ if so wishes.
If we look carefully at the steps taken the following is noticed: 

1. Elemental availability
First the User switches on his computer - elemental form of presence => i.e. elemental level of availability

2. Intermediary availability
Then he/she logs in and thus the User may become available to some OS applications – intermediary form of presence => intermediary level of availability

3. Basic availability
User attaches to internet – presence in the form of reachability =>  available to be reached by services, can also reach himself rudimentary services i.e. browsing

4. Service availability
Then the User logs into the Yahoo IM – present to the service  => service availability, available to a specific service without being available to other users of the same service

5. Preferred availability
Then the User may decide whether he/she declares herself available – present to a preferred team of users => preferred availability 


Availability refers to the state of being available to reach or to be reached by a preferred list of humans or other entities using the same form of communication

The conclusion from the above analysis is that any useful definition of the term availability to be used for inspiring helpful 3GPP services, can only be defined to fit with the particularities of each and one service that needs to be enhanced with user presence information.  
As such, we propose to keep ‘availability’ outside of the standardization of presence.
7 References

Platform for Privacy Preferences (P3P) project 
http://www.w3.org/p3p/







































































































































































































































































































