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1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	Application aspects



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	
	



3	Justification
Privacy and confidentiality are a growing item of societal concern. Europe and Canada already have strong privacy regulations (GDPR, PIPEDA), with more countries to follow. Last decade, we have seen a strong growth and visibility of privacy services. Most notable are over-the-top VPN offers that obfuscate the traffic, identity and location of users. There are also onion and mix networks that offer more privacy and confidentiality, by further obfuscating traffic data and metadata, making it extremely hard for any party to identify or locate users, or get any useful informational about their network traffic. All of such over-the-top services require significant effort and savviness of its users. While over the top applications provide end to end encryption, the exponential growth in VPN markets show that users demand for more than what is offered currently. This shows the need for enhanced protection from the users. Nevertheless, end-to-end encryption remains a topic of legal debate within Europe and elsewhere.
The absence of network operators in this is remarkable, as they are among the most trusted service providers. Unlike many over-the-top players, most operators don’t monetise private user data for advertisements or other purposes. As a result, there are studies that show that many users trust their telco even more than their bank. Moreover, operators have proven SIM/UICC infrastructures that are on par with the security solutions of banks. Hence, offering secure and reliable privacy and confidentiality-focussed services could make sense for these operators in this context.
While 3GPP SA3 works on securing the functionalities offered by 3GPP system and protection of the 3GPP system itself, end to end privacy and confidentiality of its consumers and business users beyond the 3GPP system is not currently within its scope. Similarly, 3GPP SA6 has no activities on application enablement related to privacy and confidentiality.
There is some relevant work by telco trade organisations. ETIS has a Data Privacy Taskforce, that studies the impact of GDPR and ePrivacy, i.e. regulatory requirements to telcos. GSMA has a IoT-focused Data Protection and Privacy team. NGMN published its “6G trustworthiness considerations”, with a “holistic approach to security and privacy”. Nevertheless, all these activities seem to be focus on network operator’s own regulatory compliance, and not on the business opportunity that this societal development entails.
End-to-end encryption is a necessary (albeit not sufficient) ingredient in the offering of privacy and confidentiality-focussed services by telcos. Protection of user’s traffic is handled in certain hops and is not handled in some other hops in the end-to-end chain. As long as there is no end to end protection mechanisms across the network, privacy and confidentiality are technically hard to guarantee. End-to-end encryption may be both commercially and regulatory feasible, given the learnings from over-the-top social media and messaging providers.
The introduction of end-to-end encryption in 3GPP networks is far from obvious. It raises many technical questions related to key management, integration with SIM/UICC infrastructure, integration with end-user equipment and end-user applications, link/relation with current SA3-type network security solutions, impact on existing services including emergency services, impact on legal intercept, impact on roaming and interconnect, etcetera. It raises regulatory questions, related to ongoing political debates on end-to-end encryption. It raises bundling question on the positioning of these privacy and confidentiality services, e.g. its relationship to Charging, Subscription etc. Most likely, it will raise other questions as well.
Therefore, we propose to study End-to-End Encryption in 3GPP system’s related use cases, potential new requirements and potential impacts in Rel-20.

4	Objective
The objectives of the study include:

-  Define use cases and new potential service requirements to provide End-to-End Encryption as a new service.
-  Address service aspects related to enabling support for End-to-End Encryption.
· Activation/De-activation
· Subscription
· Charging
· Roaming and interconnection
· Lawful interception
-  Potential impact on existing services, e.g. 
· Emergency services
· Slicing
-  Analysis and discussion of existing and potential legal requirements related to end-to-end encryption.
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	22.XXX
	End-to-End Encryption
	TSG SA#105
(Sep 2024)
	TSG SA#106
(Dec 2024)
	Sandesh Manganahalli Jayaprakash, KPN, sandesh.manganahallijayaprakash@tno.nl



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Sandesh Manganahalli Jayaprakash, KPN, sandesh.manganahallijayaprakash@tno.nl
7	Work item leadership
SA1
8	Aspects that involve other WGs
3GPPSA3: Defining network security solutions.
3GPPSA6: Relationship with application enablement.
9	Supporting Individual Members
	Supporting IM name

	KPN

	

	

	

	

	



