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Title:	Study on distributed device and user-centric trust

Acronym:	FS_DUTrust
Unique identifier:	
{A number to be provided by MCC at the plenary} 
Potential target Release:	Rel-20
1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This is a study item proposal

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	N/A
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	
	



3	Justification
Wireless system evolution toward 5G Advanced and 6G will feature increasingly distributed networks and services. Such distributed networks and services can be offered from different organizations (e.g., administrative domains) and it cannot be a prerequisite that there is a pre-established mutual trust relationships between all such devices or distributed networks. Distributed trust and user-centric trust are emerging as new functionalities for wireless systems to establish and maintain trust between devices, users, and networks.
· Distributed trust is referred to as trust relationships, which can be built without fully relying on a centralized party. Distributed trust can be established among devices, between devices and networks (or between networks). A network can be e.g., home network, visited networks, Customer Premise Networks (CPN), Personal IoT networks (PIN), and/or Non-Public Networks (NPNs). Distributed trust can enable trustworthy services such as:
1) services that a device can provide to another device;
2) services that a network can provide to a device or vice versa; and
3) services that a network can provide to other networks. In addition, distributed trust can make existing SBI-based interactions more trustworthy and secure by establishing direct trust between a NF consumer and a NF provider, especially in the context of zero-trust principles.
· User-centric trust are trust relationships that rely on user credentials instead of fully relying on or in addition to Subscriber Identity Module (SIM)-based primary authentication in the current 5G System (5GS). User-centric trust can be established among devices or between devices and networks. User-centric trust can enable trustworthiness expanding or beyond existing SIM-based authentication and trust.
The current 5GS lacks the support for distributed and user-centric trust. Although 5GS has primary authentication, it is based on the shared root key stored at the SIM card and at the core network, which does not reflect any trust on the user or device behavior. User-centric trust can provide this level of trustworthiness. Further, Proximity-based Services (ProSe) in 5GS assumes that relay UEs are trustable; however, relay UEs and remote UEs can be from different organizations that have significantly different requirements for trust and consequently do not trust each other in principle. There are existing technologies, such as distributed ledgers, Self-Sovereign Identity (SSI), Decentralized Identifiers (DID) and verifiable credentials, that can enable distributed device and user-centric trust.
Distributed device and user-centric trust will bring a multitude of benefits to 5GS and beyond:
· Increased system resiliency:
Distributed trust removes the strict need for a centralized party such as home networks to build trust relationships among involved parties and avoids single point of failure. For example, with distributed trust, the visited network may not necessarily contact the home network during the primary authentication, which makes the roaming process more resilient and efficient. For instance, the visited network can directly authenticate and authorize the roaming UE A using distributed trust; after that, the visited network can send a simple notification to the roaming UE A’s home network so that other UEs (like UE B) can still make a call to the roaming UE A via the home network.
· Improve system performance:
Distributed trust enables direct interactions among devices and/or between devices and local networks without relying on home networks. Such direct and local interactions are more efficient in terms of communication overhead. For example, with distributed trust, a remote UE can choose a more trustworthy relay UE, compared to other nearby devices, to leverage its the relaying services with addition confidence. Whereas today, the remote UE may be unwilling to use the relay services.
· Support dynamic trust monitoring, evaluation, and assessment:
The context of devices and networks changes dynamically. As such, dynamic trust monitoring, evaluation, and assessment are beneficial to be aware of changing trust levels of devices and networks in timely fashion. Such dynamic trust monitoring/evaluation/assessment can complement and improve existing 5G security (e.g., primary and secondary authentications) to make the system more trustworthy and secure.
· Enable new service models in the 5GS and beyond:
Distributed device and user-centric trust will promote dynamic and direct network access services between & across devices/users, visited networks, CPNs, PINs, and NPNs, which helps extend network coverage, improve user experience, and enable application verticals. In addition, distributed and trustworthy services among devices, between devices and networks, and between different networks also can be enabled. For example, with distributed and user-centric trust, users in future wireless networks do not have to subscribe to a home network, but can dynamically negotiate and access services (enabled by distributed and user-centric trust) from any available wireless networks (e.g., a traditional PLMN, an NPN, and/or other emerging networks).
3GPP needs a unified study and solutions for trustworthy 5GS and beyond.
4	Objective
The objectives of this study item are about studying use cases and potential service requirements for 5GS to support distributed device and user-centric trust:

a)		New service scenarios which demand and/or can be built upon distributed trust.
b)		New service scenarios which demand and/or can be built upon user-centric trust.
c)		The stage-1 impact of distributed and user-centric trust on existing functionality in 5GS, e.g., network access, roaming, security, O&M, energy saving and charging.
d)		Consideration of how the existing terminology in stage-1 (e.g., access control, confidentiality, integrity protection) and the terminology described for trust-models in distributed networks and services can coexist.
e)		Gap analysis of existing 5GS functionalities in contrast to identified new service scenarios.
f)	Study of potential technologies to enable distributed and user-centric trust for 5GS and beyond.
g)	Potential new requirements in enabling distributed and user-centric trust between devices and networks in 5GS and beyond.
h)	Potential new requirements in enabling distributed and user-centric trust between networks in 5GS and beyond.

The study is limited to look at the above bullets in the context of SNPNs, PINs and CPNs.
NOTE:	Whether the scope of the study will conclude with normative work or not will be part of the evaluation process.
5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	22.XXX
	Study on distributed device and user-centric trust
	TBD
	TBD
	InterDigital




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	N/A
	
	
	



6	Work item Rapporteur(s)
InterDigital

7	Work item leadership
SA1

8	Aspects that involve other WGs
TBD

9	Supporting Individual Members

	Supporting IM name

	InterDigital

	Convida Wireless

	

	

	

	



