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Abstract: Proposes re-wording of a requirement related to security
1. Introduction
This contribution proposes updated text for one of the CPRs related to security.
2. Reason for Change
The current text for the CPR that is under discussion below is unclear and needs further clarification
	CPR 7.1.6
	Due to the simplicity of Ambient IoT devices, the 5G system shall be able to support a suitable means for security protection (alternative: energy efficient secure mechanisms) for communication with Ambient IoT devices. 

NOTE: this suitable security protection can include authentication, authorization, confidentiality and data integrity protection of information, location and identity. 


	P.R.5.1.6-003 
PR 5.3.6-002 PR.5.6-002 P.R.5.13.6-002 PR.5.21.6-005 PR.5.8.6-004
P.R.5.1.6-004 
PR 5.8.6-005 
PR. 5.12.6-006 P.R.5.13.6-003 PR. 5.14.6-005 PR 5.16.6-001 PR.5.20.6-002

	Daniel
"The 5G system shall support secure communication with Ambient IOT devices."

Lola: Due to the simplicity of Ambient IoT devices, the 5GS …

Toon: optimized for AIoT
SA3 needs to look at what is suitable and not assume that existing mechanisms will work

Shuang: suitable means sufficient for the intended Ambient IoT service taking into account the actual security threats and device complexity. It is not less secure

Vasil: 

Philips: “energy efficient secure mechanisms for Ambient IoT devices, more efficient than existing mechanism”

Mona: support Toon's view as well, 'suitable' is related to what the device is used for, and an Ambient IoT device is NOT a UE

Proposal: rewording as yellow text



Modification to the requirement is proposed below.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.840 v1.2.0.


* * * First Change * * * *
7.1.6	Security and privacy
Table 7.1.6  [Security and privacy] Consolidated Requirements
	CPR #
	Consolidated Potential Requirement
	Original PR #
	Comment

	CPR 7.1.4
	The 5G system shall enable security protection suitable for Ambient IoT, without compromising overall 5G security protection. 

	P.R.5.1.6-003 
PR 5.3.6-002 PR.5.6-002 P.R.5.13.6-002 PR.5.21.6-005 PR.5.8.6-004
P.R.5.1.6-004 
PR 5.8.6-005 
PR. 5.12.6-006 P.R.5.13.6-003 PR. 5.14.6-005 PR 5.16.6-001 PR.5.20.6-002
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