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Abstract: This pCR provides resolutions to some of the Editor Notes in use case “Scalable SNPN Interconnect with dynamic connections” in clause 5.1 of TR 22.848. It also provides the reasoning for those resolutions.
1. Introduction
Use case “Scalable SNPN Interconnect with dynamic connections” motivates large numbers of dynamic connections between SNPNs and Identity Providers for the purpose of subscriber authentication and authorization.
Potential requirements [PR-5.1.6-002] and [PR-5.1.6-006] of this use case are actually requirements on the Identity Provider. It is FFS whether the Identity Provider is part of the 5G System or not. In the latter case, the potential requirement was out of scope.
2. Reason for Change
The question whether potential requirements [PR-5.1.6-002] and [PR-5.1.6-006] of this use case are in scope of 3GPP or not has been clarified. Changes have been applied based on the derived conclusions.
3. Observations
Use case “Scalable SNPN Interconnect with dynamic connections” in clause 5.1 of TR 22.848 assumes equivalence between “Identity Provider” (SA1 term) and “Credentials Holder” (SA2 term). [“… interconnect between SNPN and Identity Provider (aka Credentials Holder) …”]
TR 22.848: 
Identity Provider: Entity that creates and manages identity information and provides authentication services for those identities 
NOTE:	The Identity Provider can also authorize access to a non-public network for a subscriber associated with an identity handled by this Identity Provider.
TS 23.501
Credentials Holder (CH): Entity which authenticates and authorizes access to an SNPN separate from the Credentials Holder.

Credentials Holder may use AAA Server [TS 23.501 clause 5.30.2.9.2] or may use AUSF and UDM [TS 23.501 clause 5.30.2.9.3] for primary authentication and authorization.
Credential Holders using AUSF and UDM may be SNPN or PLMN.
Credential Holders using AAA Server may be any type of Credentials Holder.
Use Case “Scalable SNPN Interconnect with dynamic connections” in clause 5.1 of TR 22.848 lists a "wide variety” of actors that “can take the role of Identity Providers (e.g., mobile operators, cable operators, Internet service providers, social media providers, other SNPNs, etc.).” Some of them use 3GPP systems (e.g. mobile operators, other SNPNs), others are acutally outside of 3GPP scope (e.g. social media providers, Internet service providers, cable operators).
Identity Providers are independent from SNPNs. An SNPN can be an Identity Provider, but not every Identity Provider is an SNPN.
AAA Server is a very general term that is not exclusive to 3GPP. 

Observation 1: Identity Providers may use AAA Server for primary authentication and authorization, and such Identity Providers can be outside of 3GPP scope, for instance, Identity Providers that are social media providers, Internet service providers, or cable operators. 3GPP cannot instruct requirements on entities outside the scope of 3GPP.

4. Conclusions
Based on observation 1, requirements [PR-5.1.6-002] and [PR-5.1.6-006] on Identity Providers are out of scope of 3GPP.
[PR 5.1.6-002] An Identity Provider shall be able to interconnect with a large number of Standalone Non-Public Networks (SNPNs) with which the Identity Provider might not maintain pre-established signalling connections.
The Identity Provider might be well outside the scope of 3GPP (e.g. a social media provider), so that 3GPP cannot impose any requirement on such an Identity Provider.
Conclusion 1: Delete potential requirement [PR-5.1.6-002] since Identity Provider might be not part of the 5G system and is therefore out of scope of 3GPP.
[PR 5.1.6-006] The Identity Provider shall be able to securely subscribe to events from the Standalone Non-Public Network (SNPN), where the SNPN is located behind a Firewall or a NAT device.
Conclusion 2: Potential requirement [PR-5.1.6-006] might be rewritten as a requirement on the SNPN. See proposed text below. Otherwise, delete potential requirement [PR-5.1.6-006] since Identity Provider might be not part of the 5G system and is therefore out of scope of 3GPP.
5. Proposal
It is proposed to agree the following changes to 3GPP TR 22.848 v0.1.0 in clause 5.1 Use case on Scalable SNPN Interconnect with dynamic connections.


* * * First Change * * * *
[bookmark: _Toc528919271][bookmark: _Toc528964270][bookmark: _Toc136658144]5.1.6	Potential New Requirements needed to support the use case
[PR 5.1.6-001] Based on the Standalone Non-Public Network (SNPN) configuration, the SNPN shall be able to interconnect with a large number of Identity Providers with which the SNPN might not maintain pre-established signalling connections.
Editor's note:	The term “signalling connection” needs to be further clarified.
[PR 5.1.6-002] An Identity Provider shall be able to interconnect with a large number of Standalone Non-Public Networks (SNPNs) with which the Identity Provider might not maintain pre-established signalling connections.
Editor's note:	It is FFS whether the Identity Provider is part of the 5G system.
[PR 5.1.6-003] Based on the Standalone Non-Public Network (SNPN) configuration, the SNPN shall be able to determine how to connect to an Identity Provider capable of verifying the identity presented by a user attempting to connect to that SNPN.
[PR 5.1.6-004] Based on the Standalone Non-Public Network (SNPN) configuration, the SNPN shall be able to establish a signalling connection with an Identity Provider in deployments where the Identity Provider is located behind a Firewall or a NAT device.
Editor's note:	This requirement is FFS.
[PR 5.1.6-005] Based on the Standalone Non-Public Network (SNPN) configuration, the SNPN shall be able to securely interconnect with an Identity Provider in deployments where the required security information is not available before the establishment of a signalling connection.
[PR 5.1.6-006] Based on the Standalone Non-Public Network (SNPN) configuration, the SNPNThe Identity Provider shall be able to enable securely subscriptionbe to events from of the Standalone Non-Public Network (SNPN) by the Indentity Provider, where the SNPN is located behind a Firewall or a NAT device.
Note: 	The SNPN might be located behind a firewall or a NAT device.
Editor's note:	The definition of these events is FFS.
Editor's note:	It is FFS whether the Identity Provider is part of the 5G system.
Editor's note:	This requirement is FFS.
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