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Abstract: This document introduces Security subsection TS 22.137
1. Introduction
This pCR introduced section 5.2.4 Security into the new TS on Sensing.
2. Reason for Change
Based on the discussion in the study report TR 22.837, some requirements have been introduced to ensure the security of Integrated Sensing and Communication service, i.e., confidentiality, integrity, privacy. Here we capture these requirements in the Security subsection of TS 22.137.

3. Proposal
It is proposed to agree the following changes to 3GPP TS 22.137.
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5.2.4	Security
The 5G system shall support confidentiality protection, integrity protection of the 3GPP sensing data, non-3GPP sensing data and sensing results, to protect the data inside the 5G system.
The 5G network shall be able to support a mechanism to preserve privacy of the sensing data and sensing results.
The 5G network shall be able to obtain user consent for a UE before it is actively involved in a sensing operation .
The 5G system shall provide a mechanism to protect identifiable information that can be derived from the 3GPP sensing data from eavesdropping.
The 5G system shall limit the exposure of the sensing results only to third party authorized to receive that sensing results.
The 5G system shall support appropriate sensing KPIs of 5G wireless sensing for both situations where consent can be obtained from the sensing targets, and where it cannot.
Subject to regulation and/or user consent, the 5G network may associate sensing results and UE identification together for further processing when the UE is subscribed in the same network.

* * * End of Changes * * * *
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