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Abstract: This pCR provides a security and privacy requirements clause for the new TS.
1. Introduction
This pCR provides an agreed 'consolidated requirements' clause from TR 22.856 for the new TS.
2. Reason for Change
This pCR adds the security, authorization and privacy clause agreed in the conclusion of FS_Metaverse study.
3. Conclusions
None.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 22.156 version 0.0.0
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FIRST CHANGE
[bookmark: _Toc139620703]7	Security, authorization and privacy 
7.1	Description
[bookmark: _GoBack]Security and privacy requirements are important to consider in the context of the present document. Regulatory requirements and user consent are mentioned throughout, emphasizing the importance of data confidentiality. The requirements listed below identify specific capabilities needed for authorization to support functionality described in other clauses of the present document. These requirements supplement the general security requirements for the 5G system defined in [7].
This clause includes requirements that provide functionality to define and enforce authorization policies.
7.2	Requirements
7.2.1	General
Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to support mechanisms to expose to a trusted third party the result of the UE authenticating the user.
NOTE: 	How a UE authenticates the user's identity at the terminal equipment, e.g. using biometrics, is out of 3GPP scope.
7.2.2	Localized mobile metaverse service
Subject to operator policy, regulatory requirements and user consent, the 5G system shall support mechanisms to authorize Spatial Localization Service.
Subject to operator policy, the 5G system shall provide an authorized third party a means to define authorization to access spatial anchor information and to manage the spatial anchor(s), e.g. add, remove or modify spatial anchors.	Comment by >Samsung<: moved from 5.2.1 (S1-232409 was 078)
7.2.3	Avatar-based real-time communication
Subject to operator policy, regulatory requirements and user consent and operator policy, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services. 
Subject to regulatory requirements, user consent and operator policy, the 5G system shall provide time-bound authorization services for an avatar to be used in mobile metaverse services.
7.2.4	Digital asset management
Subject to user consent, regulatory requirements and operator policy, the 5G system shall provide secure means to authorize the use of digital assets associated with a user (e.g. digital assets belonging to a third party customer). 	Comment by >Samsung<: moved from 5.2.2 (S1-232411 was 061)
The 5G system shall provide mechanisms to certify the authenticity of digital assets associated with a user.
END OF CHANGES
