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1	Impacts
	Affects:
	UICC apps
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
		Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	N/A



Dependency on non-3GPP (draft) specification: N/A

3	Justification
The rapid digital transformation in various industries has highlighted the indispensability of wireless communication in their future. This leads to the transformation of operators' business models from 2C to 2B. To better support vertical industries with diverse requirements, NPN was introduced in Rel-16. NPN can be deployed as a completely standalone network, it can be hosted by a PLMN, or it can be offered as a slice of a PLMN. In the letter two cases, the NPN relies on a PLMN. NPN customers do not need to obtain a license for spectrum, and can reduce CAPEX and OPEX by leveraging existing public network infrastructure. This WID only considers the NPN that is made available via a PLMN, which is a prevalent deployment option. 

NPN customers can request the dedicated NFs to be deployed in private premises (i.e. the edge of the PLMN) and perform private O&M for performance, privacy, and security reasons. One common scenario is UPF sinking, where a dedicated UPF is deployed in the private premises to enable ultra-low latency communications. In addition, they may want the sinking of CP NFs, such as the dedicated AMF for access control with customized blacklist/whitelist. The use of dedicated CP NFs reduces the operational and configuration complexity associated with the diverse and highly customized requirements of NPN. The NPN with sank NFs in the private premises is not a standalone network as some NFs and RAN are shared between the NPN and the host PLMN.  

Existing protection mechanisms only focus on inter-PLMN communications (e.g. SEPP), which cannot address the risk in this intra-NPN scenario. The physical security of private premises is usually weaker than that of traditional MNO CN facilities. Moreover, if NPN customers are unable to provide a secure O&M procedure, there is a risk of unauthorized control to the dedicated NFs by attackers. Through anomaly operation of the dedicated NFs, they may obtain sensitive information from the shared NFs in the host PLMN, such as their typology information. Attackers may also attempt to send unauthorized service or data requests, or generate abnormal traffic, to the shared NFs. This could result in resources of these shared NFs being used to reject these dedicated NFs and thereby not be available for other NPNs hosted by the same PLMN. 

[bookmark: _GoBack]Therefore, the dedicated NFs are not always trusted by the NFs in the host PLMN, despite belonging to the same NPN, and the communication between them may result in excessive data exposure. It is proposed to add a new service requirement in TS 22.261 for preventing excessive data exposure during the communication between the dedicated NFs and the shared NFs within one NPN.

4	Objective
Update the stage 1 specifications to prevent excessive data exposure during the communication between two NFs within one NPN.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	22.261
	Update the stage 1 specifications to prevent excessive data exposure during the communication between two NFs within one NPN.
	TSG#100 (June 2023)
	



6	Work item Rapporteur(s)
Yinglin Chen, China Telecom, chenyl37@chinatelecom.cn
7	Work item leadership
SA1
8	Aspects that involve other WGs
None identified yet
9	Supporting Individual Members

	Supporting IM name

	China Telecom

	

	

	

	

	

	



