[bookmark: _GoBack]3GPP TSG SA WG 1 Meeting #102 	S1-231137
Berlin, Germany,  22 - 26 May 2023	(revision of S1-23xxxx)

Source:	CATT, Charter Communications
pCR Title:	Pseudo-CR on Security Consideration
Draft Spec:	3GPP TR 22.851 v1.1.0
Agenda item:	7.4
Document for:	Approval
Contact:	Qing Wan wanqing1@cictmobile.com 
Deh-Min Richard Wu  richard.wu@charter.com

Abstract: The contribution intends to introduce new security requirements for Indirect Network Sharing in TR22.851.
1. Introduction
Indirect network sharing introduces the involvement of core network of Hosting Operators, which introduces the data exchange of user information, and the operation and network information between Hosting and Participating Operators. The proposal intends to identify new potential security requirements for Indirect Network Sharing.
2. Reason for Change
Capture the identified security requirements.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.851v 1.1.0.

* * * First Change * * * *
[bookmark: _Toc94902065][bookmark: _Toc126765603][bookmark: _Toc119345034][bookmark: _Toc128404293][bookmark: _Toc104210785]6	Other considerations
[bookmark: _Toc128404294]6.1	Considerations on security
Different from MOCN configuration, which routes UE to the core network of a Participating Operator directly through Shared RAN of Hosting Operator, Indirect Network Sharing needs to involve the core network of the Hosting Operator in the signaling exchange. The interoperability between the core networks of Hosting Operators and Participating Operator will expose more information about the subscribers, the operator’s policies and operations of respective core networks, especially those irrelevant to Indirect Network Sharing. Therefore, more security relative to user privacy and the operator’s policy can be taken into account for the Indirect Network Sharing configuration.
Editor’s Note: it’s FFS that any potential new security requirements will be identified. 
[PR 6.1-1] The 5G system shall support a mechanism to authenticate a UE when obtain services in a Shared NG-RAN via Indirect Network Sharing.
 [PR 6.1-2] The 5G system shall support integrity protection and confidentiality of the user data transmitted and exchanged between Hosting and Participating Operators’ core networks via Indirect Network Sharing.
[PR 6.1-3] Subject to regulatory requirements, the 5G system shall ensure the user privacy (e.g. the subscription, the identities) is not violated when providing services via Indirect Network Sharing. 

* * * End of Change * * * *
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