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Abstract: This pseudo-CR provides an overview of “Scalable SNPN Interconnect with dynamic connections” use case, service flows and potential new requirements for TR 22.848.

---------- Use Case template ----------
5.x	Use case on Scalable SNPN Interconnect with dynamic connections
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.x.1	Description
Today's PLMNs have a centralized database of IP addresses of all operator nodes that connect to the inter-PLMN IP backbone network, including AAA Servers/Proxies. This information is used for firewall and Border Gateway configuration. Signalling connections between VPLMN and HPLMN are long-lived (Diameter and HTTP-based N32f) and support bidirectional (inbound and outbound) signalling. 
In contrast, there is currently no administrative entity that manages the interconnect of non-public networks, i.e., the interconnect of SNPNs on one hand and Identity Providers (aka Credentials Holders) on the other hand. In addition, the number of interconnected SNPNs and Identity Providers is expected to be much greater than the number of PLMNs today (estimates from WBA [x] predict a 3 orders of magnitude increase in the number of non-public mobile access networks). Given the huge number of SNPNs and Identity Providers that need to interconnect, it is not feasible to maintain permanently established signalling connections between them. Instead, the signalling connection needs to be established dynamically. Ideally, a signalling connection between SNPN A and Identity Provider B should be established only when a subscriber of Identity Provider B attempts to connect to SNPN A, and should be released when the last subscriber of Identity Provider B disconnects from SNPN A.
The dynamic establishment of a signalling connection between the SNPN and the Identity Provider raises several new issues, as follows:
-	Outbound signalling issue: The SNPN may not know the IP address of the Identity Provider’s signalling endpoints and vice versa. In some cases, the Identity Provider may be operated using a cloud provider using dynamic IP address assignment.
-	Inbound signalling issue: The SNPN and/or the Identity Provider may reside behind a firewall or a Network Address Translation (NAT) device.
-	End-to-end signalling issue: The SNPN and/or the Identity Provider need to have assurance that they are indeed establishing a signalling connection with the intended remote party and that the signalling connection is secure.
The issues related to dynamic establishment of a signalling connection between the SNPN and the Identity Provider are illustrated in Figure 5.x.1-1.


Figure 5.x.1-1: Issues with dynamic establishment of signalling connection between SNPN and Identity Provider

[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]5.x.2	Pre-conditions
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]1) NetAbove is an Internet service provider. As part of the subscription contract, NetAbove allows its subscribers to connect to SNPNs owned by a variety of companies (e.g., hospitality and convention centres, airports, government institutions, schools, restaurants, coffee shops, etc.).
2) NetAbove serves as an Identity Provider that can authenticate and authorize its subscriber when the subscriber attempts to connect to an SNPN.
3) NetAbove does not have a direct agreement with any of these SNPNs and instead relies on a third-party federation that assists the interconnect between a pair of the federation members for the purpose of subscriber authentication and authorization.
4) Kaffa Koffee has launched a chain of coffee shops across the country. Each coffee shop is equipped with a small SNPN using unlicensed spectrum allowing customers to access Kaffa Koffee’s private entertainment system, in addition to providing Internet access.
5) Kaffa Koffee customers get free access to the entertainment system on the condition that they can assert an identity that can be authenticated by a supported Identity Provider.
6) A wide variety of companies can take the role of Identity Providers (e.g., mobile operators, cable operators, Internet service providers, social media providers, other SNPNs, etc.). Kaffa Koffee does not have a direct agreement with any of these Identity Providers and instead relies on a third-party federation that assists the interconnect between a pair of the federation members for the purpose of subscriber authentication and authorization.
7) BananaFed is a third-party federation that assists the interconnect of federation members for the purpose of subscriber authentication and authorization.
8) NetAbove and Kaffa Koffee both are members of the BananaFed federation.
5.x.3	Service Flows
[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]1) Roy is a subscriber of NetAbove.
2) Roy is visiting a Kaffa Koffee shop and wants to access Kaffa Koffee’s famous entertainment system using his 5G-capable laptop.
3)  Using the connection manager on his laptop, Roy selects his NetAbove subscription credentials for connection to Kaffa Koffee’s SNPN.
4) Kaffa Koffee’s SNPN has no direct signalling connection with NetAbove. In order to authenticate the request coming from Roy’s laptop, Kaffa Koffee’s SNPN turns to BananaFed, a third-party federation, for assistance. Both NetAbove and Kaffa Koffee are affiliated with BananaFed.
5) NetAbove’s Identity Provider server resides in NetAbove’s administrative IP domain and is located behind a firewall.
6) With BananaFed’s assistance, the Kaffa Koffee’s SNPN is able to forward the outbound authentication request to an Identity Provider server that is owned by NetAbove, even though Kaffa Koffee’s SNPN has no prior knowledge of the IP address of any NetAbove’s Identity Provider servers.
7) With BananaFed’s assistance, the NetAbove’s Identity Provider server is able to receive the inbound authentication request originated by Kaffa Koffee’s SNPN even though it is located behind a firewall.
8) With BananaFed’s assistance, the Kaffa Koffee’s SNPN and NetAbove’s Identity Provider server get assurance that they are establishing a secure connection with the intended remote party.
9) Kaffa Koffee’s SNPN succeeds in authenticating Roy with the Identity Provider server at NetAbove.
10) NetAbove’s Identity Provider server desires to be informed when Roy disconnects from Kaffa Koffee’s SNPN. With BananaFed’s assistance, NetAbove’s Identity Provider server is able to forward the outbound subscription request to the SNPN operated by Kaffa Koffee, even though Kaffa Koffee’s SNPN is located behind a NAT device.
5.x.4	Post-conditions
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]1) Once Roy’s laptop is connected to the Kaffa Koffee’s SNPN network, Roy can enjoy access to Kaffa Koffee’s entertainment system and access to the Internet.
2) After some time, Roy disconnects gracefully from Kaffa Koffee’s SNPN and the disconnection event is signalled to NetAbove’s Identity Provider server.
5.x.5	Existing features partly or fully covering the use case functionality
None. The existing interface for interconnect between SNPN and Identity Provider (aka Credentials Holder) relies on permanent signalling connection between the SNPN and the Identity Provider.
5.x.6	Potential New Requirements needed to support the use case
1) A 5G system for standalone operation of a non-public network (i.e., SNPN) shall be able to interconnect with a large number (e.g., 1,000,000) of Identity Providers that authenticate and authorize access to the non-public network for their subscribers.
2) An Identity Provider that authenticates and authorizes access to non-public networks for its subscribers shall be able to interconnect with a large number (e.g., 1,000,000) of 5G systems for standalone operation of a non-public network (i.e., SNPNs).
3) The 5G system for standalone operation of a non-public network (i.e., SNPN) shall be able to interconnect with an Identity Provider that authenticates and authorizes access to the non-public network for its subscribers in deployments where the IP address information of the Identity Provider’s server is not available in advance of the establishment of a signalling connection.
4) The 5G system for standalone operation of a non-public network shall be able to interconnect with an Identity Provider that authenticates and authorizes access to the non-public network for its subscribers in deployments where the Identity Provider is located behind a firewall or a NAT device and the IP address information of the SNPN is not available in advance of the establishment of a signalling connection.
5) The 5G system for standalone operation of a non-public network (i.e., SNPN) shall be able to securely interconnect with an Identity Provider that authenticates and authorizes access to the non-public network for its subscribers in deployments where the security information is not available in advance of the establishment of a signalling connection.
6) The Identity Provider that authenticates and authorizes access to the non-public network shall be able to securely subscribe to events generated by its subscribers on the 5G system for standalone operation of a non-public network (i.e., SNPN), where the SNPN is located behind a firewall or a NAT device.



	ADDITIONAL CHANGES for TR 22.848	

2	References
[1] 3GPP TR 21.905, "Vocabulary for 3GPP Specifications”.
[x] 3GPP S3-221740: "Facilitating roaming adoption across 3GPP NPN deployments".
[bookmark: _Toc20149626][bookmark: _Toc27846417][bookmark: _Toc36187541][bookmark: _Toc45183445][bookmark: _Toc47342287][bookmark: _Toc51768985][bookmark: _Toc131516266]
3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in [1].
Identity Provider: Entity that creates and manages identity information and provides authentication services for those identities.
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