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[bookmark: _Hlk126589926]Abstract: This change request provides a use case that illustrates the need to define capabilities that allows the end user or a third party to remotely manage the permanent deactivation of an Ambient IoT device
1. Introduction
This pCR provides a use case that illustrates the need to define capabilities that allows the end user or a third party to remotely manage the permanent deactivation of an Ambient IoT device
2. Reason for Change
There is a lack of a use case that identifies potential security issues associated with the end of life cycle of an ambient IoT device
3. Conclusions
None
4. Proposal
It is proposed to agree to the following changes to 3GPP TR 22.840 v1.0.0.

* * * First Change * * * *
5.X	Use case on Device Permanent Deactivation
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.X.1	Description
This use case illustrates the need to define capabilities that allows the end user or a third party to remotely manage the permanent deactivation of an Ambient IoT device.
The scenario describes a production manager who oversees the manufacture of Integrated Circuits (IC) wafers. The environmental conditions under which the wafers are produced may be considered as industrial secrets, as the production process may require a precise combination of pressure, temperature and humidity to produce IC wafers of optimal quality. To assist in quality control, the production process includes the use of Ambient IoT devices to record the environmental conditions under which the wafers are produced. The production manager may use the sensor data recorded by the Ambient IoT device following the completion of the manufacturing process to verify that environmental conditions were maintained as required.
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]5.X.2	Pre-conditions
The production manager has inactive Ambient IoT devices in storage that can collect sensor data, record the data and transmit the recorded data.
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]5.X.3	Service Flows
Device activation
1. As a new batch of IC wafers is about to be manufactured, the production manager removes from storage the Ambient IoT devices and adds an Ambient IoT device to each pre-production wafer.
2. The production manager accesses an application that is used to manage the connectivity and operations of Ambient IoT devices. Via this application, the production manager activates an Ambient IoT device to enable the operations of the device (e.g., take and record sensor data).
Device operation
3. During the manufacture process, the Ambient IoT device records the data collected by its sensors.
4. Following completion of the manufacturing process, the production manager wants to access the sensor data that has been recorded on the Ambient IoT device.
5. The production manager accesses an application to manage the connectivity and operations of the Ambient IoT devices. Via this application, the production manager triggers the Ambient IoT device to upload the recorded sensor data to the network.
6. Following completion of the manufacturing process, the production manager wants to clear the sensor data that has been recorded on the Ambient IoT device.
7. The production manager accesses an application to manage the connectivity and operations of the Ambient IoT devices. Via this application, the production manager triggers the Ambient IoT device to delete the recorded sensor data.
Device deactivation
8. The production manager wants to deactivate Ambient IoT devices to disable their operation while the devices are not being used in the manufacturing process.
9. The production manager accesses an application to manage the connectivity and operation of the Ambient IoT devices. Via this application, the production manager deactivates and disables the operation of the device.
10. The production manager removes the deactivated Ambient IoT devices from the finished wafers and returns the devices to storage for possible re-use.
Device end of life cycle
11. The production manager determines that the Ambient IoT devices have reached the end of their life cycle and should no longer be used during the wafer manufacturing process.
12. The production manager accesses an application to manage the connectivity and operation of the Ambient IoT devices. Via this application, the production manager permanently deactivates an Ambient IoT device.
13. The production manager discards the permanently deactivated Ambient IoT device as it is no longer possible to activate, enable its operation or access recorded data.

[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]5.X.4	Post-conditions
Device permanently deactivated.
Two-way communications by an Ambient IoT device are permanently deactivated.
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]5.X.5	Existing features partly or fully covering the use case functionality
TS 22.261 clause 6.14.1 describe the following:
During their life cycle these IoT devices go through different stages, …, the activation of the IoT device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently.
Clause 6.14.2 defines the following requirement:
Based on operator policy, the 5G system shall provide means for authorised 3rd parties to request changes to UE subscription parameters for access to data networks, e.g., static IP address and configuration parameters for data network access.
The requirement above covers remote UE subscription activation and subscription suspension / deactivation. 
If the subscription of an Ambient IoT device has been suspended or terminated, the device can still continually harvest energy and therefore may continue to attempt accessing the network or be accessed by a network. This can result in a security risk where a discarded Ambient IoT Device may be obtained by unauthorized users such that data or other parameters of the device may be subject to unauthorized access.
Therefore, there is a need to permanently deactivated the device such that the device may never be activated and accessed again.
5.X.6	Potential New Requirements needed to support the use case
[PR 5.X.6-1] Based on operator policy, the 5G system shall provide means for an authorised user or authorised third parties a trusted third party to request the permanent disabling of an Ambient IoT device’s capability to transmit or receive RF signals.to communicate with the 5G system.
[PR 5.X.6-2] Based on operator policy, the 5G system shall provide means for a trusted third party to request the deletion  of any digitally stored information of an Ambient IoT device. 
* * * End of Change * * * *
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