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Abstract: This document provides 2 additional potential requirements to complete the smart grid intruder detection use case.
1. Introduction
To include 2 potential requirements regarding how to derive sensing result.
2. Reason for Change
Smart grid intruder detection is agreed in SA1#100 as use case 5.22. The sensing result as introduced is the distance to the smart grid. Smart grid alarm system will utilize such sensing result (distance) to warn pedestrains/vehicles/UAVs. When the intruder’s distance to the smart grid is lower than e.g. 10m, alarm system will warn.
However, if there is no assistance information (such as the location of smart grid, smart grid map), 5G system cannot calculate the distance to the smart grid. The only sensing result that 5G system can obtain is the distance to the base station/sensing transmitter/receiver.
There are 2 options to solve this problem:
· Option 1: modify the definition of sensing result, to restrict that the sensing result is only related to the information that derived merely within 5G system. However, it will make nearly all use cases lose the ability to achieve the sensing objective within 5G system.
· Option 2: include the functionality of 5G system when calculating sensing result, and allow a trusted 3rd party to provide the assistance information, or have it pre-configured under service agreement.
It is proposed to utilize option 2 to solve the above mentioned problem to enable 5G system process to achieve sensing objective.
3. Conclusions
4. Proposal
It is proposed to agree the following changes to 3GPP TR22.837 v0.3.0.


* * * First Change * * * *
[bookmark: _Toc120625277]5.22	Use case of UAVs/vehicles/pedestrians detection near Smart Grid equipment
[bookmark: _Toc120625278]5.22.1	Description
In the future, there will be more and more autonomous driving devices, such as drones and self-driving cars. These devices have a strong ability to affect the surrounding environment, which may have an impact on the operating equipment in Smart Grid.
For example, vehicles, such as UAVs and engineering vehicles, may affect the operation safety of multiple links such as power generation, power transmission, and power transformation.
At present, multiple scenarios of power transmission and transformation in the Smart Grid industry have potential combination with integrated sensing and communication technology. Among them, there are related accidents caused by hooking or damaging transmission lines by vehicles in the power transmission process. Thus, the transmission stations need to identify and warn vehicles. In the process of power transformation, there are security risks such as candid photography and attack by drones, getting electric shock when approaching, etc. In a word, there are requirements for perimeter intrusion detection and UAV detection in substations.
[bookmark: _Toc120625279]5.22.2	Pre-conditions
There are existing 5G base stations deployed near the transmission stations and substations, which can provide constant remote sensing of the location of intruders in the coverage area including UAVs, engineering vehicles and pedestrians. Network operator A can use these 5G base stations to provide 5G sensing service for the Smart Grid operator X, including sensing the motion trail of the UAVs, vehicles and pedestrians in their working area.
The Smart Grid Operator X uses the 5G sensing service provided by 5G network Operator A to detect potential intrusion/approaching of UAVs, vehicles and pedestrians near the transmission stations and substations.
The Smart Grid operator sets the border of restricted area for the transmission stations/lines and substations in which no UAVs, vehicles or pedestrians can be access, and define a warning distance value. Once a UAV, traffic vehicle, or pedestrian is detected that its distance from the border is less than the warning distance value, the 5G system will report the event to the Smart Grid operator to send the alerting message.
The 5G base stations can sense the location of the UAV/traffic vehicle/pedestrian constantly and send these data to the 5G core network. Then the sensing node and computing node can analyse and predict the path of the UAV or pedestrian according to a large amount of data and give early warning of potential security risks.
[bookmark: _Toc120625280]5.22.3	Service Flows
1.	The Smart Grid Operator X requests sensing service from network operator A to collect sensing data in the defined area (i.e., the park covering transmission stations and substations). The network operator A configures the base stations located in the defined area to perform sensing.
2.	The 5G base station constantly collects sensing measurement data of the location of UAVs/vehicles/pedestrians in the defined area and send the sensing data to the 5G core network with a defined frequency to obtain the sensing result (i.e., the distance between the UAV/traffic vehicle/pedestrian and the border or motion trail).
3.	The 5G system will send notification to UAVs/vehicles/pedestrians with UE that they are near a restricted area. 5G system will also report the sensing results to the Smart Grid operator. The Smart Grid operator determines to send the alerting message to the intruding/approaching UAVs/vehicles/pedestrians based on the sensing results. In addition, the staffs working in the park respond to the emergency and prepare to intercept the intruding/approaching if the UAVs/vehicles/pedestrians are not away.
[bookmark: _Toc120625281]5.22.4	Post-conditions
The UAVs/vehicles/pedestrians are away from the defined area. Potential security risks are avoided. Thanks to the wide-area and constant sensing capability of the 5G base station, and the precise data processing and prediction by the 5G core network, the safety supervision of the Smart Grid is improved.
[bookmark: _Toc120625282]5.22.5	Existing features partly or fully covering the use case functionality
In TS22.261, there are existing requirements on information exposure:
In clause 6.10:
The 5G system shall be able to:
-	provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.
-	provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
-	allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
-	preserve the confidentiality of the UE's external identity (e.g. MSISDN) against the third-party.
-	provide a third-party with information to identify networks and APIs on those networks.
[bookmark: _Toc120625283]5.22.6	Potential New Requirements needed to support the use case
[PR. 5.22.6 - 001] Subject to operator policy, the 5G system shall enable the network to expose a suitable API to a authorized third party to provide the information regarding sensing results.
[PR. 5.22.6 - 002] Based on operator policy, the 5G system may be able to utilize sensing assistance information exposed by a trusted 3rd party to derive the sensing result 
NOTE: sensing assistance information is information that is provided to 5G system by a trusted 3rd party and can be used to derive sensing result. Examples of sensing assistance information are map information, area information, etc.
[PR. 5.22.6 - 0032] The 5G system shall be able to support the following KPIs:
Table 5.22.6-1	Performance requirements of sensing results for UAVs/vehicles/pedestrians’ detection near Smart Grid equipment 
	Scenario
	Sensing service area 
	Confidence level [%]

	Accuracy of positioning estimate by sensing (for a target confidence level)
	Accuracy of velocity estimate by sensing (for a target confidence level)
	Sensing resolution
	Max sensing service latency
[ms]

	Refreshing rate
[s]

	Missed detection
[%]

	False alarm
[%]


	
	
	
	Horizontal
[m]
	Vertical
[m]
	Horizontal
[m/s]
	Vertical
[m/s]
	Range resolution
[m]

	Velocity resolution (horizontal/ vertical)
[m/s x m/s]

	
	
	
	

	Sensing for the use case in Smart Grid (NOTE 2)
	Outdoor
	95
	≤0.7
	N/A
	UAV: ≤25;
Pedestrian: ≤1.5;
Vehicle: ≤15
	N/A
	N/A
	N/A
	≤5s
	≥10Hz
	[≤5]
	[≤5]

	NOTE 1: The terms in Table 5.22.6-1 are found in Section 3.1.
NOTE 2: The typical size (Length x Width x Height) of UAV is 1.6m x 1.5m x 0.7m, the typical size of pedestrian is 0.5m x 0.5m x 1.75m, and the typical size of engineering vehicle is 7.5m x 2.5m x 3.5 m. The size of the park of Smart Grid depends on the real environment. 
NOTE 3: The safe distance between pedestrian/vehicle and transmission station/line is 0.7m/0.95m [46].



* * * End of Change * * * *
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